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Notices

References in this publication to IBM products, programs, or services do not imply that IBM intends to
make these available in all countries in which IBM operates. Any reference to an IBM product, program,
or service is not intended to state or imply that only that IBM product, program, or service may be used.
Any functionally equivalent product, program, or service that does not infringe any of the intellectual prop-
erty rights of IBM may be used instead of the IBM product, program, or service. The evaluation and
verification of operation in conjunction with other products, except those expressly designated by IBM, are
the responsibility of the user.

IBM may have patents or pending patent applications covering subject matter in this document. The fur-
nishing of this document does not give you any license to these patents. You can send license inquiries,
in writing, to the IBM Director of Commercial Relations, IBM Corporation, Purchase, NY 10577, U.S.A.

This publication could contain technical inaccuracies or typographical errors.

This publication may refer to products that are announced but not currently available in your country. This
publication may also refer to products that have not been announced in your country. IBM makes no
commitment to make available any unannounced products referred to herein. The final decision to
announce any product is based on IBM's business and technical judgment.

Changes or additions to the text are indicated by a vertical line (]) to the left of the change or addition.

Because the changes and additions are extensive, this publication should be reviewed in its entirety.
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This publication contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

This publication contains small programs that are furnished by IBM as simple examples to provide an
illustration. These examples have not been thoroughly tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function of these programs. All programs contained herein
are provided to you "AS IS". THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE EXPRESSLY DISCLAIMED.

If you are viewing this manual from a compact disk (CD-ROM), the photographs and color illustrations do
not appear.
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About This Guide

This guide provides information about advanced
availability options and procedures to implement
those options on the AS/400 system.

This guide does not provide:

* Information about backup and recovery
strategy planning

e Basic save and restore procedures

e Procedures to recover from disk unit failures
when checksum, device parity, or mirrored
protection are not in effect

See the Basic Backup and Recovery Guide,
SC41-0036, for strategy planning and disk
recovery when checksum and mirrored protection
are not in effect.

This guide is intended for someone who is
assigned the responsibilities of backup and
recovery planning and recovering the system after
a failure.

© Copyright IBM Corp. 1991, 1993

You should be familiar with the information con-
tained in the System Operator’s Guide, '
SC41-8082, and the New User’s Guide,
SC41-8211, before using this guide.

If you know how to operate the system, you
should be ready to use this guide to plan for, and
implement the advanced availability options dis-
cussed in this guide.

This guide does not describe application recovery.

You may need to refer to other IBM manuals for
more specific information about a particular topic.
The Publications Guide, GC41-9678, provides
information on all the manuals in the AS/400
library.

For a list of related publications, see the “Bibli-
ography.”
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Summary of Changes

This section lists major changes to the Advanced
Backup and Recovery Guide.

Journal Management and
Commitment Control

Changes were made to the journal management

and commitment control information in chapters 2,
3, and 4.

© Copyright IBM Corp. 1991, 1993

|

Save-While Active Function

Information has been added about the save-while-
active function in Chapter 5, “Save-While-Active
Function.”

Device Parity Protection

Information about working with device parity pro-
tection has been added to Chapter 12, “Working
with Device Parity Protection” and to the topic,
“Storage Planning for Device Parity Protection” in
Chapter 10.
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Overview of Journal Management

Chapter 1. Introduction to Availability and Recovery

The objective of a backup and recovery strategy
for information services is to make sufficient prep-
arations, and to establish a sufficient set of agreed
upon procedures, for responding to a disaster or
emergency. This will minimize the effect upon the
operation of the business.

The Basic Backup and Recovery Guide,
SC41-0036, contains information about planning a
backup and recovery strategy. The Basic Backup
and Recovery Guide provides information about
why you would want to use the availability and
recovery options discussed in this guide. It does
not contain detailed information about the avail-
ability and recovery options discussed in this
guide.

The purpose of this chapter is to provide a review
of the availability and recovery options available
for the AS/400* system.

Availability and Recovery
Options Available for the AS/400
System

This topic provides a high-level review of the avail-
ability and recovery options for the AS/400
system. Detailed descriptions of these options are
discussed later in this guide. These options
include:

+ Journal management

» Access path journaling

+ Commitment control

» Save-while-active function

» Auxiliary storage pools

» Checksum protection

e Device parity protection

» Mirrored protection

» Uninterruptible power supply

 Battery power unit

© Copyright IBM Corp. 1991, 1993

Journal Management

Two objects unique to journal management are
the journal and the journal receiver:

» The journal receiver (object type *JRNRCV)
is an object that contains entries (called
journal entries) added when a change is made
to an object (for example, when an update is
made to a file being journaled.

» The journal (object type *JRN) identifies the
journaled objects, the current journal receiver,
and all journal receivers that are on the
system for the journal.

Using journal management is a way to recover
database files. When a change is made to a jour-
naled file, the change is first recorded in the
journal receiver and then written to auxiliary
storage. If the system ends abnormally before the
change for the file is actually written to auxiliary
storage, the change is saved in the journal
receiver. The next IPL of the system, after an
abnormal system end, ensures that all changes in
the journal receiver are also in the files being jour-
naled. If the database file is damaged, you can
restore the file from the save media and then
apply the journaled changes saved in the journal
receiver.

Figure 1-1 on page 1-2 shows journal processing.
Files A and B are being journaled, file C is not.
Programs PGMX and PGMY use file B. When
you make a change to a record in file A or B, the
following occurs:

1. The change is written in the active journal
receiver.

2. The journal receiver is written to auxiliary
storage.

3. The record is written to the file in auxiliary
storage.

File C record changes are written directly to the
main storage copy of the file because it is not
being journaled. Only the changes made to the
journal receiver are written immediately to auxiliary
storage (disk). Changes against the physical file
may stay in main storage until the file is closed.
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Main Storage
File B
Changes
PGMX —— File B Changes PGMY
File A
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File A Change
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File B Change

Auxiliary Storage
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Figure 1-1. Journaling Overview

The system journals some file-level changes,
including moving a file and renaming a file. The
system also journals member-level changes, such
as initializing a physical file member, and system-
level changes, such as initial program load (IPL).
Users can also add their own entries to a journal
receiver to identify significant programming events
or to help in the recovery of their programs.
These types of entries cannot be applied or
removed as entries for database files can.

Access Path Journaling

An access path describes to the system the order
in which records are read. If access path changes
are not journaled to the journal receivers, and a
file has been changed and not closed properly,
the system can spend a significant amount of time
rebuilding the access paths during the IPL fol-
lowing an abnormal system end. If the decision is
made to use access path journaling, and the

1-2  AS/400 Advanced Backup and Recovery Guide

I

\‘_/

RV2W412-1

system fails, the system may recover (rather than
rebuild) the access paths automatically, using the
information in the journal. This can greatly
decrease the time required to recover. On the
AS/400 system, journaling access paths is the
primary method of reducing the time to recover
access paths. Rebuilding access paths after an
abnormal system end can take several hours.
Recovering the access paths from a journal
usually takes no more than a few seconds for

________ Ll
1.

each access patt

Commitment Control

Commitment control is a function that allows you
to define and process changes to resources (such
as database files or tables) as a single trans-
action.

If an application is written that does not use com-
mitment control, data recovery after an abnormal



job or system end may be very difficult. Restoring
the data after such a failure to the last completed
transaction may require a user program or a data
file utility (DFU) program to reverse, or back out,
the transactions that are not complete. This
becomes more difficult when many users are
accessing the files. For example, when a job
ends or the system ends abnormally, journaling
assures that all records will exist in the database.
Because end-user applications can require mul-
tiple changes to files in a transaction, journaling
may reflect only a partially completed transaction.

You can use commitment control to ensure:

 All changes within a transaction are completed
for all files affected.

» All changes within a transaction that are not
complete are removed if processing is inter-
rupted.

« Changes made during a transaction can be
removed when the user program determines
that it is necessary to do so. This is called a
rollback operation.

The commit (COMMIT) and rollback (ROLLBACK)
operations are available in several AS/400 pro-
gramming languages including RPG IiI*, COBOL*,
PL/I*, C/400*, control language (CL), and Struc-
tured Query Language (SQL).

Using the Save-While-Active
Function

The save-while-active function provided by the
AS/400 system allows you to save objects while
they are being changed by another job. This func-
tion can be used along with your other backup
procedures to reduce or eliminate the time the
system is not available during backup processing.

However, the save-while-active function can result
in more complex and potentially longer recovery
times. See “Restore Recovery Procedures
Considerations” on page 5-8 for recovery consid-
erations when using the save-while-active func-
tion.

Overview of Auxiliary Storage Pools (ASPs)

Auxiliary Storage Pools (ASPs)

An auxiliary storage pool (ASP) is a group of
units defined from all the disk units that make up
auxiliary storage. ASPs provide the means of iso-
lating objects on a specific set of disk units to
prevent the loss of data due to a disk media
failure on other disk units not included in the ASP.

The system ASP (ASP 1) is created by the system
and is always configured. It contains the licensed
internal code, licensed programs, and system
libraries. The system ASP also contains all other
configured disk units that are not assigned to a
user ASP.

A user ASP is created by grouping together a
physical set of disk units and assigning them a
number 2 though 16. ASP 1 is always reserved
as the system ASP.

User ASPs can be used to isolate libraries and
objects within these libraries from the system
ASP. If a library exists in a user ASP, all objects
in the library must be in the same ASP as the
library. “Object Types Not Allowed in a User ASP”
on page 6-14 shows a list of object types that are
not allowed in a user ASP.

The exceptions to this rule are journals, journal
receivers, and save files. These object types can
be placed in user ASPs when their libraries are in
the system ASP and the selected user ASP con-
tains no libraries. However, this type of ASP is
not recommended because of the complex
recovery steps. These object types can also be
placed in libraries in user ASPs.

In addition to the recovery advantage, placing
libraries and objects in a separate user ASP can
improve performance. In a heavy journaling envi-
ronment, isolating journal receivers to a user ASP
can reduce disk arm contention between the files
and journal receivers, and improve journaling per-
formance.

Note: If journal receivers and save files are not

put in a separate user ASP, consider saving them
regularly on tape or diskette to protect them from
loss due to disk failure.
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Checksum Protection

Checksum protection is a function that protects
data stored in an auxiliary storage pool from being
lost because of damage or a disk unit media
failure. When checksum protection is in effect and
a disk unit media failure occurs on a protected
unit, the system automatically reconstructs the
data after the disk unit is repaired.

Damage to objects can occur because of slight
imperfections on a disk surface. If this occurs to
objects in the ASP when checksum protection is in
effect, the data is automatically re-created. This
avoids having the system mark the object as
damaged.

After checksum protection is started, the system
automatically groups the disk units in the ASP into
checksum sets during the IPL to OS/400. Space
equivalent to approximately one disk unit in each
set is used to store checksum data that provides
protection for the user data stored on the other
units in the set.

The data residing on several disk units (checksum
set) is combined onto other units in such a way
that, if any one of the units fails, its contents may
be recovered by recombining the data on
remaining units in the checksum set. The recon-
structed data reflects the most up-to-date informa-
tion that was on the disk at the time of the failure.

When a disk unit fails, checksum protection does
not prevent the system from ending abnormally.
Rather, its main advantage is that no data is lost
and it helps avoid installing the entire system and
loading information to disk again if the failed unit
must be replaced and the data on it is lost. In
contrast, normal save and restore methods allow
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you to recover only to the point of the last save
operation and may result in entering many trans-
actions again.

Any changes made to permanent objects residing
in the ASP are automatically updated and main-
tained in the checksum data (associated with the
space allocated to the objects).

Libraries in the system ASP should not have
objects in the user ASPs. If the libraries have
objects in user ASPs, then the ASP is of the old
type that contains only journals, journal receivers,
and save files. Checksum protection is not
recommended for user ASPs that contain only
journals, journal receivers, and save files.

Figure 1-2 on page 1-5 illustrates a system ASP
configuration with checksum protection. In this
example, assume that two of the three devices
contain user application data, and the other device
contains checksum data.

The assignment of units to checksum sets is
shown for example purposes only. The actual
assignment of checksum sets can vary because
the system uses an algorithm to determine the
checksum sets.

If the user data on unit 6 is lost, the system auto-
matically reconstructs that data from unit 5 and
the checksum data on unit 7 after unit 6 is
replaced.

The actual implementation of checksum protection
is more complex because there are multiple
checksum areas spread across all units in a
checksum set to distribute the disk activity more
evenly over all units in a checksum set.
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System ASP

Load Source
2800-001
Disk Unit

Unit 1

Unit 2

2800-001
Disk Unit

Unit 3

Unit 4

9336-010
Disk Unit

The equivalent of one disk
\ unit is used for checksum
data and two disk units are
used for user data.

Figure

Checksum protection should not be used as a

ranlaramant far eyetam
replacement for system backup procedures.

Although checksum protection can fully recover
from most disk failures, it is important to be aware
that there are situations where checksum pro-
tection will not be able to recover some or all of
the data. For example, if more than one disk unit
within the same checksum set fails and is lost or
is damaged by fire, checksum protection will not
be able to reconstruct any data. Even though
these occurrences are rare, checksum protection
should not be used as a substitute for saving the
entire system on a regular basis.

Device Parity Protection

Device parity protection improves system avail-
ability by providing data protection using tech-
nology similar to RAID-5 (Redundant Array of
Independent Disks) redundant power, and concur-
rent maintenance for single disk and power supply
failures.

Device parity protection is built into some of the
9337 disk unit subsystems. The models with
device parity protection use a data redundancy
technique to protect the data. The parity informa-
tion in the 9337 disk unit subsystems with device

RV2W383-3

1-2. Example of Checksum Protection for the System ASP

parity protection is spread across multiple units to

improve performance

When a failure occurs on a disk unit subsystem
that has device parity protection, the disk sub-
system controller automatically reconstructs the
data from the active units in the 9337 disk unit
subsystem. If a disk unit without device parity
protection fails in an ASP that has disk unit sub-
systems with device parity protection, then the
system is unusable until the disk unit that does not
have device parity protection has been repaired or
replaced.

An ASP should have device parity protection, mir-
rored protection, or both to ensure the system
remains available after a single disk failure.

The advantage of device parity protection is that
the system remains usable when a single storage
unit within a disk unit subsystem with device parity
protection fails. However, a decrease in perfor-
mance is likely because the data on the failed unit
must be reconstructed by the disk controller. Mir-
rored protection is better than device parity pro-
tection in this respect because a copy of data
exists on two different storage units. Another
advantage of device parity protection is the auto-

1-5
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Overview of Mirrored Protection

matic recovery of disk errors that otherwise cause
objects to be damaged on system.

Device parity protection should not be used as a
replacement for system backup procedures.
Although device parity protection can fully recover
from most disk failures, it is important to be aware
that device parity protection is sometimes not able
to recover some or all of the data. For example, if
more than one unit within the 9337 disk unit sub-
system fails or is damaged, device parity pro-
tection is not able to reconstruct any data and the
entire ASP must be restored. Even though these
occurrences are rare, device parity protection
should not be used as a substitute for saving the
entire system on a regular basis.

Device parity protection does not protect against
system outages that can result from failures in
other disk related hardware like a disk controller,
I/O processor, or bus. If these types of outages
cannot be tolerated, consider mirrored protection.
Figure 1-3 illustrates a disk unit with device parity
protection.

The Chapter 10, “Device Parity Protection and
Mixed ASP Support” on page 10-1 has more
information about capacity planning and consider-
ations.

1/0 Processor

A Controller
Write Cache :
(2xx models only) ! Redundant
Power

Power

Power

Power

Write-Assist
Disk Unit
(1xx models
only)

RV2W417-8

Figure 1-3. Example of Device Parity Protection for
User ASPs
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Mirrored Protection

Mirrored protection is a function that increases the
availability of the AS/400* system in the event of a
failure of a disk-related hardware component. It
can be used on any model of the AS/400* system
and is a part of the licensed internal code. Dif-
ferent levels of mirrored protection are possible,
depending on what hardware is duplicated. The
system remains available during a failure of a
disk-related hardware component such as a disk
unit, a disk controller, a disk I/O processor, or a
bus, if the failing hardware component and hard-
ware components attached to it are duplicated.
For the 9406 system unit, some failed hardware
components can be serviced while the system
remains available.

Note: It is not possible to have bus-level pro-
tection for unit 1 on a 9406 system unit because
both units of the mirrored pair must be on the
same bus.

Figure 1-4 on page 1-7 shows a system that has
bus-level protection.

The disk units in an ASP are automatically paired
by the system when mirrored protection is started.
The system pairs the disk units to provide the
maximum level of protection for the current hard-
ware configuration. Because all disk units have at
least disk unit level protection, the system is pro-
tected against the failure of a single disk unit. In
this example, if a controller or I/O processor failure
occurs, the system continues to run.
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Mirrored Busses
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Figure 1-4. Example of a Mirrored Buses

Uninterruptible Power Supply

An uninterruptible power supply is used to provide
auxiliary power to any of the system units and
devices attached to the system.

Normally, an uninterruptible power supply does
not provide power to all work stations. If the appli-
cation handles the errors and stops, the system
resource is not used to do nonproductive error
recovery. Examples of using error feedback areas
and error recovery routines can be found in the
programming languages reference manuals.

Assuming an uninterruptible power supply is not
provided to the work stations if utility power is lost,
work station jobs may end abnormally if your user-
written programs do not provide for this situation.
However, the system remains stable. After utility
power is restored, the users can sign on to the
work stations. An uninterruptible power supply
that provides limited support provides power to the
processing unit, unit 1, and all storage controllers.
The system continues to run for a specified
number of minutes.

Uninterruptible power supplies vary, but
Figure 1-5 on page 1-7 shows a logical view of a
typical uninterruptible power supply:

With the AS/400 system, the uninterruptible power
supply provides the system with the ability to:

» Continue operations during brief power inter-
ruptions.

* Provide normal ending of operations so that
the next time the system performs an IPL,
there is minimal recovery time. If the system
ends abnormally before completing a normal
ending of operations, the recovery time can be
significant.

Uninterruptible | AC 9404 or 9406
Power Supply System Unit
Utility 1\ |
Power i [
DC-to-AC
Converter
Battery
Ca?le
Utility ) Workstation
Power

RV2W385-2

Figure 1-5. Logical View of a Typical Uninterruptible
Power Supply

Optional Battery Power Unit for
the 9402 and 9404 System Units

A battery power unit exists as an optional feature
for the 9402 and some models of 9404 system
units. For the system unit to be protected against
temporary power loss, each system unit must
have a battery power unit. The battery feature on
the 9402 and 9404 system units supports all disk
units in the system unit. The system unit has a
battery with sufficient power to keep the pro-
cessing unit and the disk units powered for a
minimum of five minutes in the event of a loss of
utility power. For an illustration of the built-in
Battery, see Figure 1-6 on page 1-8.
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System Unit
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Built-in
Battery
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Figure

1-6. Built-in Battery Feature

Standard Battery Power Unit for
the 9404 and 9406 System Units

A battery power unit exists as a standard feature
for the 9404 Model E and F system units, and the
9406 Models D, E, and F system units. This
standard battery provides power to the card enclo-
sure in the 9406 system unit and to the entire
9404 system unit. All storage controllers have
power including storage unit 1.

The system unit has a battery with sufficient
power to keep the processing unit powered for a
minimum of five minutes in the event of a loss of
utility power.

Comparison of Availability and
Recovery Options

A simple comparison of selected availability and
recovery options for journaling, checksum pro-
tection, and mirrored protection follows. The com-
parison discusses the four options separately,
even though journaling can also be used in combi-
nation with checksum protection or mirrored pro-
tection. Mirrored protection and checksum
protection cannot be used together on an ASP.

For journaling, the comparison assumes your
system has an unprotected system ASP plus a
user ASP for the journal. For checksum pro-
tection, your system assumes a checksum-
protected system ASP and no user ASPs. For
mirrored protection, it assumes for your system
that all ASPs have mirrored protection.

» Data loss after a single disk unit failure
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Journaling — minimal loss to files being
journaled if good backups are available.

Checksum protection — none.

Device parity protection — none.

Mirrored protection — none.
» Recovery time after a single disk unit failure

— Journaling — potentially many hours. After
the failed disk unit is repaired, the system
must be reloaded, long system recoveries
must be run, data must be restored, and
journal updates must be applied.

— Checksum protection — a few hours. After
the failed disk unit is repaired, the system
can rebuild the lost data.

— Device parity protection — a few hours
maximum. After the failed disk unit is
repaired, the disk unit subsystem can
rebuild the lost data.

— Mirrored protection — none. The system
continues to run while the failed disk unit
is repaired on-line.

¢ Performance impacts

— Journaling — varies from minimal to signif-
icant.

— Checksum protection — varies from
minimal to significant.

— Device parity protection — varies from
minimal to significant.

— Mirrored protection — negligible. In some
environments there is a performance
improvement. After repair actions, there is
a temporary decrease in performance.

* Planning complexity

— Journaling — minimal. Additional disk units
are needed for the user ASP.

— Checksum protection — careful planning is
necessary to determine the size of the
unprotected area. Additional disk units
may be needed.

— Device parity protection — careful planning
is necessary to determine the restore
time. Additional disk units may be needed
because of the parity information.

— Mirrored protection — Careful planning is
necessary to determine hardware and
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configuration needed to provide the best
possible protection.

» Setup complexity and time required

Journaling — minimal.

Checksum protection — considerable.
New disk units and other hardware must
be installed and the disk units must be
added to the ASP. The protected and
unprotected storage must be defined for
all disk units in the ASP.

Device parity protection — minimal. New
disk units and other hardware must be
installed and the disk units must be added
to the ASP.

Mirrored protection — minimal. New disk
units and other hardware must be installed
and the disk units that will have mirrored
protection must be added to the ASP.
Saving and restoring of the system is not
required. Starting mirrored protection is a
simple operation that does not require
user intervention after it is started. The
process takes a maximum of a few hours
on the largest systems.

» Operational and management complexity

Journaling — minimal.

Checksum protection — negligible unless
the checksum configuration or the
protected-unprotected storage boundary

must be changed. (The boundary
between protected storage and unpro-
tected storage is changed; the storage is
not changed.) It can be difficult and time
consuming if a change is required.

Device parity protection — negligible.

Mirrored protection — negligible. Mirrored
protection is generally transparent to all
parts of the system except at the lowest
levels.

» Additional hardware required

— Journaling — one or two storage units for

the user ASP.

Checksum protection — one additional
storage unit for each checksum set (this is
a minimum of one extra storage unit for
each seven existing storage units).
However, to provide good checksum pro-
tection and avoid having units not in a
checksum set, often more than the
minimum number of extra storage units is
required.

Device parity protection — the equivalent
of one disk unit is required to contain the
parity information. Storage planning is
required.

Mirrored protection — normally twice as
many storage units. For concurrent main-
tenance and higher availability, other disk-
related hardware may be required.
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Chapter 2. Journal Management

The AS/400 system has recovery functions and
commands that help recover data in a database
file.

This chapter provides information about these
functions and how you use them to back up and
recover database files.

Journal Management

Journaling can be started and stopped very
quickly. It requires no additional programming or
changes to existing programs. If a database file is
destroyed or damaged and the journaling function
is being used, you can recover most of the
changes made to the file. Optionally, you can
remove changes to the file.

Two objects are associated with journal manage-
ment. The following is a description of the objects
and how they are used:

¢ A journal receiver (*JRNRCV). The journal
receiver is an object that contains the entries
(called journal entries) added when you
make a change to journaled objects. These
entries include:

The image of each record after it was
changed (after-image)

Optionally, the image of each record
before it was changed (before-image)

System-created entries

Any user-created entries

A journal (*JRN). The journal is an object
that identifies the files and access paths being
protected. The system also uses the journal
to record information about the journal
receivers and the database files being jour-
naled.

Journal receivers are attached to a journal on the
Create Journal (CRTJRN) and Change Journal
(CHGJRN) commands. Journal entries are added
to the attached receivers. Journal receivers that
have been attached to a journal and are still
known to the system are considered to be associ-
ated with that journal. Use the Work with Journal
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Attributes (WRKJRNA) command to see a list of
receivers associated with a journal.

Journal entries identify activity for a specific
record (added, changed, or deleted) and for a
save, open, or close operation for a file. Each
entry includes additional control information identi-
fying the source of the activity, including the user,
job, program, time, and date. The entire image of
the database record is journaled (not just the
changed information).

The system adds an entry to the attached journal
receiver when you change a record in a journaled
database file member. Each entry is sequentially
numbered and contains information that identifies:

¢ Type of change
* Record that has been changed
» Change that has been made to the record

+ Information about the change (such as the job
being run and the time of the change)

Changes to physical files (whether made directly
to the physical file or through a logical file) and
access paths are added to the journal receiver.
The system does not journal data that you
retrieved but did not change. If the logical file
record format does not contain all the fields that
are in the dependent physical file record format,
the journal entry still contains all the fields of the
physical file record format. In addition, if you are
journaling access paths, entries for those access
paths are added to the journal.

Figure 2-1 on page 2-3 shows journal processing.
Files A and B are being journaled; file C is not.
Programs PGMX and PGMY use file B. When
you make a change to a record in file A or B, the
following occurs:

The change is added to the attached journal
receiver.

The journal receiver is written to auxiliary
storage.

The record is written to the main storage copy
of the file.

File C record changes are written directly to the
main storage copy of the file because it is not



Planning a Journal Management Strategy

being journaled. Only the entries added to the
journal receiver are written immediately to auxiliary
storage. Changes against the physical file may
stay in main storage until the file is closed.

Planning a Journal Management
Strategy

When planning your journal management strategy,
consider the following:

* You can use journal management to do the
following:
— Recover a file member from some form of
damage to the member.

— Recover access paths after an abnormal
system end.

— Provide an audit trail of file or file member
activity.

— Analyze problems or for testing programs.
— Provide an activity trail.
— Review the security plans for the files.

— Minimize recovery time when restoring
from the save-while-active media.

* Do the following for your important files being
journaled:

— Attach two (dual) journal receivers to the
journal.

— Use save files to save the files. (The
operation of copying a file using the CPYF
command is not journaled in the journal,
but the save operation to a save file is.)

— Back up the journal, the journal receivers,
and the journaled files on tape or diskette.

» Determine who is responsible for the fol-
lowing:
— Recovery functions
— Authorization to use the journal
— Use of the journal

¢ Other items to consider include:

— Legal considerations or restraints, such as
who is allowed to look at the data
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— Business practices that influence your use
of journal management, such as auditing
or security requirements

— Amount of system space to use journal
management

— Effect of journal management on the per-
formance of your system

After considering the above, you may come to
these conclusions:

* The recovery functions provided by the save
and restore operations are adequate for your
needs.

* You will use journal management for your
recovery needs on some files.

* You will use journal management for reasons
other than recovery.

Considerations for Planning a
Journal Management Strategy

Consider the following when planning a journal
management strategy:
» Which physical files will be journaled?

* What attributes will you use to journal those
files? (For example, should you journal only
after-images of the record changes or before-
images and after-images.)

* Which access paths for database files will be
journaled?

¢ Do you need multiple journals?

* Will you journal multiple files to the same
journal?

* How often will you attach new journal
receivers to the journal?

* How often will you save the journal receivers?
* How often will you save the physical files?

» What information will you make available for
journal users?

e How will physical files be recovered?

Wil application programs place entries directly
into the journal?

* What information should you record with user-
created journal entries?
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Figure 2-1. Journaling Overview

Journaling Performance and access path changes into a single write opera-

. . tion to disk. Journaling files and access paths
Space Considerations help reduce the time it takes to start your

applications again after an abnormal system

The following considerations apply to system per- end

formance and space when journaling is used:

» To save space, you can use the OMTJRNE
parameter on the Start Journal Physical File
(STRJRNPF) command to leave out the open
and close entries that are added to the journal

» Space requirements increase if both before-
and after-images are journaled, but perfor-
mance is minimally affected.

e Space requirements increase if you journal receiver when a file is being opened or
access paths. The actual increase is closed. Depending on the application, this
application-dependent. The minimum can be a space and a performance advan-
increase occurs when you make all changes tage. When you omit the open and close
to the same primary value of the access path entries, you cannot:

(for example, when the access path uses the
date added field as its primary value and you
add many records on the same day).

— Use the TOJOBO and TOJOBC parame-
ters on the APYJRNCHG and
RMVJRNCHG commands.

— Use the journal to determine which users
have opened the file but have not made
changes.

Journaling access paths has a minimal effect
on performance. The system packages
before- and after-record images and any
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The Programming: Control Language
Reference, SC41-0030, has more information
about these commands.

* Space requirements also increase when the
number of files and/or the number of file
access paths being journaled increases.

* As the number of files being journaled
increases, the general performance of the
system, including the IPL, is slower. (This
depends to some extent on the number of
changes being made to the journaled files.)
The effect on performance of the IPL occurs
primarily after an abnormal system end and
depends on the number of files being jour-
naled, and the number of access paths that
were actively being changed when the
abnormal system end occurred.

» Space requirements increase when you use
two receivers. The second receiver does not
require the same performance overhead as
the first receiver because the write operations
are done at the same time.

* Using the force-write ratio (FRCRATIO)
parameter on physical files to force data to be
physically written to disk decreases perfor-
mance. You can discontinue using the
FRCRATIO parameter on physical files being
journaled and for the logical files over the
physical files. The journal entries for a record-
level change are written to auxiliary storage
before they are written to the database file.

* If sequential-only processing
(SEQONLY(*YES)) is specified for files being
journaled, records added or inserted in the file
are blocked. When the block is full, the
records are added to the journal with one
write operation and to the database file. The
records appear in the journal as consecutive
journal entries.

You can decrease the number of records in a
block or delete blocking altogether for
recovery reasons using the Override with
Database File (OVRDBF) command.
However, this may make the application
program run slower. Sequential-only pro-
cessing is specified by the OVRDBF
command, or, in some cases, the high-level
language implicitly specifies sequential-only
processing. For a description of when high-
level languages specify sequential-only, see
the appropriate high-level language manual.
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To determine the approximate size of a journal
receiver, estimate that the system-created portion
of a journal entry is 155 bytes. If the record size
in your files is, for example, 115 bytes, the journal
entry would be approximately 270 bytes. (These
values are approximate because the system-
created portion of the journal entry varies
according to the journal entry type.) The number
of bytes used for the storage of a journal entry in
a receiver is not the same as the number of char-
acters required when the journal entry is shown.)
Use the following formula to estimate the size of a
receiver:

Journal receiver size per day =
(155 bytes + average record size)
x (number of changes per day)

If you specify only after-images and if you have
10000 changes per day and an average record
length of 115, the journal receiver could reach
approximately 2700000 bytes. (This size does
not include any user-created entries.) Remember
that any formula to determine the size of a
receiver provides only an estimate of the size.

You can determine the actual size of a receiver by
using the Display Object Description (DSPOBJD)
or the Display Journal Receiver Attributes
(DSPJRNRCVA) command. As with other objects,
the system allocates space as needed in increas-
ingly larger allocations. If the size of a journal
receiver is shown immediately after creation, it
shows the initial allocation, even though no entries
exist yet.

If you use before- and after-images, the journal
receiver size does not necessarily double because
not all journal entries contain a record image and
not all records have both before- and after-
images. For example, if all operations to the jour-
naled files are write operations, the journal
receiver size does not double (no before-images
exist). If the operations include delete operations,
the size increases but does not double. If the
operations are all update operations, the receiver
could double in size.

Journaling access paths requires more auxiliary
storage than journaling physical files with after-
images only. Several journal entries that cannot
be displayed are also added in the journal when
journaling access paths. The amount of additional
storage needed depends on how many access



paths are being journaled, and how the journaled
access paths are updated by various applications.
Applications that update, delete, or add keys in an
ascending or descending order use less auxiliary
storage than applications that update, delete, or
add keys in random order.

Managing Journal Receivers

Following are examples of how to manage journal
receivers:

 Create all the physical files that are journaled
in a particular application, the journal, and the
associated journal receivers in the same
library.

At the end of each day, run a CL program
that:

1. Creates a new journal receiver.
2. Attaches it to the journal.

3. Saves the entire library with the SAVLIB
command.

Only one receiver is used throughout the day.
Leaving the detached journal receivers on-line
provides an easier recovery because the
receivers do not have to be restored.
However, if you have insufficient space, you
can save the detached receivers and then
delete them.

« Create all the physical files that are journaled
in a particular application, the journal, and the
associated journal receivers in the same
library, and use the SAVCHGOBJ command
instead of the SAVLIB command.

At the end of each day, run a CL program
that:

1. Creates a new journal receiver.
2. Attaches it to the journal.

3. Saves the previous receiver and saves the
changed objects (SAVCHGOBJ
command) in the library, excluding the
journaled files and the attached receivers.

You can then save the journaled files period-
ically (for example, weekly) by using the
SAVCHGOBJ command and specifying
OBJJRN(*YES) so that you have a starting
point for recovery of the files.

 Create all the physical files that are journaled
in a particular application and the journal

Managing Journal Receivers

library, and then create the journal receivers in
another library.
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At the end of each day, run a CL program
that:

1. Creates a new receiver.
2. Attaches it to the journal.
3. Saves the library with the journal receiver.

Then save the files on a regular, but not a
daily basis. (Use the SAVLIB command to
save the library that contains the files.)

If you have sufficient space, leave the journal
receivers on-line for other uses, such as audit
trails or debugging. If you do not have the
space, and do not need the receivers for any
other purposes, save the detached receivers
(specify STG(*FREE)), and if necessary,
delete them.

To improve performance, as well as
recoverability, consider using user ASPs for
the journal receivers. One possible configura-
tion is to create the journal and the journaled
files in the same ASP (the system ASP or a
user ASP) and the associated journal
receivers in a library in a different ASP. This
minimizes write contention between the jour-
naled files and the journal receivers attached
to the journal. Additionally, a disk failure in
the ASP containing the journaled files leaves
the journal receivers intact for recovering data.

Journal receivers can be saved while they are
attached to a journal. However, the copy on
the media is not complete because entries
can be added to the receiver after it is saved.
In general, ensure you have a complete copy
of the receivers by saving them as soon as
they are detached from the journal.

You should also place journal receivers in a
different ASP if your journal entries are critical.

If the data in your files is extremely critical and
difficult to re-create, attach two receivers to
the journal and place each receiver in a dif-
ferent ASP. If one of the journal receivers
becomes inoperable, the system continues to
use the other one. The CL programs to
control the journal receivers are the same as
described in the preceding examples except
that two journal receivers are attached and
detached with each CHGJRN command.
These journal receivers can be saved on the
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Journaling a Physical File

same volume or on different volumes for more
reliability.

You can then perform file recovery using
either one of the journal receivers if they are
both usable.

In deciding how you are going to manage your
journal receivers, you should also keep the fol-
lowing points in mind:

* If it is seldom necessary for you to recover a
file, save the file less frequently, and save the
journal receivers on a regular basis.

* If you use the CHGJRN command and specify
JRNRCV(*GEN), you do not have to explicitly
create a receiver.

* You do not need to delete the journal
receivers as soon as they are saved. If you
have sufficient space on your system for more
than one receiver, keep the receivers on-line
so they are available for use in producing
audit trails, for problem analysis, and for
recovery purposes. In this case, you do not
have to restore the receivers when you need
to do a file recovery.

However, if your storage space is limited,
save the journal receivers with the storage
freed rather than deleting them to save space.
Saving journal receivers with storage freed
also facilitates restore and recovery proce-
dures. (The system keeps track of all
receivers that have not been deleted.) If you
do not have enough space on your system,
delete the receivers after they have been
saved.

* If you anticipate transferring an application to
another AS/400 system, saved journals and
journal receivers can be restored only to the
libraries they were originally created in. Move
the application using the Save Library
(SAVLIB) and Restore Library (RSTLIB) com-
mands.

* If you anticipate using the save-while-active
function in your backup and recovery strategy
and the applications that are making changes
to the objects being saved are not ended
during checkpoint processing, consider jour-
naling all files that are required for the applica-
tion. This greatly reduces the amount of
recovery required after restoring objects from
the save-while-active media.
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After the save-while-active operation is com-
plete, plan to save all associated journal
receivers for the files being saved. This
allows you to apply or remove application
changes to an application boundary after
restoring the objects from the save-while-
active media. For more information about the
save-while-active function, see Chapter 5,
“Save-While-Active Function.”

Managing a Journal

The frequency with which you perform the fol-
lowing steps and the methods you use depends
on how you decide to manage journaling.

1. Attach a new journal receiver.
. Save the detached journal receiver.

. Periodically save the journal.

A W D

. Periodically save the files and all associated
logical files.

5. Save a file after you add a member so that it
can be recovered if needed.

Do the above steps after you complete a recovery
operation using journaling. You should period-
ically save the journal and all logical files. Save
the detached journal receiver after you run a
CHGJRN command.

Journaling a Physical File

When you specify that a physical file is to be jour-
naled, the system ensures that an active journal
receiver exists, that all changes to members of the
file are journaled through the same journal, and
that new members added to the journaled file are
automatically journaled. Each time a member is
added to a file, the file should be saved. You use
the Start Journaling Physical File (STRJRNPF)
command once per file to have those changes
journaled for every job that subsequently uses the
file. When journaling of a file ends, an entry is
added to the journal receiver unless the receiver is
damaged.

If you use user ASPs in the recommended way,
by creating the library in the ASP, then the jour-
nals and journaled files must be in the same ASP.
However, if you use the other method of creating
the library in the system ASP and the journals,
journal receivers, and save files in a user ASP,



then the files to be journaled must be in the
system ASP. The journals can be in either the
system ASP or isolated in a user ASP.

Changes for several physical files can be jour-
naled to the same journal, but changes for any
one physical file can be journaled to only one
journal at a time. If a logical file is dependent on
several physical files, it is recommended that all
the physical files be journaled to the same journal.

In general, database source files should not be
journaled. If you use the Start Source Entry Utility
(STRSEU) command to update a member, every
record in that member is considered changed and
every record is journaled to the journal. However,
if changes to a source file are critical, you can
journal the file in the same manner as data files.

It is recommended that you do not journal
changes to IBM-supplied database files. These
files are sometimes created and managed differ-
ently than user-created files. The system does
not assure the recovery of these files even though
all recovery activity normally succeeds.

Saving Journaled Files

Save the physical files after you start journaling
them and after you have added members to them.
Logical files dependent on the physical files,
should also be saved in case the physical file
becomes damaged. You do not need to save
access paths being journaled in order for the
system to recover those access paths after an
abnormal system end. However, if you save the
access paths being journaled (when saving files),
the system does not have to rebuild the access
paths after restoring the files. You can use the
Save Changed Objects (SAVCHGOBJ) command
and specify OBJTYPE(*FILE) OBJJRN(*YES), or
you can use the Save Object (SAVOBJ) or Save
Library (SAVLIB) command to save the journaled
files.

When you start journaling a physical file, the
system assigns a unique journal identifier (JID)
to every member in the file. This unique journal
identifier is part of every journal entry added to the
journal receiver for a given file member. This
identifier is the way that the journal entry is asso-
ciated with the corresponding journaled object.
The copy of the physical file on the save media

Using One or More Journals

that was saved before it was journaled does not
have the journal identifier saved with it. There-
fore, if this copy of the file is restored to the
system, the journal entries cannot be associated
with the file and cannot be applied. This is why it
is critical to save the journaled file after journaling
is started, and every time a member has been
added to it. This ensures that the journal identi-
fiers are saved with the file members.
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- Using One or More Journals

Using one journal allows you to establish standard
operational procedures for files with similar backup
and recovery needs, and makes it easier for you
to manage the journal and the journal receivers. If
you are journaling to a user auxiliary storage pool
(ASP), a single journal receiver for each ASP pro-
vides the best performance. Journal receivers do
not need to be in the same ASP as the journal
and files being journaled.

You can specify after-images for some files, and
simultaneously specify both before-images and
after-images for other files, even though they use
the same journal. All files opened under commit-
ment control using the same commitment defi-
nition within a job must be journaled to the same
journal. For more information on commitment
control, see the topic Chapter 4, “Commitment
Control” on page 4-1.

Use more than one journal if one or more of the
following are true:

» Some files have different backup and recovery
requirements. For example, if the files for
your major application programs are in sepa-
rate libraries and the libraries are saved on
different schedules, journal the files for each
application program to separate journals.

e The security of certain files requires that you
exclude their backup and recovery procedures
from the procedures for other files.

« Some files must be treated separately-from
others because they need to be transferred
from one system to another or replaced on the
system periodically.

e You are journaling the files for different
reasons, such as some for audit or activity
trail purposes, and some for debugging pur-
poses.
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Using Dual Journal Receivers

* You have many application programs that use
different files. Journaling all the files to one
journal decreases performance because of the
journal entries being added to the journal
receiver at the same time. However, if you
have a journal receiver isolated on a single
ASP, you may achieve better performance
with a single journal.

e Job accounting must be done to the
QACGJRN journal in library QSYS. You
should not mix database file journaling with
the accounting journal. For more information
about job accounting, see the manual
Programming: Work Management Guide,
SC41-8078.

» Security auditing must be done to the
QAUDJRN in library QSYS. You should not
mix database journaling with the security
auditing journal. For more information about
security auditing, see the manual Security
Reference, SC41-8083.

Naming Journal Receivers

Use generic names to help identify the use of
each receiver. When you use the CHGJRN
command, you can specify that the system create
and name the new receivers by specifying
JRNRCV(*GEN). In this case, the system adds a
number to the name or increases by one the
number already in the attached journal receiver
name.

The system uses the following rules to adds a
number to the name of a currently attached
journal receiver:

* If the name of the current journal receiver
does not end in a number and does not
exceed 6 characters, the system adds 0001.

* If the name of the current journal receiver
exceeds 6 characters, and the last four char-
acters are not numeric, the system truncates
the name to 6 characters and adds 0001.

* If the name of the current journal receiver
ends in a number and does not exceed 6
characters, the system adds 1.

For an example, see Table 2-1.
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Table 2-1. System-Created Journal Receiver Names

System-Created

Current Journal Journal Receiver

Receiver Name Name Comments

A A0001

ABCDEF ABCDEF0001

ABCDEFG ABCDEF0001 (The last character of
the current name is
dropped because it
exceeds 6 charac-
ters.)

A0001 A0002

A1 A2

A9 A10

ABCDEF1 ABCDEF0001 (The last character of
the current name is
dropped because it
exceeds 6 charac-
ters.)

ABCDEF9999 Error Adding 1 to 9999

causes an overflow
condition.

Naming Journals and the Files
being Journaled

To ensure that journaling is automatically started
again, the journals must be restored before the
files being journaled. If the journals and associ-
ated files are in the same library, then the system
automatically restores the objects in the correct
order.

When the journals and associated objects are in
different libraries, you must ensure that the objects
are restored in the correct order. You can name
the libraries for the journals, database files, and
journal receivers in such a way to ensure that the
objects are restored in the correct order. For
example, starting the name of the library for the
journal with a special character, such as #, $, or
@ will ensure that the library for the journal is
restored before the library for database files.

Using Dual Journal Receivers

You can specify that a journal have two journal
receivers attached to it at the same time. When
you use two receivers, all entries are added to
both receivers. The use of two receivers provides
more protection from damage and should be con-
sidered if the changes to your files are not easily
reconstructed. If one receiver is damaged, the
system continues to write changes to the other
receiver.



The following rules are used to name two new
journal receivers if JRNRCV(*GEN *GEN) is speci-
fied.

« |f you currently have two journal receivers, the
name of the first journal receiver is used for
the first name, and the name of the second
journal receiver is used for the second name.
For example, if the names of the current
journal receivers are A1 and B5, the names of
the two new receivers are A2 and B6.

« |f you currently have a single journal receiver
attached, the system uses the same naming
convention for both new journal receivers. For
example, if the current journal receiver is A1,
the two new journal receivers are A2 and AS.

If your journal entries are critical, you can have
one receiver in one ASP and the other receiver in
a different ASP. If one ASP fails, one receiver
would still exist.

Journal Receiver Chains

Journal receivers associated with a journal (pres-
ently or previously attached to the journal) are
linked in one or more receiver chains. Each
journal receiver, except the first one, has a pre-
vious receiver that was detached when the current
receiver was attached. Each journal receiver,
except the one currently attached, also has a next
receiver. If you use dual receivers, each dual
journal receiver, except the first, has two previous
receivers and each dual journal receiver, except
the last, has two next receivers.

Figure 2-2 illustrates the process by which journal
receiver chains are created. If you leave the pre-
viously attached receivers RCVA7 through RCVA9
online, you can use them to apply changes, to
remove changes, or to display journal entries
without restoring them first.

Journal Receiver Chains
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Journal receivers RCVAT1
through RCVA6 have been
saved on diskettes or tape
and deleted from the system.

-0

RV2W351-1

Figure 2-2. Creating a Journal Receiver

If a complete copy of a receiver is missing in a
chain of journal receivers linked together in the
previously described relationship, the result is a
chain break. Receiver chain breaks should be
avoided. A receiver chain break indicates that any
changes made between the last entry in the last
receiver in one chain and the first entry in the first
receiver in the next chain are not available in any
journal receiver on the system.

A set of receivers for a journal that has one or
more receiver chain breaks has multiple receiver
chains. Receiver chain breaks result from the fol-
lowing: -

* You restored an old journal receiver and its
next receiver is not on the system.

» A journal receiver was saved while it was
attached, a partial receiver is restored, and no
complete copy of the receiver is on the
system or restored.

» A receiver that has not had its storage freed
by a save operation is restored, and the next
receiver has had its storage freed by a save
operation.
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Changing Journal Receivers

» Both receivers in a set of dual receivers are
unusable, destroyed, or damaged.

* The journal is restored. All journal receivers
associated with the previous copy of the
journal (before the journal was deleted and
restored) will not be in the same receiver
chain as the currently attached journal
receiver.

* A damaged or destroyed journal receiver was
deleted from the middle of a chain, and dual
receivers do not exist on the system.

* A journal receiver from another system is
restored. The journal receiver will be associ-
ated with a journal at restore time if the asso-
ciated library and journal on the source
system had the same library name and journal
name as the library and journal on the target
system.

The APYJRNCHG, RMVJRNCHG, RCVJRNE,
DSPJRN, RTVJRNE, and CMPJRNIMG com-
mands cannot be used across multiple receiver
chains. (If multiple receiver chains exist, run a
separate command for each receiver chain.)

Changing Journal Receivers

The Change Journal (CHGJRN) command is used
to make the following changes:

» Change receivers for a journal.

* Reset the sequence number.

» Change the journal threshold message queue.
e Change text for the journal.

Use the CHGJRN command to change the journal
receiver for a given journal at any time, even if the
files being journaled are open. As a new journal
receiver is attached to the journal, the previously
attached journal receiver is automatically
detached. You can periodically change the journal
receiver without interrupting normal system func-
tions and without affecting the use of the files
being journaled. No database changes are lost.
However, a significant performance penalty is
associated with each open file. The overhead is
similar to the cost of closing a file. The system
creates journal entries in both receivers indicating
that a new receiver has been attached. Changing
the journal receivers allows you to save and
delete the detached journal receiver.
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Avoid changing receivers during peak production
periods because of the possible effect on perfor-
mance for other jobs. Changing to a new receiver
can cause the system to force many database file
changes to auxiliary storage. Thus, the time to
change receivers can depend on the status of the
files. It is best to schedule receiver changes
during low production periods.

When you change from one receiver to another
and the SEQOPT is *CONT, the sequence
number for the first journal entry in the new
receiver is one greater than the last sequence
number in the detached receiver. You can only
reset the sequence number when changing journal
receivers. Use SEQOPT(*RESET) to reset the
starting sequence for the first journal entry in the
new receiver to 1. You can only reset the
sequence number when all changes are forced to
auxiliary storage for all journaled objects and com-
mitment control is not active for the journal.

In general, you should reset the sequence number
only when the sequence number becomes
extremely large. Resetting the sequence number
has no effect on the naming of the journal
receivers. See “Naming Journal Receivers” on
page 2-8.

When you use JRNRCV(*GEN) on the Change
Journal (CHGJRN) command, the system creates
the new receiver with the same attributes as the
currently attached receiver, and in the same
library. These attributes include the owner, private
authorities, public authority, object auditing, ASP
identifier, threshold, and text.

Use the CHGJRN command to change from dual
receivers to a single receiver, or from a single to
dual receivers. If dual receivers are used, addi-
tional protection is provided against the loss of
entries. If you place one of the receivers in a sep-
arate user ASP, you are also protected against a
disk unit media failure.

Note: Entries are placed in both receivers if you
are using dual receivers. Best performance is
achieved by placing each receiver in a separate
user ASP.

When a journal receiver is detached from a
journal, the receiver cannot be reattached to any
journal. The receiver can be used only with
system functions such as the save and restore
operations, or on the following commands:



Saving and Restoring Journals and Journal Receivers

* Apply Journaled Changes (APYJRNCHG)
e Remove Journaled Changes (RMVJRNCHG)

» Display Journal Receiver Attributes
(DSPJRNRCVA)

o Compare Journal Image (CMPJRNIMG)
o Retrieve Journal Entry (RTVJRNE)

» Receive Journal Entry (RCVJRNE)

» Work with Journal (WRKJRN)
 Display Journal (DSPJRN)

Deleting Journals and Journal
Receivers

If you no longer need a journal receiver, delete it
using the Delete Journal Receiver (DLTJRNRCV)
command. |f you delete a journal receiver, you
must restore it from a saved copy before the
recovery functions (Apply Journaled Changes
(APYJRNCHG) command or Remove Journaled
Changes (RMVJRNCHG) command) can use that
receiver. The system does not allow you to delete
a journal receiver attached to a journal.

You can also delete a journal receiver using the
Work with Journal Attributes display to select the
Work with Journal Receiver Directory display.

Journal receivers must be deleted in the same
order they were attached to a journal except that a
damaged or inoperable receiver can be deleted
regardless of this restriction. If an attached
receiver is damaged, you must detach it
(CHGJRN command) before you delete it. You
can also delete a journal receiver in the middle of
a chain if the corresponding dual receiver still
exists and is usable (was not saved with storage
freed).

You should ensure that the journal receivers are
not deleted without first being saved. Display the
journal receiver directory using the Work with
Journal Attributes (WRKJRNA) command to deter-
mine which receivers have been saved. A date of
00/00/00 in the Save date column indicates that a
journal receiver has not been saved.

If you attempt to delete a receiver that has not
been saved, the system sends the inquiry
message CPA7025. If the reply to the message is
ignore (1), the journal receiver is deleted. If the

reply is cancel (C), the operation is not completed.
You can use the system reply list to specify the
reply the system sends for a particular job.

Each journal on the system causes additional time
and resource to be used at each IPL after an
abnormal end. If you delete a journal, you must
restore it from a saved copy or create a new
journal with the same name in the same library.
Then restore all the needed receivers before using
the APYJRNCHG or RMVJRNCHG command to
apply or remove changes with that journal.
Receivers already on the system need to be
saved and restored to become associated with the
journal.

If you no longer need a journal, you should delete
it using the Delete Journal (DLTJRN) command.
The system does not allow a journal to be deleted
if files are being journaled to it, or if commitment
control is active and the journal is associated with
it.

If you no longer need a journal and its associated
receiver, perform the following steps:

1. End journaling of all logical files with the
ENDJRNAP command.

2. End journaling of all files associated with the
journal using the ENDJRNPF command.

3. If commitment control is active, and the
journal is associated with it, end commitment
control with the ENDCMTCTL command.

4. Delete the journal using the DLTJRN
command.

5. Delete the journal receiver using the
DLTJRNRCV command.

Saving and Restoring Journals
and Journal Receivers

The following commands are used to save or
restore a journal:

» Save Object (SAVOBJ)

Save Changed Object (SAVCHGOBJ)
Save Library (SAVLIB)

Restore Object (RSTOBJ)

Restore Library (RSTLIB)

Journal receivers attached to a journal can be
saved without being detached from the journal.
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Journal Entries

Journal receivers no longer attached can be saved
with the storage freed, restored, or deleted.

Restoring Journal Objects in the
Correct Order

Journaling for a file cannot be started again by the
system after a restore operation unless the journal
and associated objects are restored in the correct
order. Additionally, the same relationship applies
to the ASP for the journal and the ASP for the
journaled files as described in “Journaling a Phys-
ical File” on page 2-6.

The journal and associated objects must be
restored in the following order:

1. Journals

2. Based-on physical files

3. Dependent logical files

4. Journal receivers from newest to oldest

The SAVLIB command with the value *NONSYS
or *ALLUSR specified on the LIB parameter saves
the libraries in alphabetic sequence. The RSTLIB
command with the value *"NONSYS or *ALLUSR
specified on the SAVLIB parameter restores the
libraries in the order they were saved.

If the journals and associated objects are in the
same library, then the system automatically
restores the objects in the correct order.

If the journals and associated files are in different
libraries and they are saved using SAVLIB
LIB(*NONSYS or *ALLUSR), then the system
cannot determine if the journals are restored
before the files during the restore operation.

The based-on physical files must be restored
before the dependent logical files. If the based-on
files are not in the same library as the logical files,
the system cannot determine if the based-on files
are restored before the dependent logical files.

When the journals and associated objects are in
different libraries, you must ensure that the objects
are restored in the correct order. You can name
the libraries for the journals, database files, and
journal receivers in such a way to ensure that the
objects are restored in the correct order. For
example, starting the name of the library for the
journal with a special character, such as #, $, or
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@ will ensure that the library for the journal is
restored before the database files.

Inoperable Journal Receivers

If you have specified journaling for any files, the
system ensures that you have corrected problems
that affect journaling before continuing with oper-
ations on those files. If the attached journal
receiver becomes inoperable, the database opera-
tion that writes a journal entry is interrupted and
the system sends an inquiry message notifying the
system operator. The operator can use the
CHGJRN command to change the journal
receiver. The user can then respond to the
inquiry message. A receiver can become inoper-
able if the receiver is damaged, the maximum
sequence number has been reached, or there is
no more space.

If dual receivers are attached to a journal and one
receiver becomes inoperable, the system con-
tinues placing journal entries in the operable
receiver and discontinues placing them in the
inoperable receiver. The system sends a
message notifying the operator that one of the
receivers is inoperable. The system operator can
use the CHGJRN command to replace the inoper-
able receiver, which causes both currently
attached receivers to be replaced.

Journal Entries

Every journal entry is stored internally in a com-
pressed format and must be converted by the
operating system to an external form before it can
be shown to the user.

You can use the Display Journal (DSPJRN)
command to display or print the journal entries, or
write them to a database output file. You cannot
directly access the journal entries. Not even the
security officer can remove or change journal
entries in a journal receiver. You can use these
journal entries to help you recover your files or
analyze changes made to the files.

You can write journal entries to tape or send them
to another system using the Receive Journal Entry
(RCVJRNE) command. This allows a user-
defined program, called an exit program, to
receive journal entries from the RCVJRNE
command. The program writes the entries to tape



or to an OS/400 intersystem communications func-
tion file (ICF) file that sends them to a backup
system. When added to a backup source, you
can use the entries to update the primary data-
base or a backup copy. You cannot use these
retrieved entries with system-supplied recovery
commands (APYJRNCHG and RMVJRNCHG) to
update your files because the RCVJRNE
command converts the entries to their external
form. You must write your own program to apply
the changes contained in the entries to the data-
base files.

The RCVJRNE command supports most of the
parameters provided by the DSPJRN command.
This allows you to specify which entries go to the
exit program.

You can use the RTVJRNE command in a CL
program to retrieve a journal entry and place it in
program variables. See the topic “Retrieving a
Journal Entry” on page 2-27 for more information.

You can use the CMPJRNIMG command to
compare and list the difference between the
before- and after-image of a record or between
the current after-image of a record and the pre-
vious after-image of the record. See the topic
“Comparing Journal Images” on page 2-28 for
more information.

The format of the converted journal entry depends
on the value specified for the OUTFILFMT param-
eter if the DSPJRN command is used is used to
write journal entries to a database output file, or
the ENTFMT parameter if the RCVJRNE or
RTVJRNE command is used. Each converted
journal entry has a fixed-length prefix portion fol-
lowed by a variable length portion containing
entry-specific data and associated information.
The fields that make up the fixed-length prefix of
every converted journal entry are common to all
entries and are described in the following pages.

The entry-specific data is either data for system-
created entries or user-created data recorded in
the journal by the SNDJRNE command. If the
entry is system-created, the entry-specific data
varies with the type of the journal entry. If the
entry is a user-created entry, the entry-specific
data is the data specified on the ENTDTA param-
eter of the SNDJRNE command. System-created
entries are described in the following pages.

Journal Entries

Contents of a Journal Entry
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The entries created when a change is made to a
member of a journaled file contain:

» Information identifying the type of change.

» Information identifying the record that was
changed.

e The after-image of the record.

e Optionally, the before-image of the record (this
is a separate entry in the journal).

 Information identifying the job, the user, the
time of change, and so on.

 Information that identifies whether the file was
opened, closed, reorganized, cleared, or
saved.

The system also places entries in the journal that
are not for a particular file member. These entries
contain information about the operation of the
system and the control of the journal receivers.

Each journal entry is sequentially numbered
without any missing numbers until the Change
Journal (CHGJRN) command resets the sequence
number. However, when journal entries are con-
verted and shown to the user, sequence numbers
may be missing. The system uses some journal
entries only internally and combines some entries
into one during conversion.

When the system exceeds the largest sequence
number (2 147 483 647), a message is sent to the
system operator identifying the condition and
requesting action. No other journal entries can be
added to the journal until the journal receivers are
changed and the sequence number is reset.

Fixed-Length Portion of a Journal

Entry: Table 2-2 on page 2-14 shows the
information in the fixed-length prefix portion of a
converted journal entry that is written to a data-
base output file if OUTFILFMT(*TYPE1) is
requested on the DSPJRN command, or
ENTFMT(*TYPE1) is requested on the RCVJRNE
or RTVJRNE command. The field names shown
in parentheses in the table are the names of the
fields in the system-supplied output file
QSYS/QADSPJRN.
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Journal Entries

Table 2-2 (Page 1 of 2). Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE1

Field

Format

Description

Entry length (JOENTL)

Sequence number
(JOSEQN)

Journal code (JOCODE)

Entry type (JOENTT)

Date stamp (JODATE)

Time stamp (JOTIME)

Job name (JOJOB)
User name (JOUSER)
Job number (JONBR)

Zoned decimal
(5,0)

Zoned decimal
(10,0)

Character (1)

Character (2)

Character (6)

Zoned decimal
(6,0)

Character (10)
Character (10)

Zoned decimal
(6,0)

Specifies the length of the journal entry including the entry length
field, all subsequent positions of the journal entry, and any portion
of the journal entry that was truncated if the length of the output
record is less than the length of the record created for the journal
entry.

Assigned by journal management to each journal entry. It is ini-
tially set to 1 for each new or restored journal and is incremented
by 1 until you request that it be reset when you attach a new
receiver. There are occasional gaps in the sequence numbers
because the system uses internal journal entries for control pur-
poses.

Identifies the primary category of the journal entry:

A= Job accounting entry

C= Commitment control information

F = File level information

J= Information about journal receivers and operation of the
journal

L= Information about license management changes to
usage limits and usage limit violations

P= Performance entry

R= Information about a change to a specific record

S= SNA distribution services (SNADS) entry

T= Security-related events

U= User-created entry (added to the journal by the

SNDJRNE command)

Further identifies the type of user-created or system-created entry.
See the following tables for more information.

Specifies the system date when the entry was added and is in the
format of the job attribute DATFMT. The system cannot assure
that the date stamp is always in ascending order for sequential
journal entries because you can change the value of the system
date.

Corresponds to the system time (in the format hhmmss) when the
entry was added. The system cannot assure that the time stamp
is always in ascending order for sequential journal entries because
you can change the value of the system time.

Specifies the name of the job that added the entry.
Specifies the user profile name of the user that started the job.

Specifies the job number of the user that started the job.
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Table 2-2 (Page 2 of 2). Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE1

Field Format

Description

Program name (JOPGM) Character (10)

Object name (JOOBY) Character (10)

Library name (JOLIB) Character (10)
Member name (JOMBR) Character (10)

Count/relative record Zoned decimal
number (JOCTRR) (10,0)

Indicator flag (JOFLAG) Character (1)

Commit cycle identifier Zoned decimal
(JOCCID) (10,0)

Reserved field (JORES) Character (8)

Note:

Specifies the name of the program that added the entry. If an
application or CL program did not add the entry, the field contains
the name of a system-supplied program such as QCMD or
QPGMMENU.

If the program name is the special value *UNKNOWN, then one of
the following is true:

» The program name does not apply to this journal entry.
e The program name was not available when the journal entry
was made.

For example, the program name is not available if the program
was destroyed.

Specifies the name of the object for which the journal entry was
added. This is blank for some entries1.

Specifies the name of the library containing the object1.

Specifies the name of the physical file member or is blank if the
object is not a physical filel..

Contains a value specified on a parameter of the command for
which the journal entry was added or the relative record number of
the record in the physical file member (see Table 2-5 on

page 2-19 for more information).

Contains an indicator for the operation (see Table 2-5 on
page 2-19 for more information).

Contains a number that identifies the commit cycle. A commit
cycle is from one commit or rollback operation to another.

The commit cycle identifier is found in every journal entry that is
associated with a commitment transaction. If the journal entry was
not made as part of a commitment transaction, this field is zero.

Always contains zeros. Contains hexadecimal zeros in the output
file.

1 If *ALLFILE is specified for the FILE parameter on the DSPJRN, RCVJRNE, or RTVJRNE command, then the fully
qualified name is the most recent name of the file when the newest receiver in the receiver range was the attached
receiver and when the file was still being journaled.

If a file name is specified or if library *ALL is specified on the FILE parameter, the current fully qualified name of the

file appears in the converted journal entry.

If OUTFILFMT(*TYPE2) is requested on the
DSPJRN command, or ENTFMT(*TYPE2) is
requested on the RCVJRNE or RTVJRNE
command, then the prefix portion of each con-

the information that follows the commit cycle iden-
tifier field. The fields of the prefix that follow the
commit cycle identifier are shown in Table 2-3 on
page 2-16. The field names shown in paren-

verted journal entry fixed-length is the same as theses in the table are the names of the fields in
the format in Table 2-2 on page 2-14, except for the system-supplied output file QSYS/QADSPJR2.

Chapter 2. Journal Management  2-15

Hwwo) pue



Journal Entries

Table 2-3. Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE2

Field

Format

Description

User profile (JOUSPF)

System name (JOSYNM)

Reserved field (JORES)

Character (10)

Character (8)

Character (20)

Specifies the name of the user profile under which the job was
running when the entry was created.

Specifies the name of the system on which the outfile was
created.

Always contains zeros. Contains hexadecimal zeros in the output
file.

A third value, *TYPE3 is supported on the OUTFILFMT parameter for the DSPJRN
command, and the ENTFMT parameter for the RCVJRNE and RTVJRNE com-
mands. If OUTFILFMT(*TYPES3) is specified on the DSPJRN command, or
ENTFMT(*TYPES3) is specified on the RCVJRNE or RTVJRNE command, the infor-
mation in the prefix portion of a converted journal entry is shown in Table 2-4. The
field names shown in parentheses in the table are the names of the fields in the
system-supplied output file QSYS/QADSPJRS.

Table 2-4 (Page 1 of 3). Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE3

Field

Format

Description

Entry length (JOENTL)

Sequence number

(JOSEQN)

Journal code (JOCODE)

Entry type (JOENTT)

Zoned decimal
(5,0)

Zoned decimal
(10,0

Character (1)

Character (2)

Specifies the length of the journal entry including the entry length
field, all subsequent positions of the journal entry, and any portion
of the journal entry that was truncated if the length of the output
record is less than the length of the record created for the journal
entry. This field only appears when the journal entries are added
to the database output file.

Assigned by journal management to each journal entry. It is ini-
tially set to 1 for each new or restored journal and is incremented
by 1 until you request that it be reset when you attach a new
receiver. There are occasional gaps in the sequence numbers
because the system uses internal journal entries for control pur-
poses.

Identifies the primary category of the journal entry:
A= Job accounting entry
= Commitment control information
= File level information

= Information about journal receivers and operation of the

journal

L= Information about license management changes to
usage limits and usage limit violations

P= Performance entry

R= Information about a change to a specific record

S = SNA distribution services (SNADS) entry

T= Security-related events

U= User-created entry (added to the journal by the

SNDJRNE command)

Further identifies the type of user-created or system-created entry.
See the following tables for more information.
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Table 2-4 (Page 2 of 3). Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE3

Field

Format

Description

Time stamp (JOTMST)

Job name (JOJOB)
User name (JOUSER)
Job number (JONBR)

User profile (JOUSPF)

Program name (JOPGM)

Object name (JOOBY)

Library name (JOLIB)
Member name (JOMBR)

Count/relative record
number (JOCTRR)

Indicator flag (JOFLAG)

Commit cycle identifier
(JOCCID)

System name (JOSYNM)

Character (26)

Character (10)
Character (10)

Zoned decimal
(6,0)
Character (10)

Character (10)

Character (10)

Character (10)
Character (10)

Zoned decimal
(10,0

Character (1)

Zoned decimal
(10,0)

Character (8)

Corresponds to the system date and time when the journal entry
was added in the journal receiver. The time stamp is in SAA
format. The system cannot assure that the time stamp is always
in ascending order for sequential journal entries because you can
change the value of the system time.

Specifies the name of the job that added the entry.
Specifies the user profile name of the user that started the job.

Specifies the job number of the user that started the job.

Specifies the name of the user profile under which the job was
running when the entry was added.

Specifies the name of the program that added the entry. If an
application or CL program did not add the entry, the field contains
the name of a system-supplied program such as QCMD or
QPGMMENU.

If the program name is the special value *NONE, then one of the
following is true:

» The program name does not apply to this journal entry.
» The program name was not available when the journal entry
was made.

For example, the program name is not available if the program
was destroyed.

Specifies the name of the object for which the journal entry was
created. This is blank for some entries?.

Specifies the name of the library containing the object.

Specifies the name of the physical file member or is blank if the
object is not a physical file1.

Contains a value specified on a parameter of the command for
which the journal entry was created or the relative record number
of the record in the physical file member (see Table 2-5 on

page 2-19 for more information).

Contains an indicator for the operation (see Table 2-5 on
page 2-19 for more information).

Contains a number that identifies the commit cycle. A commit
cycle is from one commit or rollback operation to another.

The same commit cycle identifier is found in every journal entry
that is associated with a particular commitment transaction. If the
entry was not made as part of a commitment transaction, this field
is zero.

Specifies the name of the system on which the outfile was
created.
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System-Created Journal Entries

Table 2-4 (Page 3 of 3). Field Descriptions of the Fixed-Length Portion of a Journal Entry *TYPE3

Field Format

Description

Reserved field (JORES) Character (20)

Always contains zeros. Contains hexadecimal zeros in the output

file. This field is shown in the output file only when the DSPJRN
command is used. It is not shown when the RCVJRNE or the
RTVJRNE command is used.

Note:

1 If *ALLFILE is specified for the FILE parameter on the DSPJRN, RCVJRNE, or RTVJRNE command, then the fully
qualified name is the most recent name of the file when the newest receiver in the receiver range was the attached

receiver and when the file was still being journaled.

If a file name is specified or if library *ALL is specified on the FILE parameter, the current fully qualified name of the

file appears in the converted journal entry.

System-Created Journal Entries

This section describes the system-created journal
entries by journal code.

Journal Code A: Journal entries with a journal
code of A contain information about job
accounting. Refer to the manual Programming:
Work Management Guide, SC41-8078, for a
detailed description of the contents of converted
journal entries with journal code A.

Journal Code C: Journal entries with a journal

code of C contain commitment control information.

Additional information about journal entries with
journal code C follows in “Entry Types by Journal
Code” on page 2-19.

Journal Code F: Journal entries with a journal
code of F contain file level information about
changes for a physical file member that are being
journaled to this journal. (If you use a logical file
in a program, the file level information reflects the
physical file on which the logical file is based.)
Journal entries with journal code F can also
contain file level information for access paths
associated with physical or logical file members
that are being journaled to this journal. Additional
information about journal entries with journal code
F follows in “Entry Types by Journal Code” on
page 2-19.

Journal Code J: Journal entries with a journal
code of J contain information about the journal
and the journal receivers. Additional information
about journal entries with journal code J follows in
“Entry Types by Journal Code” on page 2-19.
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Journal Code L: Journal entries with a journal
code of L contain information about license man-
agement changes to the usage limit and usage
limit violations. Additional information about
journal entries with journal code L follows in “Entry
Types by Journal Code” on page 2-19.

Journal Code P: Journal entries with a journal
code of P contain information about performance.
For the description of the layout of these entries,
refer to the manual Programming: Work Manage-
ment Guide, SC41-8078.

Journal Code R: Journal entries with a journal
code of R contain information about a change to a
specific record in the physical file member that is
being journaled to the journal. For a given phys-
ical file member, the record-level journal entries
appear in the journal in the order that the changes
were made to the file. Additional information
about journal entries with journal code R follows in
“Entry Types by Journal Code” on page 2-19.

Journal Code S: Journal entries with a journal
code of S contain information about SNA distribu-
tion services (SNADS). For the description of the
layout of these entries, refer to the manual
Communications: Distribution Services Network
Guide, SC41-9588. Journal code S also has
journal entries for X.400. For the description of
X.400 journal entries, refer to the manual OS/
Message Services/400 Guide, SC41-0026.

Journal Code T: Journal entries with a journal
code of T contain auditing information. For the

description of the layout of audit journal entries,
see the manual Security Reference, SC41-8083.



Entry Types by Journal Code

Entry Types by Journal Code: Table 2-5
describes, by journal code, the contents of the
Entry Type field in the journal entries.

o
3
Q
o
S 8
3
E

Table 2-5 (Page 1 of 4). Journal Entries by Journal Code and Type

Journal Entry See

Code Type Operation Description Note

A DP Direct print information. 1

A JB Job resource information. 1

A SP Spooled print information. 1

C BC Start commitment control (STRCMTCTL).

C CM Set of record changes committed (COMMIT). 2

C EC End commitment control (ENDCMTCTL).

C RB Set of record changes rolled back (ROLLBACK). 3

C SC Commit transaction started.

F AY Journaled changes applied to a physical file member (APYJRNCHG). 4

F CE Change end of data for physical file member.

F CL Physical file member closed (for shared files, a close entry is made for the 6
last close operation of the file).

F CR Physical file member cleared (CLRPFM).

F EJ Journaling for a physical file member ended (ENDJRNPF).

F EP Journaling access path for a database file member ended (ENDJRNAP).

F FD Physical file member forced (written) to auxiliary storage. 7

F U Physical file member in use at the time of abnormal system end. 8,9

F 4 Physical file member initialized (INZPFM). 10

F JM Journaling for a physical file member started (STRJRNPF). 11

F JP Journaling access path for a database file member started (STRJRNAP).

F MD Physical file member deleted. This entry is created when you remove the
member (RMVM) or delete the file (DLTF) containing the member.

F MF Physical file member saved with storage freed (SAVOBJ, SAVCHGOBJ, or
SAVLIB).

F MM Physical file containing the member moved to a different library (MOVOBJ 12
or RNMOBJ OBJTYPE(*LIB)).

F MN Physical file containing the member renamed (RNMM or RNMOBUJ). 12

F MR Physical file member restored (RSTOBJ or RSTLIB). 13

F MS Physical file member saved (SAVOBJ, SAVLIB, or SAVCHGOBUJ). 21

F OP Physical file member opened (for shared files, an open entry is added for 6
the first open of the file).

F PD Database file member's access path deleted (this entry is created when
you remove the member (RMVM) or delete the file (DLTF) containing the
member).

F PM The logical owner of a journaled access path was moved (MOVOBJ or 12
RNMOBJ OBJTYPE(*LIB)).

F PN The logical owner of a journaled access path was renamed (RNMOBJ or 12

RNMM).
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Table 2-5 (Page 2 of 4). Journal Entries by Journal Code and Type

Journal Entry See

Code Type Operation Description Note

F RC Journaled changes removed from a physical file member (RMVJRNCHG). 4

F RG Physical file member reorganized (RGZPFM). 14

F SA The point at which the APYJRNCHG command started running.

F SR The point at which the RMVJRNCHG command started running.

F SS The start of the save of a physical file member using the save-while-active 22
function.

J 1A System IPL after abnormal end.

J IN System IPL after normal end. 8

J NR Identifier for the next journal receiver (the receiver that was attached when 15
the indicated receiver was detached).

J PR Identifier for the previous journal receiver (the receiver that was detached 15
when the indicated receiver was attached).

J RD Delete of a journal receiver (DLTJRNRCV).

J RF Storage for a journal receiver freed (SAVOBJ, SAVCHGOBJ, or SAVLIB).

J RR Restore of a journal receiver (RSTOBJ or RSTLIB). 13

J RS Save of a journal receiver (SAVOBJ, SAVCHGOBJ, or SAVLIB). 13

L LL Usage limit changed. 23

L LU Usage limit exceeded. 24

P TP Performance shared pool change. 1

R BR Before-image of record updated for rollback operation. 16,17

R DL Record deleted in the physical file member. 16,17

R DR Record deleted for rollback operation. 16,17

R PT Record added to a physical file member. 17,25

R PX Record added directly by RRN (relative record number) to a physical file 17,25
member.

R uB Before-image of a record that is updated in the physical file member (this 16,17
entry is present only if IMAGES(*BOTH) is specified on the STRJRNPF
command).

R upP After-image of a record that is updated in the physical file member. 17

R UR After-image of a record that is updated for rollback information. 17

S AL SNA alert focal point information

S CF A change was made to the next system table through the CFGDSTSRV 18
command.

S DX X.400 process debug entry

S ER An error was detected by a SNADS process (this includes, but is not 18
limited to, the sender, receiver, and router).

S LG An operation, such as sending or receiving a distribution queue entry, was 18
successfully performed.

S MX A change was made to X.400 MTA configuration.

S NX A change was made to X.400 delivery notification.
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2
Q3
Table 2-5 (Page 3 of 4). Journal Entries by Journal Code and Type g
Journal Entry See -
Code Type Operation Description Note
S RT A change was made to the routing table through the CFGDSTSRV 18
command.
S RX A change was made to X.400 route configuration.
S SY A change was made to the SNA Distributed Services system information.
S UXx A change was made to X.400 user or probe.
S XE DSNX error entry. 18
S XL DSNX logging entry. 18
S XX An error was detected by the X.400 process.
T AD A change was made to the auditing attribute.
T AF All authority failures. 19
T AP A change was made to program adopt.
T CA Changes to object authority (authorization list or object). 19
T CD A change was made to a command string.
T CcO Create object. 19
T CP Create, change, delete, display, restore of user profiles. 19
T DO All delete operations on the system. 19
T DS DST security officer password reset. 19
T JD Changes to the USER parameter of a job description. 19
T JS A change was made to job data.
T ML A change was made to office services mail.
T NA Changes to network attributes. 19
T OM Object management change. ‘ 19
T OR Object restored. 19
T oW Changes to object ownership. 19
T PA Changes to programs (CHGPGM) that will now adopt the owner's authority. 19
T PO A change was made to printed output.
T PS Profile swap. 19
T PW Passwords used that are not valid. 19
T RA Restore of objects when authority changes. 19
T RJ Restore of job descriptions that contain user profile names. 19
T RO Restore of objects when ownership information changes. 19
T RP Restore of programs that adopt their owner's authority. 19
T RU Restore of authority for user profiles. 19
T SD A change was made to the system directory.
T SE Changes to subsystem routing. 19
T SF A change was made to a spooled output file.
T SM A change was made by system management.
T ST A change was made by system tools.
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Table 2-5 (Page 4 of 4). Journal Entries by Journal Code and Type

Journal Entry See

Code Type Operation Description Note

T SV Changes to system values. 19

T YC A change was made to DLO change access.

T YR A change was made to DLO read access.

T ZC A change was made to object change access.

T ZR A change was made to Object read access.

u User- User-specified. 20
created

Notes
1 Refer to the Programming: Work Management Guide, SC41-8078, for the

layout of the converted journal entry.

The Count field contains the length of the commit identification, and the Entry-
specific data field contains the commit ID specified on the operation (character
data). The Flag indicates whether the commit operation was started by the user
or by the operating system.

Hex FO = All record-level changes were committed for a commit operation
initiated by a user.

Hex F2 = All record-level changes were committed for a commit operation
initiated by the operating system.
The Job name and Program name fields do not appear if the entry was added
during an IPL. The Flag field indicates whether the rollback operation was suc-
cessful for record-level changes and whether it was initiated by a user or the

operating system.

Hex FO = All record-level changes were rolled back for a rollback operation
initiated by a user.

Hex F1 = Not all record-level changes were successfully rolled back for a
rollback operation initiated by a user.

Hex F2 = All record-level changes were rolled back for a rollback operation
initiated by the operating system.

Hex F3 = Not all record-level changes were rolled back for a rollback opera-
tion initiated by the operating system.

4 The Count field contains the number of journal entries applied or removed. The

Flag field indicates the completion status:

Hex FO = command completed normally
Hex F1 = command completed abnormally

The Entry-specific data contains the following:

Sequence number of the first entry applied or removed, zoned decimal (10,
0)
Sequence number of the last entry applied or removed, zoned decimal (10,
0)
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Q
=
o
0 0
Starting receiver name Character (10) S
Library name Character (10) g
Ending receiver name Character (10)
Library name Character (10)

5 The Count field contains the relative record number of the last record kept in the
physical file member.

6 The Entry-specific data field contains the following information on the file
opened or closed. (This is a different name than the Object Name if a logical
file was opened.)

File Name Character (10)
Library name Character (10)
Member name Character (10)
Open options  Character (4) (not applicable to control Tanguage (CL)
entry type)
Byte Contents

1 I = File opened for input
Blank = Input not specified
2 0 = File opened for output
Blank = Output not specified
3 U = File opened for update
Blank = Update not specified
4 D = File opened for delete

Blank = Delete not specified

7 If the FD entry occurs at IPL, the Job name and Program name fields are blank.
The job number is zero.

8 The time stamp created at IPL is read from the battery-powered clock. If the
battery-powered clock cannot be read, the time is that of the system power
down, not the time of the IPL because the system time has not been updated
yet at the time of the journal entry being logged.

9 The Flag field indicates whether the file was synchronized with the journal:

Hex FO = file was synchronized with journal
Hex F1 = file was not synchronized with journal

10 The Flag field indicates the type of record:

Hex FO = *DFT (default)
Hex F1 = *DLT (delete)

The Count field contains the number of records specified on the TOTRCDS
parameter of the Initialize Physical File member (INZPFM) command.

If the member is initialized with default records, the Entry-specific data in the
entry contains the default record image.

11 The Flag field indicates the type of images:

Hex FO = after-images
Hex F1 = before- and after-images

The Entry-specific data field contains an indicator of the value specified on the
OMTJRNE parameter of the STRJRNPF command:

Hex FO = no entries are omitted from being journaled
Hex F1 = open and close entries are omitted
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12 The Entry-specific data field contains the name of the member before a move or
a rename operation in the following form:

File Name Character (10)
Library name Character (10)
Member name Character (10)

13 The Entry-specific data field contains the following restore information:

Media type (DKT, TAP or SAV) Character (3)
First Volume ID Character (6)
Date of restore operation Character (6)
Time of restore operation Zoned decimal (6, 0)

14 The Entry-specific data field contains the name of the file used in the Reor-
ganize Physical File Member (RGZPFM) command. This field is blank if you
specified KEYFILE(*NONE). If you specified other than KEYFILE(*NONE), for
example, if you specified KEYFILE(library-name/filename member-name), this
field contains the name of the logical file.

File Name Character (10)
Library name Character (10)
Member name Character (10)

15 The Count field contains the number of receivers attached or detached. The
Entry-specific data field contains the receiver name (10 characters) and the
library name (10 characters) for each receiver attached or detached.

16 The Flag field indicates whether a record image is present in the journal entry:

Hex FO = before-image is not present
Hex F1 = before-image is present

If before-images are being journaled, and the Flag field indicates that a before-
image is not present, this implies that an update or a delete operation is being
requested for a record that has already been deleted.

17 The Entry-specific data field contains the image of the physical record. For
entry types PT, PX, UP or UR, this field contains the after-image of the record.
For entry types UB, DL, BR or DR, this field contains the before-image of the
record if IMAGE(*BOTH) was specified and if the record was not previously
deleted.

18 Refer to the Communications and Systems Management Guide (Alerts and Dis-
tributed Systems Node Executive), SC41-9661, for the layout of the converted
journal entry.

19 Refer to the Security Reference, SC41-8083, for the layout of the converted
journal entry.

20 The Entry-specific data is the value specified on the ENTDTA parameter of the
SNDJRNE command.

21 The Entry-specific data field contains the following save information.
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Media type (DKT, TAP or SAV) Character (3) g

First Volume ID Character (6) 3

Date of start of save operation Character (6) -

Time of start of save operation Zoned decimal (6,0)

Update history flag Character (1)

The values in this field are:
HEX F1 = UPDHST(*YES) specified on the save request
HEX FO = UPDHST(*NO) specified on the save request

Save file name Character (10)
Blanks if not DEV(*SAVF)

Save file library name Character (10)
Blanks if not DEV(*SAVF)

SAVACT parameter value Character (10)
This is the value specified for the

or SAVLIB command.
Date of save active operation Character (6)
If this is a save-while-active operation,
this is the date when checkpoint processing
was completed for this database member.

If this is a normal save operation, this
is the same date as the start of the save
operation.

Time of save active operation Zoned decimal (6,0)
If this is a save-while-active operation,
this is the time when checkpoint processing
was completed for this database member.

If this is a normal save operation, this
is the same time as the start of the save
operation.

Primary receiver name Character (10)
The name of the first of dual
receivers that contains the 'F SS' entry.

Primary receiver library Character (10)
The name of the Tibrary containing
the primary receiver.

Dual receiver name Character (10)
The name of the second of dual
receivers that contains the 'F SS' entry.
This entry will be blank if only a single
receiver was used when the 'F SS' entry was
added.

Dual receiver Tibrary
The name of the library containing
the primary receiver.
This entry will be blank if only a single
receiver was used when the 'F SS' entry was
added.

If a physical file member was saved using the save-while-active function, the
saved copy of the member includes all the record-level changes found in the
journal entries up to the corresponding 'F SS' save entry.

If the physical file member was not saved using the save-while-active function,
the saved copy of the member includes all record-level changes found in the
journal entries up to the corresponding 'F MS' member saved entry.

22 The Entry-specific data field for the 'F SS' contains the following save informa-
tion.
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Media type (DKT, TAP or SAV) Character (3)
First Volume ID Character (6)
Date of start of save operation Character (6)
Time of start of save operation Zoned decimal (6,0)
Update history flag Character (1)

The values in this field are:
HEX F1 = UPDHST(*YES) specified on the save request

HEX FO = UPDHST(*NO) specified on the save request
Save file name Character (10)
Blanks if not DEV(*SAVF)
Save file library name Character (10)
Blanks if not DEV(*SAVF)
SAVACT parameter value Character (10)

This is the value specified for the
SAVACT parameter on the SAVOBJ, SAVCHGOBJ,
or SAVLIB command.
Date of save active operation Character (6)
If this is a save-while-active operation,
this is the date when checkpoint processing
was completed for this database member.

If this is a normal save operation, this
is the same date as the start of the save
operation.

If a physical file member was saved using the save-while-active function, the
saved copy of the member includes all the record-level changes found in the
journal entries up to the corresponding the 'F SS' save entry.

If the physical file member was not saved using the save-while-active function,
the saved copy of the member includes all record-level changes found in the
journal entries up to the corresponding 'F MS' member saved entry.

23 The Entry-specific data field for the 'L LL' entry contains the following informa-

tion.

Product ID Character(7)
Feature Character(4)
License term Character(6)

Previous usage limit  Zoned decimal(6,0)
Current usage limit Zoned decimal (6,0)

24 The Entry-specific data field for the 'L LU' contains the following information.

Product ID Character(7)
Feature Character(4)
License term Character(6)
Usage limit Zoned decimal(6,0)
Request flag Character(1)
Hex FO = license request was successful
Hex F1 = license request was not successful
# of Ticense users Zoned decimal(4,0)
License user Character(26) (for each license user up to 1000)

25 If the file is set up to reuse deleted records, then you may receive either a PT or
PX journal entry for the change.
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Variable-Length Portion of a
Journal Entry

If you use DSPJRN with *TYPE1 or *TYPE2 spec-
ified for the OUTFILFMT parameter, or if you use
RCVJRNE or RTVJRNE with *“TYPE1 or *TYPE2
specified for the ENTFMT parameter, the variable
length portion of the journal entry includes just the
entry-specific data. The contents of the entry-
specific data depends on the journal entry code
and entry type as was explained in the notes to
Table 2-5 on page 2-19.

If OUTFILFMT(*TYPES) is requested on a
DSPJRN command, the variable length portion of
the converted journal entry will have two fields.

The first field is the Null Value Indicators and the
second field is the Entry-specific data. The Null
Value Indicators contains relevant information only
for entries with journal code R. This field is mean-
ingful only if the journaled file has at least one
null-capable field. Otherwise, it contains blanks.
The Null Value Indicators is a character string with
one character for each field in the physical file that
has record images appearing in the journal. Each
character has the following interpretation:

Hex FO = corresponding field in the record is
not NULL.

Hex F1 = corresponding field in the record is
NULL.

The second field in the variable-length portion of
the journal entry is the Entry-specific data in the
journal entry.

The Null Value Indicators and Entry-Specific Data
fields have been defined as variable-length char-
acter fields in the system-supplied output file
QSYS/QADSPJRS3. See the DSPJRN command
in the Programming: Control Language
Reference, SC41-0030, for additional details
regarding OUTFILFMT(*TYPES3).

If ENTFMT(*TYPES3) is requested on the
RCVJRNE or a RTVJRNE command, the variable-
length portion of the converted journal entry will
include null value indicators and the entry-specific
data. The RCVJRNE and RTVJRNE commands
in the Programming: Control Language
Reference, SC41-0030, have the details on the
exact layout of these two fields.

Using Journaling to Provide an Audit Trail

User-Created Journal Entries

m .
s d
o q
O

o {
3

g. d

Use the Send Journal Entry (SNDJRNE)
command to add your own entries to a journal.
The system places these entries in the journal's
attached journal receiver along with the system-
created journal entries. To help identify your
entries, you can associate each entry with a par-
ticular physical file member.

You may add entries to the journal to identify sig-
nificant events (such as a checkpoint) or to help in
the recovery of your applications. The data speci-
fied on the ENTDTA parameter becomes the
Entry-Specific Data field in the journal entry, and
the TYPE parameter value becomes the entry

type.

Retrieving a Journal Entry

Use the Retrieve Journal Entry (RTVJRNE)
command in a CL program to retrieve a journal
entry and place it in variables in the program.
You can retrieve the following:

e Sequence number

e Journal code

e Entry type

e Journal receiver name

 Library name for the journal receiver
e Journal entry

For example, you can use this command to auto-
mate your recovery procedures or to change the
journal receivers and then save them. The
manual Programming: Control Language
Reference, SC41-0030, has a description of the
format of the journal entry. An appendix about
tips and techniques in the Basic Backup and
Recovery Guide has an example of using the
RTVJRNE command in a program.

Using Journaling to Provide an
Audit Trail

You can use journal management to provide an
audit trail of changes made to your database files.
You can determine which program or user made
changes to files by using the journal entries, and
you can determine what changes were made to
specific records by using the CMPJRNIMG
command.
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Journaling Access Paths

Journal management can be used to. provide an
audit trail because:

* The journal entries cannot be removed or
changed, even by the security officer.

e The journal entries represent a chronological
sequence of events.

e Each journal entry in the system is sequen-
tially numbered without gaps until the
sequence number is reset by the CHGJRN
command. If the sequence number is reset, a
journal entry is written. When you display the
journal entries, there can be gaps in the
sequence numbers because some journal
entries are only used internally by the system
and some entries are combined when they are
displayed.

* The journal contains entries indicating when
each journal receiver was changed and the
name of the next journal receiver in the chain.

» Entries are written whenever journaling for a
file is ended or whenever a file is restored.

Remember that the date and time recorded in the
journal entries depends on the date and time
entered during an IPL and therefore, may not
represent the actual date and time. Also, if you
use shared files, the program name that appears
in the journal entry is the name of the program
that first opened the shared file.

Comparing Journal Images

Use the Compare Journal Images (CMPJRNIMG)
command to compare and list the differences
between the before-image of a record and the
after-image of that record, or the after-image of a
record with the previous after-image of that record.

If the journaled files have null-capable fields, the
null value indicators corresponding to the fields in
the before-image of the record are compared with
the null value indicators corresponding to the
fields in the after-image of the record. This is
done on a field-by-field basis.

The printed output from the CMPJRNIMG
command shows the before- and after-images of a
record followed by a line that indicates (with aster-
isks) the specific change in the record on a
character-by-character basis. If you compare the
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after-images, the output shows the previous after-
image of the record and the current after-image of
the record, followed by a line indicating the
changes.

Access Path Recovery

This section describes how to recover access
paths more quickly after the system ends abnor-
mally using access path journaling. If you use
access path journaling, you do not need to com-
pletely rebuild access paths after an abnormal
system end.

Unless you choose to journal your access paths,
the system can spend a significant amount of time
rebuilding access paths during the IPL following
an abnormal system end.

Journaling Access Paths

You can use access path journaling to recover
access paths during an IPL.

Files created with MAINT(*IMMED or*DLY) can
have journaling started for their access paths.

Access paths for files that are specified with a
parameter value of MAINT(*REBLD) cannot be
journaled. Recovery for rebuilt maintenance files,
created with the MAINT(*REBLD) parameter
value, takes place during the next open operation
that uses that access path.

Before you begin journaling access paths, con-
sider the following:

* Before you can journal an access path, you
must first journal the physical files over which
that access path is built.

» All physical files over which the access path is
built must be journaled to the same journal as
the access path.

» Any physical file specified for access path
journaling must have a keyed access path.
Any logical files that use the physical file as a
dependent file are not implicitly journaled.
You must specify each access path that is to
be journaled by naming a specific file.

* All physical files must remain journaled while
the access path is being journaled.



Access Path Journaling Storage and

Performance Considerations: Space
requirements can increase significantly if you
journal access paths. When anticipating the effect
of access path journaling on system space and
performance, consider the following:

* Because access paths can be shared, you
can journal the same access path from
several files. For example, file B shares the
access path of file A. Both files can request
journaling of their access paths and there is
no additional overhead. If file A ends jour-
naling its access path, the access path
remains journaled until file B ends journaling
the access path. Journaling of access paths
must be ended through the same file through
which access path journaling was started.

¢ Access path journaling does not cause addi-
tional synchronous write operations to the disk
beyond those required to journal the under-
lying physical file. Access path information is
written at the same time as the after-image of
the underlying changed database record. The
effect on system performance due to access
path journaling is kept to a minimum.

¢ Access path journaling can significantly
increase the amount of auxiliary storage used.
For more information, see “Journaling Perfor-
mance and Space Considerations” on
page 2-3.

* To improve the performance of journaling, you
should isolate the journal receiver to a user
ASP. The amount of additional auxiliary
storage required varies, based on the access
path characteristics and the types of changes
that occur. For more information on user
ASPs, refer to “General Information about
Auxiliary Storage Pools” on page 6-8.

The amount of additional storage needed
depends on how many access paths are
being journaled, and how the journaled access
paths are updated by various applications.
Several journal entries that cannot be dis-
played are also added to the journal receiver
when journaling access paths. Applications
that update, delete, or add keys in an
ascending or descending order use less auxil-
iary storage than applications that update,
delete, or add keys in random order. The
minimum requirement occurs when you make

Considerations for Access Path Journaling

all changes to the same primary value of the
access path (for example, when the access
path uses the date-added field as its primary
value and you add many records on the same
day).
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Note: If you do not put journal receivers in a
separate user ASP, consider saving them reg-
ularly on tape or diskette to protect them from
loss due to disk failure.

¢ The system journals information in addition to
the before-image and after-image of the data-
base records. The system uses this additional
information only after an abnormal system end
to recover the access paths.

Space requirements also increase when the
number of files and/or the number of file access
paths being journaled increases.

Considerations for Access Path Jour-

naling: Consider the following when using
access path journaling for database files:

* Access paths for both physical and logical
files can be journaled. Designate the physical
and logical files that will have their access
paths journaled using the Start Journal Access
Path (STRJRNAP) command. When you
specify journaling for database file access
paths, all access paths for all members are
journaled and new members added to the file
automatically have their access paths jour-
naled.

 |f a database file is saved while access paths
are journaled, and the file is deleted and
restored, the restore operation attempts to
begin journaling the access paths for the file,
if the journal was restored before the file.

¢ All journaled access paths must have a main-
tenance attribute of *IMMED or *DLY specified
on the MAINT parameter on the Create Phys-
ical File (CRTPF), Create Source Physical File
(CRTSRCPF), and Create Logical File
(CRTLF) commands as well as the Change
Physical File (CHGPF), Change Logical File
(CHGLF), or Change Source Physical File
(CHGSRCPF) command. MAINT(*REBLD)
cannot be specified.

¢ All access paths that are to be journaled must
have a force attribute of *NO (the
FRCACCPTH parameter on the CRTPF,
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Journal Entries

CRTLF, CRTSRCPF, CHGPF, CHGLF, or
CHGSRCPF command).

Access Path Journal Entries

Several entry types for journal code F are used to
describe journal activity for journaled access
paths. These entries are:

JP  Start journaling an access path. For join
logical files, more than one JP entry can be
created for the same logical file member:
one for the primary access path and one for
each of the secondary access paths. If a file
member's access path is already being jour-
naled when access path journaling is started
for the file, no JP entry is created for that
access path. This condition can arise if the
access path is being shared by several file
members, and one of the sharing files has
already journaled the access path.

EP End journaling access path for member. For
join logical files, more than one EP entry can
be created for the same logical file member:
one for the primary access path and one for
each of the secondary access paths. If a file
member's access path is being shared and
one of the other sharing files is still journaling
the access path, journaling is not ended for
that access path and no EP entry is written.

PD Access path deleted. A journaled access
path was deleted by deleting a file journaling
its access paths or by removing a member
from a file journaling its access paths.

PM The logical owning member of a journaled
access path was moved to a different library.

PN The logical owning member of a journaled
access path was renamed.

Other system-created entries are recorded in the
journal for journaled access paths. You cannot
display or use them in an apply or remove journal
changes operation.

For a complete description of the system-created
journal entries for a file member, see “System-
Created Journal Entries” on page 2-18.
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Access Path Recovery Actions

No explicit recovery actions initiated by the user
are required when journaling access paths. After
an abnormal system end, the system automatically
uses the journal to recover journaled access
paths, if necessary.

Journal Management Commands

The following commands are used for journal
management. These commands are used to
create objects required for journal management
functions. For a complete description of these
commands, see the CL Reference.

Journal: Use these commands for journals:

Command Meaning Description
CHGJRN Change Journal Changes the attri-
butes of a journal
and attaches new
journal receivers to
the journal.
CRTJRN Create Journal Creates a journal.
DLTJRN Delete Journal Deletes a journal.
WRKJRNA Work with Journal Displays the attri-

Attributes butes of a journal.

Journal Receiver: Use these commands for
journal receivers:

Command Meaning Description
CRTJRNRCV Create Journal Creates a journal
Receiver receiver.
DLTJRNRCV Delete Journal Deletes a journal
Receiver receiver.
DSPJRNRCVA Display Journal Displays the attri-

Receiver Attri- butes of a journal
butes receiver.

Journal Entries: Use these commands for
journal entries:

Command
CMPJRNIMG

Meaning Description

Compare Journal Compares the

Images before-images and
the after-images of
record-level changes
in a file member and
indicates where dif-
ferences occur.




Command

Meaning

Description

DSPJRN

RTVJRNE

RCVJRNE

SNDJRNE

Display Journal

Retrieve Journal
Entry

Receive Journal
Entry

Send Journal
Entry

Displays the journal
entries that are in the
journal receivers
associated with the
specified journal.

Retrieves a journal
entry and places it in
CL program vari-
ables.

Allows a specified
user program to con-
tinuously receive
journal entries one at
a time. Can be used
to provide backup on
another system.

Places a user-
created entry in the
journal.

Files: Use these commands to start and end
journaling a file or access path. For more infor-
mation on journaling access paths, see the topic
“Access Path Recovery” on page 2-28.

Command Meaning Description
STRJRNPF Start Journal Starts journaling for
Physical File the physical file.
ENDJRNPF End Journal Phys- Ends journaling for
ical File the physical file.
STRJRNAP Start Journal Starts journaling
Access Path access paths.
ENDJRNAP End Journaling Ends journaling

Access Path

access paths.

Database File Member:

Use these com-

mands to recover a database file member using
the journaled changes:

Command Meaning Description
APYJRNCHG Apply Journaled Applies the changes
Changes to the designated

physical file member
that were recorded in
a journal receiver
associated with the
journal.

RMVJRNCHG Remove Journaled Removes the

Changes

changes from the
designated physical
file member that
were recorded in a
journal receiver
associated with the
journal (allowed only
if before-images and
after-images are
journaled for the file).

Journal Functions

Journal Functions: Use this command to
perform journal functions, particularly, recovery
functions:
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Command Meaning Description
WRKJRN Work with Jour- Displays a Work
nals menu for user-

selected journals
from which the user
can perform system-
assisted recovery of
journaled files, jour-
nals, and journal
receivers.

Working with System-Supplied
Journals and Journal Receivers

The following journals are shipped with the oper-
ating system. With some licensed programs, the
0S/400 licensed program automatically adds
entries to the journals. For example,
OfficeVision/400, QSNADS, and QDSNX automat-
ically add entries to the journals.

The following is a list of journals shipped with the
system. These journals and their associated
journal receivers are found in library QUSRSYS.

* QDSNX (distributed services network journal)

* QAOSDIAJRN (document library and directory
journal)

* QSNADS (Systems Network Architecture dis-
tribution services journal)

* QLZALOG (license management)
e QSXJRN (problem database journal)

Two journals can be optionally configured. These
journals and their associated journal receivers are
created in library QSYS.

* QAUDJRN (security auditing journal)
* QACGJRN (job accounting journal)

For more information about what each journal is
used for, see the Basic Backup and Recovery
Guide.

The journal receivers attached to these journals
can become quite large because of the activities
performed by certain products. It is recommended
that periodically (for example, weekly), large
journal receivers should be detached, saved, and
then deleted to free storage.

Chapter 2. Journal Management  2-31



Journal Functions

Before a journal receiver can be deleted, you must
first detach it from the journal. The Change
Journal (CHGJRN) command is used to detach a
journal receiver from the journal and attach a new
journal receiver.

As a new journal receiver is attached to the
journal, the previously attached journal receiver is
automatically detached. When the journal receiver
becomes too large, you can periodically detach,
save, and then delete the journal receiver without
affecting normal system operations and without
affecting the use of the files. However, it is
recommended that this operation not be per-
formed during the time the system is at maximum
use.

When you use JRNRCV(*GEN) on the CHGJRN
command, the system creates the new receiver
with the same values as the currently attached
receiver, and in the same library. These values
include the owner, private authorities, public
authority, ASP identifier, threshold, and text.

When you change from one receiver to another
(when JRNRCV(*GEN) is specified), the last
number in the new receiver name is one greater
than the last number in the detached receiver.

For example, if you detach journal receiver
QAOSDI0001, the system-created journal receiver
is QAOSDI0002.

Example of Working with System-
Created Journals: If you know the name of
the journal, you can use the Work with Journal
Attributes (WRKJRNA) command to determine
which receivers are currently attached, which files
are being journaled, and to provide a list of all
receivers associated with the journal.

To display all journals on the system, do the fol-
lowing:
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. Type the following on a command line and

then press the Enter key:
WRKJRN

. The Specify Journal Name display is shown.

*ALL is the default for the journal. Specify
*ALL for the Library field and press the Enter
key.

. The Work with Journals display is shown. A

list of all the journals on the system are
shown.

System-supplied journals and journal receivers
start with the letter Q.

. If you want to display the status of a specific

system-supplied journal, type a 5 (Display
journal status) in the Opt column and press
the Enter key.

. Use the following command (where

Qxxxxxxxxx is the name of the system-
supplied journal) to detach the journal receiver
from the journal and create a new journal
receiver.

CHGJRN JRN(Qxxxxxxxxx) JRNRCV(*GEN)

. It is recommended that you save the detached

journal receiver. If you want to save the
detached journal receiver (where QxxRCV001
is the name of the journal receiver), type the
following and press the Enter key.

SAVOBJ 0BJ(QxxxRCVOO1) OBJTYPE(*JRNRCV) LIB(QUSRSYS)
DEV (TAPO1)

. If you do not want to save the journal receiver

but do want to delete it, type the following and
press the Enter key.

DLTJRNRCV JRNRCV (QUSRSYS/QxxxRCV0O1)

. If the journal receiver was not saved, enter I

when the following message is shown.

Receiver not fully saved. ( C I )

. Press the Enter key.

This completes saving and deleting the
detached journal receiver.



Creating a Journal Receiver

Chapter 3. Working with Journal Recovery Operations

Before configuring the journaling environment, you
should decide whether to:

¢ Use one or more journals

* Use one or two journal receivers for each
journal

e Journal only after-images or both before-
images and after-images of database records

» Put your journal receivers in a user ASP

Isolating your journal receivers in a user ASP
other than the ASP that contains the journals and
database files provides:

» Better performance of the journal function

¢ Protection against loss of data on auxiliary
storage devices

For additional information on user ASPs, refer to
“General Information about Auxiliary Storage
Pools” on page 6-8.

Use the following steps to configure your journal:

1. Create the journal receivers using the Create
Journal Receiver (CRTJRNRCV) command.

2. Create the journals using the Create Journal
(CRTJRN) command.

Note: All journals and journal receivers on
the system should have unique names. For
example, try not to have JRNA in library A
and library Y. If both libraries become
damaged and a reclaim storage (RCLSTG
command) operation is required, the duplicate
journals will be renamed when they are placed
in library QRCL. The system will not allow
you to rename those journals or journal
receivers placed in library QRCL.

3. Use the Start Journaling Physical File
(STRJRNPF) command to start journaling all
members of a physical file.

If you use the recommended method of cre-
ating the library in the ASP, then the journals
and the files to be journaled must be created
in the same ASP. However, if you use the
other method of creating the library in the
system ASP and the journals, journal
receivers, and save files in a user ASP, then
the files to be journaled must be in the system
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ASP. The journals can be in either the
system ASP or isolated in a user ASP.

4. Optionally, start journaling the access paths of
one or more physical or logical files using the
Start Journaling Access Paths (STRJRNAP)
command. All members for each file have
their access path journaled. See “Access
Path Recovery” on page 2-28 for a complete
discussion of journaling access paths and
access path recovery.

5. Save the files and members after you start
journaling. You cannot apply journaled
changes to the restored files and members
using the Apply Journaled Changes
(APYJRNCHG) command if the restored files
and members were not being journaled when
they were saved. If you do save access paths
(when saving the files), the system does not
rebuild them after restoring the files and
access paths. Saving access paths does not
affect IPL recovery (or delayed recovery) of
access paths.

Run the applications that use those journaled files
when you have completed these steps.

Creating a Journal Receiver

You must create journal receivers before you
create the journal to which they will be attached.
To create a journal receiver, use the CRTJRNRCV
command and specify the name of the previously
created receiver when you create it. The following
command creates a journal receiver RCVDST1:

CRTJRNRCV JRNRCV (DSTJRN/RCVDST1) THRESHOLD(10000)
TEXT('RECEIVER FOR DSTJRN JOURNAL')

In the above example, the receiver is placed in the
library DSTJRN.

To create the journal receiver in a user ASP, first
create the library for the journal receiver in the
user ASP, or if the desired library is in the system
ASP, specify a user ASP number for the ASP
parameter on the CRTJRNRCV command. If you
do use the ASP parameter, only journals, journal
receivers, and save files will be allowed in the
user ASP. You can use the THRESHOLD param-
eter to have a message sent to the journal
threshold message queue when the receiver

HWwwo) pue



Start Journaling Access Paths

reaches a specified size. In the above example, if
the size of the receiver exceeds 10 000KB (the
THRESHOLD parameter value), the system sends
a message to the threshold message queue speci-
fied on the CRTJRN or CHGJRN command and
journaling continues. You may want to change
the receiver when this occurs.

The UNIT parameter on the CRTJRNRCV
command is no longer supported. The UNIT
parameter is kept only for syntax compatibility with
previous releases of the Operating System/400.

Creating a Journal

Journals are created using the Create Journal
(CRTJRN) command after the journal receiver has
been created. Specify the name of the journal
and one or two journal receivers. For example,
the following command creates a journal with the
name JRNLA in library DSTJRN and attaches a
previously created journal receiver (RCVDST1) to
the journal.

CRTJRN JRN(DSTJRN/JRNLA) JRNRCV(DSTJRN/RCVDST1)
MSGQ(QSYS/QSYSOPR) TEXT('Distribution Journal')

To specify that the journal be created in a user
ASP, first create the library for the journal in the
user ASP. If the library for the journal is in the
system ASP, it is possible to specify a user ASP
number for the ASP parameter on the CRTJRN
command. However, it is not recommended.

Start Journaling Physical File

When using the Start Journal Physical File
(STRJRNPF) command, you can specify the
OMTJRNE (*OPNCLO) parameter to omit journal
entries for open and close operations for specific
files from being journaled. This can be done to
reduce the number of entries in a journal. Be
aware that without open and close entries in the
journal, the history of file access (open for input,
output, update, or delete) does not exist.

If you omit the open and close journal entries, you
cannot use the TOJOBO or TOJOBC parameters
on the APYJRNCHG or RMVJRNCHG command.
The journal entries that specify the job's first open
or close of any physical file member has not been
added.

An alternative way to reduce the number of open
and close entries in a journal is to specify SHARE
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(*YES) for the file when it is created. The system
writes a single open and close entry regardless of
how often the shared open data path (ODP) is
opened or closed within a routing step.

The following command starts journaling for the
physical file ORDENTP:

STRIRNPF  FILE(DSTPRODLIB/ORDENTP) JRN(DSTJRN/JRNLA)
IMAGES (*BOTH)

After you have run this command, any changes
made to the physical file ORDENTP are recorded
in the journal JRNLA whether the changes are
made directly to the physical file ORDENTP or
through logical files of that physical file. Both
before- and after-images will be journaled.

Start Journaling Access Paths

The Start Journal Access Path (STRJRNAP)
command is used to start journaling, to a specific
journal, an access path or access paths for all
members of a database file. Any new members
that are added to the file will also have their
access paths journaled.

If the physical file is keyed, journaling can be
started for the file's access path. When access
path journaling is started for the physical file, only
the access paths for the physical file members are
journaled. Journaling for any logical files is
started only when access path journaling is started
for the logical files.

The journal entries created for access path jour-
naling cannot be used in any operation that
applies or removes journal changes. These
entries are used only to recover access paths
after the system ends abnormally.

Follow these steps to begin access path jour-
naling:

1. Identify those access paths you wish to
journal. Consider journaling your large access
paths (those that would take a long time to
rebuild if the system ended abnormally).

2. Use the Start Journal Physical File
(STRJRNPF) command to journal all physical
files associated with the access paths you
want protected (if you are not already jour-
naling the physical files).

3. Start journaling the selected access paths
using the Start Journal Access Path



(STRJRNAP) command. Remember that you
can journal both physical file and logical file
access paths. Specify the file whose access
path you want to journal on the STRJRNAP
command. The following command begins
journaling the access path for the logical file
ORDENTL:

STRJIRNAP FILE(DSTPRODLIB/ORDENTL) JRN(DSTJRN/JRNLA)

Saving Files

Save the physical files after you start journaling
them and after each new member is added to the
files. Logical files dependent on the physical files,
should also be saved in case the physical file
becomes damaged. If you save access paths
(when saving the files) the system does not have
to rebuild the access paths after restoring the files
and access paths. You can use the Save
Changed Objects (SAVCHGOBJ) command and
specify OBJTYPE(*FILE) OBJJRN(*YES), or you
can use the Save Object (SAVOBJ) or Save
Library (SAVLIB) command to save files. Saving
access paths does not affect IPL recovery.

When you start journaling a physical file, the
system assigns a unique journal identifier (JID) to
every member in the file. This unique journal

identifier is part of every journal entry added to the

journal receiver for a given file member. This
identifier is the way that the journal entry is asso-
ciated to the corresponding journaled object. The
copy of the physical file on the save media that
was saved before it was journaled does not have
the journal identifier saved with it. Therefore, if
this copy of the file is restored to the system, the
journal entries cannot be associated with the file
and cannot be applied. This is why it is critical to
save the journaled file after journaling is started,
and every time a member has been added to it.
This ensures that the journal identifiers are saved
with the file members.

Displaying Journal Status

The Work with Journal Attributes display lets you
display information about the journal and related
journal receivers. Use the WRKJRNA command.
This display identifies:

e The journal receivers currently attached to the
journal

Working with Receiver Directory

¢ A directory of the journal receivers still on the
system that are associated with the journal
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e The names of all physical files being journaled
through the journal

¢ The names of all database files that are
having their access paths journaled

Working with Receiver Directory

Figure 3-1 shows an example of the Work with
Receiver Directory display.

Work with Receiver Directory
Journal . . . . . . : JRNLA Library . . . . . . : DSTIRN
Total size of receivers . . . . . . . .. .. .o : 155648

Type options, press Enter.
4=Delete  8=Display attributes

Attach Save

t Receiver Library Number Date Status Date
RCVDST1 DSTJIRN 02001  06/08/90 ONLINE 00/00/90
RCVDSTAL DSTJRN 03001  06/09/90 PARTIAL 06/90/90
RCVDSTA2 DSTJRN 03001  06/09/90 ONLINE 00/00/90
RCVDSTB1 DSTJRN 03002  06/10/90 PARTIAL 06/11/90
RCVDSTB2 DSTJRN 03003  06/10/90 SAVED 06/11/90
RCVDSTC1 DSTJRN 04001  06/11/90 ATTACHED 06/12/90

0

[ 1

Bottom
F3=Exit  F5=Refresh  Fll=Display size F12=Cancel

Figure 3-1. Work with Receiver Directory

The PARTIAL status of the journal receiver on this
display indicates the following:

* A journal receiver was saved while it was
attached to the journal. This means that addi-
tional entries will be recorded in the journal
attached to this receiver after the save opera-
tion has occurred.

¢ The receiver was later restored, and no com-
plete version is available.

e A partial receiver does not contain all the
entries recorded in the journal while this
receiver was attached. It does contain entries
recorded up to the last save operation.

You can use partial receivers to apply or remove
changes from a file. If you attempt to restore a
saved receiver while a more current version of the
receiver is on the system, an escape message is
sent to prevent you from restoring the receiver.
The system makes sure the most complete
version is preserved.
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Recovery Options

You can use a partial receiver as the last receiver
in the receiver chain for an APYJRNCHG command
only if you specify a sequence number for the
TOENT parameter. You can use a partial receiver
as the first receiver in the receiver chain for a
RMVJRNCHG command only if you specify a
sequence number for the FROMENT parameter.

The system does not allow you to delete a journal
receiver from the middle of the receiver chain.
This ensures logical recovery. However, if a
journal receiver is damaged, you can delete it
from the middle of the chain. If an attached
journal receiver is damaged, you must detach the
damaged receiver (CHGJRN command) before you
can delete it.

The system does not prevent you from deleting a
receiver that was once attached and is not saved
or that is required to provide adequate recovery.

If you try to delete a journal receiver that was
once attached but has not been saved, the system
issues an inquiry message. You can then con-
tinue or cancel the delete operation. You may use
the system reply list to specify the reply the
system is to send for this inquiry message (rather
than explicitly responding to each inquiry
message).

You must ensure that the journal receivers are not
deleted until you no longer need them. You can
display the journal receiver directory from the
Journal Attributes display to determine which
journal receivers have been saved. A date of
00/00/00 in the Saved column indicates that a
journal receiver has not been saved.

End Journaling Physical File

Use the End Journal Physical File (ENDJRNPF)
command to end journaling of changes for a spe-
cific physical file and all its members. Journaling
of a member stops if you remove it from a jour-
naled file. Journaling of a file stops if you delete
it.

Ending Access Path Journaling

To end journaling the access paths for a physical
or logical file, use the End Journal Access Path
(ENDJRNAP) command. In addition, if you remove
a member from a file that is journaling its access
path, journaling for that member's access path is
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implicitly ended, unless the access path is shared
and journaled by another file member. If a file
that is journaling its access paths is deleted, jour-
naling is implicitly ended for all the file member's
access paths unless a particular access path is
being shared and journaled by another file.

A physical file cannot have journaling ended for its
members if the physical file or any logical file
based on that physical file is journaling its access
path. All physical files under a logical file must be
journaled if that logical file is journaling its access
path.

Work with Journal (WRKJRN)
Command Options

The Work with Journal (WRKJRN) command
shows a display that provides you with options to
display journal status and guides you through
various types of recovery involving journals,
journal receivers, and journaled files. The options
are shown on the following display:

Work with Journals

Type options, press Enter.
2=Forward recovery
6=Recover damaged journal 7=Recover damaged journal receivers
9=Associate receivers with journal

3=Backout recovery 5=Display journal status

Opt Journal Library Text
JRNACC DSTAL JOURNAL FOR ACCOUNTS

Bottom

Selection or command
===>

F3=Exit  F4=Prompt F9=Retrieve Fl12=Cancel

Recovery Options

When it is necessary to restore an object during
the following recovery procedures, the system
prompts for the values needed with a prompt of
the RSTOBJ command. The values known for
OBJ, SAVLIB, and OBJTYPE parameters appear,
but they cannot be changed. If the values for
DEV, VOL, SAVF, SAVDATE and SAVTIME can
be determined by the system (depending on the
amount of damage), they are also filled in. If the
values are not shown, you must enter the values.



If more than one object is restored, the system
groups the objects according to the library speci-
fied in the SAVLIB parameter. Within each
group, the system further orders the objects
according to the values specified for the DEV,
VOL, SAVF, SAVDATE, and SAVTIME parame-
ters. This grouping results in a minimum number
of restore object prompts as a result of information
known to the system.

Work with Forward Recovery: Option 2
on the Work with Journals display shows the Work
with Forward Recovery display and a list of the file
members being journaled.

Work with Forward Recovery
Journal . . . ... : JRNACC Library . . . .. . : DSTAL

Position to . . . . .
Library . . . . ..

Type options, press Enter.
1=Add member to list 2=Apply journaled changes 3=Restore
4=Remove member from list

Opt File Library Member Status

PAYFILEL PAYLIB QTR192

Bottom
F3=Exit  F12=Cancel

The Work with Forward Recovery display contains
a status field for each file member. The status
field for each member indicates the following:

e NOT FOUND. The system cannot locate the
specified database file.

e DAMAGED. The member is damaged and
needs to be restored.

e NOT SYNCHRONIZED. The journal receiver
used for this member is damaged and needs
to be restored.

« RESTORE COMPLETE. The restore of the
member is complete.

« RECOVERED. Recovery has completed suc-
cessfully.

* NOT JOURNALED. The member is not jour-
naled to any journal and cannot be recovered.

* DIFFERENT JOURNAL. The member is not
journaled to the journal you are working with.

* Blank. The member and the journal are
usable and everything is synchronized.

Work with Forward Recovery

Option 1 (Add member to list) on the display
allows you to add a member to the list. You may
want to do this if you want to restore those
members.

Option 2 (Apply journaled changes) shows the
APYJRNCHG command prompt, which applies the
journaled changes to the file members, and
changes the status to RECOVERED (if the apply
operation was successful). If the apply operation
was not successful, messages appear indicating
why, and the status remains the same.

If any required receivers are missing or damaged
while running the APYJRNCHG command, the
system displays prompts for the restore proce-
dures for the missing or damaged receivers.

If any of the members in the list have a status of
DAMAGED when option 2 is selected, you are
prompted with the command necessary to recover
the file member. For files that are damaged,
recovery involves the restore of the last save fol-
lowed by the Apply Journaled Changes
(APYJRNCHG) command. The system guides
you through recovery as follows:

1

. The system identifies all the logical files

dependent on the specified damaged file. The
Dependent Logical Files display appears iden-
tifying these files.

. The dependent logical files are deleted.

. The files to be recovered (restored) are

deleted by the system.

. The system displays prompts for the restore of

files to be recovered. After all restores are
completed successfully, the files to be recov-
ered are allocated exclusively to prevent any
other processing. This allocation is main-
tained until the recovery procedures are com-
plete.

. The system displays prompts for the restores

of the dependent logical files.

. An APYJRNCHG command is prompted with

FROMENT(*LASTSAVE) and
TOENT(*LASTRST).

. If the APYJRNCHG command encounters a

required journal receiver that is not on-line,
the system prompts for the restore of the
required receiver and again starts the
APYJRNCHG command.
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Display Journal Status

When the recovery process is complete, the status
field for the member indicates RECOVERED (if
the operation was successful). If the operation
failed, the status field remains unchanged, and
messages appear indicating why the operation
failed.

Option 3 (Restore) prompts you for the files to
restore. Use this option if any members have a
status of NOT FOUND. Members that are
restored successfully have a status of RESTORE
COMPLETE. Members that are not restored keep
their old status. A message is sent indicating that
the restore did not complete successfully. All
members restored are included in the list of
members to recover.

Option 4 (Remove member from list) on the
display removes file members from the list of
members to be recovered.

Work with Backout Recovery: The same
options on the Work with Forward Recovery
display are available on the Work with Backout
Recovery display (option 3 on the Work with Jour-
nals display). In addition, the option to restore the

fila +
file is not valid for backout recovet Y.

field shown on the Work with Backout Recovery
display is either blank or it indicates the same
status as for forward recovery, except for
RESTORE COMPLETE.

hanlkAnt recovern Tha atatiie
1 ||c DLClLuD

Work with Backout Recovery
Journal . . . . . . : JRNACC Library . . . . . . : DSTAl

Position to . . . . .
Library . . . . . .

Type options, press Enter.
1=Add member to list 2=Remove journaled changes
4=Remove member from list

Opt File Library Member Status

PAYFILEL PAYLIB QTR192

Bottom
F3=Exit  F12=Cancel

Option 1 (Add member to list) on the display
allows you to add a member to the list.

Option 2 (Remove journaled changes) on this
display shows the Remove Journaled Changes
(RMVJRNCHG) command prompt, removes the
journaled changes, and changes the status to
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RECOVERED (if the operation was successful). If
any required journal receivers are missing or
damaged while the RMVJRNCHG command is
running, the system displays prompts for the nec-
essary restore procedures for the missing or
damaged receivers. If the remove operation was
not successful, messages appear indicating why
the status remains the same.

If any members in the list have a status of NOT
FOUND or DAMAGED when on the Work with
Backout Recovery display, the operation is not
allowed. These members must be recovered in a
forward fashion after they have been restored.
Forward recovery of specific files must be used for
this type of recovery.

Option 4 (Remove member from list) on this
display allows you to remove file members from
the list.

Display Journal Status: Option 5 on the
Work with Journal display shows the current
status of the journal. It shows if the last system
end was NORMAL or ABNORMAL, and if the

journal is damaged. The damage status is NONE
nr ELI1T

Display Journal Status
Journal . . .. .. : PAYJRN Library . . . .. . : QSYS
Last system end status . . . . .. .. ... .. : NORMAL
Journal damage status . . . . . . . . . . . ... NONE
A1l objects synchronized . . . . .. ... ... : YES
Attached Damage

Receiver Library Status
PAYJRNRCV2 PAYRCVLIB NONE

Bottom
Press Enter to continue.

F3=Exit  F12=Cancel

If the last system end was abnormal, this display
indicates whether objects being journaled were
synchronized (that is, whether each object in use
during the abnormal end was corrected to match
the entries in the attached journal receivers during
the previous IPL).

If the last system end was normal, the display
indicates that all objects are synchronized with the
journal. If the journal is damaged, the display indi-



cates that the system was unable to determine
whether or not all objects are synchronized.

The display also presents information about the
currently attached receivers and their damage
status. The damage status of the receivers can
be NONE, PARTIAL, or FULL. If the journal is
damaged to the extent that the status of the
attached joumal receivers cannot be determined,
there are no attached receivers shown on the
display.

If some objects are not synchronized or damage
has been detected, a message appears indicating
the form of recovery that you should perform.

Recover Damaged Journal: Option 6 on
the Work with Journals display verifies that the
journal is damaged before proceeding with
recovery. If the journal is not damaged, an infor-
mation message appears.

Recovery for a damaged journal guides you
through the following steps:

1. The system attempts to determine which files
are currently being journaled to the indicated
journal. If the system cannot successfully
build this list, a message appears before the
recovery operation begins.

2. Journaling is ended for all access paths cur-
rently being journaled to the specified journal.

3. Journaling is ended for all files currently being
journaled to the specified journal.

4. The system deletes the journal.

5. The system presents the Recover Damaged
Journal display, which asks you whether to
restore or create the journal:

a. If the journal will be restored, the system
prompts for the values needed for the
restore operation.

b. If the journal will be created, the system
prompts for the receiver names and attri-
butes with the CRTJRNRCV command
prompt. The system prompts for values
needed to create the journal with the
CRTJRN command prompt, with known
values shown.

Recover Damaged Journal

6. The list of files for which journaling is to be
started again is shown. When you press the
Enter key, journaling is started for all files
listed.

7. The list of files containing access paths for
which journaling is to be started again
appears. When you press the Enter key, jour-
naling for the access paths is started for the
files listed.

8. The system associates all applicable receivers
with the re-created or restored journal so that
a restore of these receivers is not necessary.

A journal receiver is associated with a journal
if the journal appears in the journal receiver
directory. A receiver that was previously
attached to a journal, but is not currently asso-
ciated with a journal cannot be used. For
example, the receiver cannot be used with the
DSPJRN, APYJRNCHG, or RMVJRNCHG
commands.

As the recovery of a damaged journal proceeds,
the Display Journal Recovery Status display
appears. The information on this display is
updated as the operation progresses to indicate
which steps have been completed, which steps
have been bypassed, and which step will be run
next. Whenever a user action is required, the
status display is replaced by the appropriate
prompt display.

The status field indicates the following operation
status:

e PENDING. The step has not been started.

e NEXT. The step will be performed next (after
the Enter key is pressed).

* BYPASSED. The step was not performed. (It
was not necessary).

e COMPLETE. The step has been performed.

The first display you usually see after the first
status display is the Recover Damaged Journal
display. Use this display to choose whether the
journal is to be created or restored.

When the last step of the recovery process is
complete, a message appears indicating that all
files for which journaling was started should be
saved to establish a new recovery point.
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Recovery after Abnormal System End

Recover Damaged Journal Receivers:

Option 7 on the Work with Journals display checks
to determine which journal receivers associated
with the specified journal are damaged. If none
are damaged, a message appears.

If there are damaged journal receivers associated
with the specified journal, the Recover Damaged
Journal Receivers display appears and lists those
receivers.

The status fields initially show a value of
DAMAGED. After recovery has been successfully
completed, the status shows a value of RECOV-
ERED (receiver recovered).

Recovery for a damaged journal receiver guides
you through the following steps:

1. If the attached receivers are damaged, a
CHGJRN command must be run before they
can be recovered.

Indicate whether existing (empty) receivers will
be used or if new ones will be created. If new
receivers are to be created, the CRTJRNRCV
command prompts are presented for receiver
name and attributes. After the new receivers
are created, the CHGJRN command prompt is
shown.

If the attached receiver is not damaged, the
preceding step is omitted.

2. The damaged journal receiver is deleted.

3. Prompts for the restore of the damaged
journal receivers are shown. Any of the
values on the prompt can be changed except
the receiver name. Save information in the
prompt is provided by the system.

Associate Receivers with Journal:

Option 9 on the Work with Journals display should
be used if the journal was restored or created
again. The system associates all applicable
receivers with the restored or recreated journal so
that a restore of these receivers is not necessary.

A journal receiver is associated with a journal if
the journal appears in the journal receiver direc-
tory. A receiver that was previously attached to a
journal but is not currently associated with a
journal cannot be used. For example, the receiver
cannot be used with the DSPJRN, APYJRNCHG,
or RMVJRNCHG commands.
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Recovery of a Physical File Using
Journaled Changes

In addition to the file recovery information that
follows, you can use the Work with Journals
(WRKJRN) command to help recover journaled
files.

You can recover from many types of damage to
database file members using journaled changes.
For example, a file member is damaged and
becomes unusable, an error in an application
program caused records to be improperly updated,
or incorrect data was used to update a file. In
each of these instances, simply restoring a saved
version of the file may result in the loss of a signif-
icant amount of data. If you use the Apply Jour-
naled Changes (APYJRNCHG) command to apply
journaled changes, significantly less data may be
lost. You can use the Remove Journaled
Changes (RMVJRNCHG) command to recover
from improperly updated records or incorrect data
if before-images have been journaled. This
command removes (or backs out) changes made
to a file.

Note: To apply or remove journaled changes to
or from a saved copy of the file, the file must have
been saved while it was being journaled.

For an explanation of why files must be saved,
see “Saving Files” on page 3-3.

Recovery after Abnormal System
End

If the system abnormally ends while files are being
journaled, the system does the following:

1. Brings all journals, journal receivers, and files
being journaled to a usable and predictable
condition during the IPL, including any access
paths being journaled and in use at the time
the system abnormally ended.

2. Checks all recently recorded entries in the
journal receivers that were attached to a
journal.

3. Places an entry in the journal to indicate that
an abnormal system end occurred. When the
system completes the IPL, all entries are
available for processing.



4. Checks that the journal receivers attached to
journals can be used for normal processing of
the journal entries. If some of the files being
journaled could not be synchronized with the
journal, the system sends a message
(CPF3172) to the history log (QHST) that
identifies the journals that could not be syn-
chronized. If a journal or a journal receiver is
damaged, the system sends a message to the
history log identifying the damage that
occurred (CPF3171 indicates that the journal
is damaged, and the message CPF3173 or
CPF3174 indicates that the journal receiver is
damaged).

5. Recovers each physical file member that was
in use at the time the system ended abnor-
mally, using the normal system recovery pro-
cedures for database files. See the manual
Database Guide, SC41-9659, for complete
information on database files.

In addition, if a physical file being journaled
(or a logical file defined over that physical file)
was opened for output, update, or delete oper-
ations, the system performs the following func-
tions so changes to that file will not be lost:

a. Ensures that the changes appearing in the
journal receiver after the IPL also appear
in the database file. Changes that do not
appear in the journal receiver are not in
the database file.

b. Places an entry in the journal receiver
indicating whether the file was synchro-
nized with the journal. If the file could not
be synchronized with the journal, the
system places a message (CPF3175) in
the history log identifying the failure, and
you must correct the problem.

A synchronization failure can occur if the data
portion of the member is damaged, a journal
receiver required to perform the synchroniza-
tion is damaged, or the journal is inoperable.

Procedure for Abnormal System End
Recovery: After an abnormal system end,
perform the following:

1. Perform a manual IPL.

2. Check the history log to determine if there are
any damaged files, files that are not synchro-
nized, or any damaged journals or journal
receivers.

Recovery after Abnormal System End

An alternative is to use the WRKJRN
command. See “Work with Journal
(WRKJRN) Command Options” on page 3-4
for more information.
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3. If necessary, recover the damaged journals or
journal receivers as described in “Recovering
When a Journal Is Damaged” on page 3-10
and “Recovering When a Journal Receiver Is
Damaged” on page 3-10.

4. If there is a damaged file:
a. Delete the file.

b. Restore the file from the latest saved
version.

c. Allocate the file so no one else can
access it.

d. Restore the needed journal receivers from
newest to oldest, if they are not on-line.

e. Use the APYJRNCHG command to apply
the changes to the file.

f. Deallocate the file.

WRKJRN can be used to recover damaged
files. See “Work with Journal (WRKJRN)
Command Options” on page 3-4.

5. If a file could not be synchronized, use the
information in the history log and in the journal
to determine why the file could not be syn-
chronized and how to proceed with recovery.
For example, you may need to use the DFU
or a user-written program to bring the file to a
usable condition.

6. Determine which applications or programs
were active, and determine where to restart
the applications from the information in the
history log and in the journal.

If a journaled access path is in use during an
abnormal system end, that access path does not
appear on the Edit Rebuild Access Path display.

If the maintenance for the access path is imme-
diate, the system automatically recovers the
access path during IPL. A status message
appears for each immediate maintenance access
path as it is being recovered during IPL.

The system places a message (CPF3208) in the
system history log for each access path recovered
through the journal during IPL. [f the maintenance
for the access path is delayed, the system auto-
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Recovering When a Journal Receiver Is Damaged

matically recovers the access path during the next
database file open operation using the access
path entries recorded in a journal.

Recovering When a Journal Is
Damaged

If a journal becomes damaged, the system sends
the message CPF8135 to the system operator and
to the job log. Use the Work with Journal
(WRKJRN) command to help you in the recovery
of a damaged journal. Select option 6 (Recover
damaged journal) on the Work with Journals
display to recover a damaged journal. For a
description of the Work with Journals display, see
“Work with Journal (WRKJRN) Command Options”
on page 3-4, or the WRKJRN command in the
manual Programming: Control Language
Reference, SC41-0030.

It is recommended that you use the Work with
Journals (WRKJRN) command to recover a
damaged journal. The WRKJRN command per-
forms all the steps described below except for
saving the physical files and logical files. The
WRKJRN command associates the receivers with
the recovered journals without you having to
delete and restore the receivers.

Use the following steps to recover a damaged
journal without using the WRKJRN command:

1. End journaling for all access paths associated
with the journal by using the ENDJRNAP
command.

2. End journaling for all physical files associated
with the journal by using the ENDJRNPF
command.

3. Delete the damaged journal by using the
DLTJRN command.

4. Create a journal receiver (CRTJRNRCV
command) and create a journal with the same
name and in the same library as the damaged
journal (CRTJRN command), or restore the
journal from a previously saved version.

5. Start journaling the physical files and, if
desired, the access paths by using the Start
Journal Physical File (STRJRNPF) and Start
Journal Access Path (STRJRNAP) commands
for the files, or by deleting and restoring all
the files that were being journaled. Physical
files and access paths that were journaled at
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the time of their save automatically begin jour-
naling at restore time if the journal is on-line.

6. Save the physical files and all associated
logical files to allow for later recovery.

7. Associate the old journal receivers with the
new journal. Save the journal receiver that
was attached to the damaged journal. Delete
it and restore it and any previously attached
journal receivers you need. You must delete
and then restore the receivers after the journal
is restored or re-created in order to associate
the journal receivers with the journal. To
display the names of the associated journal
receivers, use the Work with Journal Attributes
(WRKJRNA) command and take the option to
Work with Receiver Directory.

Each time a journal is restored, a new receiver
chain is started because the last journal receiver
on the chain that existed prior to the restore
process did not have the newly created receivers
as its next receivers.

Recovering When a Journal
Receiver Is Damaged

If a journal receiver becomes damaged, the
system sends the message CPF8136 or message
CPF8137 to the system operator and the job log.
To recover from a damaged receiver, do the fol-
lowing:

« |f the damaged receiver is currently attached
to a journal, use the Change Journal
(CHGJRN) command to attach a new receiver
and detach the damaged receiver. (If dual
receivers exist, the system continues to place
entries on the receiver that is not damaged
until a CHGJRN command is run.)

« If the journal receiver is not currently attached
to a journal, delete the journal receiver using
the Delete Journal Receiver (DLTJRNRCV)
command and restore a previously saved

copy.

« |f the journal receiver was never attached to a
journal, delete the receiver and create it again
or restore it.

If the journal receiver is partially damaged, all
journal entries except those in the damaged
portion of the journal receiver can be listed using
the Display Journal (DSPJRN) command. Using



this list, you can determine what you need to do to
recover your files. Applying or removing journal
changes cannot be done with a partially damaged
journal receiver.

It is recommended that you use the Work with
Journals (WRKJRN) command to recover a
damaged journal receiver. For a description of the
Work with Journals display, see “Work with
Journal (WRKJRN) Command Options” on

page 3-4, or the WRKJRN command in the
manual CL Reference. For a description of the
journal menus, see the on-line information.

Applying and Removing
Journaled Changes

The Apply Journaled Changes (APYJRNCHG) and
Remove Journaled Changes (RMVJRNCHG) com-
mands are used to apply and remove changes
made to a file member.

Note: To use the APYJRNCHG or RMVJRNCHG
command to recover a physical file member, the
member must be currently journaled. The journal
entries must have the same journal identifier as
the member. To ensure the journal identifiers are
the same, save the physical file immediately after
journaling is started for the file and each time a
member is added to the file. “Saving Journaled
Files” on page 2-7 has more information about
saving journaled files.

Applying Journaled Changes

If a file member becomes damaged or is not
usable, you can recover the file using the Apply
Journaled Changes (APYJRNCHG) command
directly, or by using the Work Journal (WRKJRN)
command and following the prompts. For a
description of the journal menus, see the on-line
information or refer to the topic “Work with Journal
(WRKJRN) Command Options” on page 3-4. You
must first reestablish the physical file member to a
condition that you know is undamaged.

» To reestablish the member, restore the last
saved copy of the file. The file must have
been saved while it was being journaled and
the member existed.

» Use the WRKJRN command options to help in
the restore or apply operation.

Applying Journaled Changes

* |f you saved the file using the CPYF
command, use the CPYF command to restore
the member.

m d
: d
‘
O

o f
3

ER

s |f the member was just initialized, initialize the
member again using the Initialize Member
(INZPFM) command or a user-created appli-
cation program.

e If a member was just reorganized, reorganize
the member again using the Reorganize Phys-
ical File Member (RGZPFM) command.

For more information about the CPYF, INZPFM,
and RGZPFM commands, see CL Reference.

If the journal receivers are deleted or saved with
their storage freed since the file was last saved (or
since some other point), you must restore the
needed journal receiver, from the newest to

oldest. The system applies the changes to the file
in the same order as they were originally made.
When you use the APYJRNCHG command, the
file cannot be in use by anyone else.

When the condition of the member has been
established, use the APYJRNCHG command to
apply the changes recorded in the journal to the
file. On the APYJRNCHG command, specify the
first journal entry to be applied to the member.
This entry can be selected from any of the fol-
lowing points:

» After the last save of the member
e From the first journal entry

¢ From an identified sequence number that cor-
responds to a date and time stamp

¢ From an identified sequence number that cor-
responds to the start or end of a particular
job's use of the member (if you did not specify
OMTJRNE(*OPNCLO) when starting jour-
naling for the file)

You can stop applying the journal entries at:

¢ The end of the data in the last journal receiver
in the receiver range

A particular entry in the journal

A date and time stamp

A commitment boundary

The start or end of a particular job's use of the
data in the member (provided you did not
specify OMTJRNE (*OPNCLO))
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Removing Journaled Changes

e The journal entry indicating when the member
was last restored

You can ensure that commitment transaction
boundaries are honored on the apply journaled
changes operations by using the commit boundary
(CMTBDY) parameter on these commands.

Use the Display Journal (DSPJRN) command to
identify the desired starting and ending points. If
you use a control language (CL) program for your
recovery procedures, use the Retrieve Journal
Entry (RTVJRNE) command to retrieve a journal
entry and place it in program variables. The
Receive Journal Entry (RCVJRNE) command can
also be used for recovery. See the CL Reference
for more information.

Apply Journaled Changes
(APYJRNCHG) Command
Examples

The following command applies the changes in
journal JRNA to the first member of all files in the
library DSTPRODLIB that are being journaled to
journal JRNA:

APYJRNCHG JRN(JRNLIB/JRNA) FILE((DSTPRODLIB/*ALL))

Because the RCVRNG parameter is not specified,
the system determines the range of journal
receivers to use as a result of the save informa-
tion for the files. Because the FROMENT param-
eter is not specified, the system applies the
changes beginning with the first journal entry after
the member was last saved.

If the file was last saved with the save-while-active
function, the saved copy of each file member
includes all record-level changes in the journal
entries up to the corresponding F SS journal entry.
In this case, the system applies changes begin-
ning with the first journal entry following the F SS
entry.

If the file was last saved when it was not in use
(normal save), the saved copy of each member
includes all record-level changes in the journal
entries up to the corresponding F MS member
saved journal entry. In this case, the system
applies changes beginning with the first journal
entry following the F MS entry.
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The following command applies the changes to
the file from the journal receivers currently
attached to the journal:

APYJRNCHG  JRN(JRNLIB/JRNA) FILE((LIBA/FILEA MBR1))
RCVRNG (*CURRENT) FROMENT (*FIRST) TOENT (*LAST)

The system applies the changes from the first
journal entry in the currently attached receiver to
the last journal entry in the currently attached
receiver. Changes are applied to member MBR1
of the file FILEA.

The following command applies the changes in

the journal JRNA to all members of the file FILEA

beginning with the first journal entry after the file

member was last saved:

APYJRNCHG  JRN(JRNLIB/JRNA) FILE((LIBA/FILEA *ALL))
TOJOBC(000741/USERP/WORKSTP)

The operation continues until the specified job

closes any of the members in the file that it

opened. The operation is not restricted only to

those journal entries recorded by the specified job.

Note: This example works only if you do not
specify OMTJRNE (*OPNCLO) when starting jour-
naling for the file.

Depending on the type of damage to the physical
file and the amount of activity since the file was
last saved, removing changes from the file can be
easier than applying changes to the file. Use the
Remove Journaled Changes (RMVJRNCHG)
command directly or the Work with Journal
(WRKJRN) command and follow the prompts to
remove (or back out) changes from a file member
if before-images were journaled. For a description
of the journal menus, see the topic “Work with
Journal (WRKJRN) Command Options” on

page 3-4, or the online information for the
WRKJRN command. The changes are removed
in reverse chronological order from the order in
which they were originally made to the file.

On the RMVJRNCHG command, you identify the
first journal entry to be removed from the file
member. This entry can be from:

¢ The last journal entry contained within the
range of journal receivers specified

» The entry corresponding to the last save of
the member

¢ An identified sequence number



Actions of the APYJRNCHG or RMVJRNCHG Command by Journal Code

You can control the changes that are removed
from the file. For example, assume an application
updated entries incorrectly for a period of time. In
this case, you could remove the changes from the
member until that application first opened the
member.

You can stop removing journaled changes at:

¢ The end of data in the journal receivers. (This
corresponds to the first journal entry that was
recorded on the range of journal receivers
specified.)

* An identified sequence number that corre-
sponds to a particular entry in the journal.

e The start of a particular job's use of the
member (if you did not specify OMTJRNE
(*OPNCLO)when starting journaling for the
file).

You can ensure that commitment transaction
boundaries are honored on the remove journaled
changes operations by using the CMTBDY param-
eter on these commands.

Use the Display Journal (DSPJRN) command to
identify the desired starting and ending points for
removing the changes. If you use a control lan-
guage (CL) program for your recovery procedures,
use the Retrieve Journal Entry (RTVJRNE)
command to retrieve a journal entry and place it in
program variables. The Receive Journal Entry
(RCVJRNE) command can also be used for
recovery. See the CL Reference for more infor-
mation.

Remove Journaled Changes
(RMVJRNCHG) Command
Examples

The following command removes the changes in
journal JRNA from the first member of FILEA:

RMVJIRNCHG JRN(JRNLIB/JRNA) FILE(DSTPRODLIB/FILEA)
RCVRNG (*CURRENT)

The system starts removing the changes begin-

ning with the latest entry for that member on the
currently attached journal receiver and continues
to the earliest entry for that member on the cur-

rently attached journal receiver.

The following command removes the changes in
journal JRNA from the first member of FILEA:

RMVJRNCHG JRN(JRNLIB/JRNA) FILE(DSTPRODLIB/FILEA)
RCVRNG (JRNLIB/RCVA1® JRNLIB/RCVA8)

The system starts removing the changes begin-
ning with the last entry (the latest entry) for that
member in journal receiver RCVA10 and con-
tinues to the first entry (the earliest entry) for that
member on journal receiver RCVAS.

The following removes the changes in JRNA from
all members in FILEA from the last save entry to
entry number 1003.

RMVJRNCHG JRN(JRNLIB/JRNA) FILE(DSTPRODLIB/FILEA)
RCVRNG (*CURRENT) FROMENT (*LASTSAVE) TOENT(1003)

If the last save operation used the save-while-
active function, the system starts removing
changes from the entry preceding the last F SS
start of save entry. If the last save operation was
a normal save operation, the system starts
removing changes from the entry preceding the
last F SS member saved entry. In the example,
journaled changes are removed back to entry
1003.

Actions of the APYJRNCHG or
RMVJRNCHG Command by
Journal Code

Table 3-1 on page 3-13 shows the actions taken
by the APYJRNCHG or RMVJRNCHG command
by journal code and entry type. If All is specified
for the Entry Type, it indicates that all entry types
for that journal code have the specified actions
taken by the APYJRNCHG or RMVJRNCHG
command.

Table 3-1 (Page 1 of 3). Actions by Journal Code and Entry Type

Journal Entry

Code Type Operation APYJRNCHG RMVJRNCHG
A All Ignores Ignores

C All Ignores Ignores

A All Ignores Ignores
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Actions of the APYJRNCHG or RMVJRNCHG Command by Journal Code

Table 3-1 (Page 2 of 3). Actions by Journal Code and Entry Type

Journal Entry
Code Type Operation APYJRNCHG RMVJRNCHG
F AY Journaled changes applied Ends Ends
F CE Change end of data Member end of Ends
data changed
CL Member closed Ignores Ignores
F CR Member cleared Member cleared Ends
of all records
F EJ End journaling Ends Ignores
F EP End journaling access paths Ignores Ignores
F FD Member forced to auxiliary storage Ignores Ignores
F U Object synchronized (see note) Ignores Ignores
F U Object not synchronized (see note) Ends Ends
F 1z Member initialized Initialized records Initialized records
inserted in deleted from
member member
F JM Start journaling member Ignores Ends
F JP Start journaling access paths Ignores Ignores
F MD Member deleted Ends Ends
F MF Member saved with storage freed Ends Ends
F MM Member moved Ignores Ignores
F MN Member renamed Ignores Ignores
F MR Member restored Ends Ends
F MS Member saved Ignores Ignores
F OP Member opened Ignores Ignores
F PD Access path deleted Ignores Ignores
F PM Logical owning member of access path moved Ignores Ignores
F PN Logical owning member of access path renamed Ignores Ignores
F RC Journaled changes removed Ends Ends
F RG Member reorganized Ends Ends
F SA Start of APYJRNCHG Ends Ends
F SR Start of RMVJRNCHG Ends Ends
F SS Start of save active Ignores Ignores
J All Ignores Ignores
L All Ignores Ignores
P All Ignores Ignores
R BR Before-image updated for rollback operation Ignores Record updated with
before-image
R DL Record deleted Record deleted Record updated with
before-image
R DR Record deleted for rollback operation Record deleted Record updated
R PT Record written to member Record written to Record deleted from
member member
R PX Record added directly to member Record added Record deleted from
member
R uB Record updated (before-image) Ignores Record updated with

before-image
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Displaying and Printing Journal Entries

Table 3-1 (Page 3 of 3). Actions by Journal Code and Entry Type

Journal Entry
Code Type Operation APYJRNCHG RMVJRNCHG
R (0] Record updated (after-image) Record updated Ignores
with after-image
R UR After-image updated for rollback operation Record updated Ignores
with after-image
S All Ignores Ignores
All Ignores Ignores
u User- User entry Ignores Ignores
specified

Note: The Flag field in the journal entry indicates whether the file is synchronized (hex FO = file was synchronized; hex F1 = file

was not synchronized).

In addition to the entries that cause the command
to end, the system ends the Apply Journaled
Changes (APYJRNCHG) or Remove Journaled
Changes (RMVJRNCHG) command if any format
error (such as an undefined entry for that file
member) or logical error (such as updating a
record that has not been inserted or a duplicate
key exception) is encountered when the command
is run.

For entries that end the APYJRNCHG or
RMVJRNCHG command, a message identifying
the reason for the system end is placed in the job
log, and the corresponding change is not made to
the file member. The message contains the
sequence number of the journal entry on which
the failing condition was detected. Analyze the
error, make the necessary correction, and then
start applying journal changes again using the
appropriate sequence number.

For example, if the entry that caused the
APYJRNCHG command to end is entry code F of
type RG, you must reorganize the physical file
member referred to in the journal entry. Use the
same options that were originally specified on the
reorganize request when the journal entry was
recorded in the journal receiver. Resume applying
journal changes starting with the journal entry fol-
lowing 'F RG' reorganize physical file member
journal entry.

The APYJRNCHG and RMVJRNCHG commands
send an escape message and end the journal
operation if any required journal receiver defined
by the RCVRNG parameter is not on the system
and associated with the journal. Use the
WRKJRNA command to select the journal receiver
directory display, to see which journal receivers

are on the system and associated with the journal.
The escape message contains the name of the
required journal receiver if the reason code of
message CPF7053 is 1 or if message CPF9801 is
sent.

When the processing of the APYJRNCHG or
RMVJRNCHG command ends with an escape
message, the members can be partially changed.
To determine how many changes were applied or
removed for each member, review the diagnostic
messages in the job log prior to the final escape
message for each member, or use the DSPJRN
command to display the journal entries with an F
journal code and an entry type of AY or RC. The
Count field in the journal entry contains the
number of journal entries applied or removed.

For more information on the journal codes and the
journal entries, see “System-Created Journal
Entries” on page 2-18.

Displaying and Printing Journal
Entries

Use the Display Journal (DSPJRN) command to
display journal entries. These entries can be dis-
played at a work station, printed, or written to a
database file. (You cannot directly access the
journal entries in the form in which they are con-
tained in the journal receivers.)

You can use the list of the journal entries to:

e Prepare for the recovery of a particular file.
The list contains the information you need to
specify the starting and ending points for
applying and removing journaled changes.
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Output for Journal Entries Directed to a Database File

» Determine the functions that have been per-
formed on the physical files being journaled
(such as save and restore, clear, reorganize).

» Determine the functions that have been per-
formed on the journal (such as attaching new
journal receivers).

» Determine the functions that have been per-
formed on the associated journal receivers
(such as save and restore).

* Review the activity that has occurred on a file.

* Analyze journal entries for debugging or
problem analysis.

* Analyze journal entries for an audit trail.
* Provide a report of a saved journal receiver.

* List the events that have occurred in the func-
tioning of the journal (for example, when the
files have been saved).

The DSPJRN command can selectively list journal
entries for a particular member of a file, or the
entries for all files within a particular library. You
can further identify journal entries to be listed by
specifying only:

e User-created entries

» Journal entries created to control the journal
(journal codes F and J)

» Journal entries for specific entry types or
journal codes

* Journal entries for a particular job, program, or
file

¢ Any combination of these

Output for Journal Entries
Directed to a Work Station

If you direct the output from the DSPJRN
command to the requesting work station, basic
information about the journal entries appears.

Use the roll key to display the next sequential set
of entries. When the receiver range includes an
attached journal receiver, TOENT(*LAST) is speci-
fied on the command, and the last journal entries
in the journal are displayed, press the Page Down
key to display any new journal entries added to
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the attached receiver since the last time the Page
Down key was pressed.

Output for Journal Entries
Directed to a Database File

If you direct the output from the DSPJRN
command to a database output file, you can
further restrict the journal entries you want to
process by creating logical files over the database
output file.

Each journal entry occupies one record in the
output file. Each has a fixed length portion for
standard files. Before-images and after-images
occupy separate records. The ENTDTALEN
parameter controls the length of the field used to
contain the record image. If the journal entry is
smaller than the output file record, the journal
entry is padded with blanks. If the journal entry is
larger than the output file record, the remainder of
the journal entry is truncated, and the system
issues a warning message. To avoid truncation,
specify the maximum record length in your files for
the ENTDTALEN parameter on the DSPJRN
command or specify *CALC for the ENTDTALEN
parameter to allow the system to calculate the
length of the specific data field so no entry is trun-
cated.

If you write journal entries to a database output
file, you can write applications programs that will
process the data to:

* Write your own apply program.

¢ Correct data that has been incorrectly
updated.

* Remove or review all changes made by a par-
ticular program.

However, if you remove all changes made by
a particular program, you could remove some
valid updates. For example, assume that two
work station users are using the same
program to update a file, and one user enters
some data that is not valid. If you remove all
changes made by that program to remove the
data that is not valid, you also remove the
valid data entered by the other work station
user.



Format of Database Output Files:

When you direct the output of the DSPJRN
command to a database file, the system creates
the output file records in a standard format. The
system creates the database file in one of three
standard formats determined by the value speci-
fied for the OUTFILFMT parameter:

Type Format

*TYPE1 The system uses the QJORDJE format
in the model output file QADSPJRN to
create the output file for the converted
journal entries.

The system uses the QJORDJE2
format in the model output file
QADSPJR2 to create the output file for
the converted journal entries. In addi-
tion to all the fields included in the
*TYPE1 format, this format includes
two fields: one for the user profile
which the job was running under when
the journal entry was added, and one
for the name of the system on which
the output file was created.

The system uses the QJORDJE3
format in the model output file
QADSPJRS to create the output file for

*TYPE2

*TYPE3

Analyzing Your Journal Activity

the converted journal entries. In addi-
tion to all the fields included in the
*TYPE2 format, this format includes a
field for the null value indicators that
correspond to the record image in the
journal entry.

You can create an output file to hold the output
from the DSPJRN command but the format has to
match the format of one of the IBM-supplied
output files. See the DSPJRN command in the
manual Programming Reference Summary, for a
list of the IBM-supplied output files.

To process individual fields in the entry-specific
data, you can use your high-level language (HLL)
to subdivide the fields into subfields, or you can
use the Retrieve Journal Entry (RTVJRNE)
command and the substring built-in function.

Analyzing Your Journal Activity: You
can use the output file created by the DSPJRN
command to help analyze your journal entries.
For example, you could determine how many of
each type of entry (such as add or update) was
done for a specific file or by a specific user.
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Chapter 4. Commitment Control

Prerequisite: To understand the information in

the following topic, it is assumed that you have a
basic understanding of the journal management

function on the AS/400 system. For more infor-

mation about journal management, see Chapter 2, |
“Journal Management” on page 2-1.

Commitment Control Introduction |

Commitment control is a function that allows you
to define and process a group of changes to
resources, such as database files or tables, as a |
single transaction. Commitment control allows
you to design an application so that it can be
started again if a job, an activation group within a
job, or the system ends abnormally. The applica-
tion can be started again with assurance that no
partial updates are in the database due to incom-
plete transactions from a prior failure.

Commitment control is started and ended using
the Start Commitment Control (STRCMTCTL) and
the End Commitment Control (ENDCMTCTL) com-
mands.

Commitment control allows you to: |

e Ensure that all changes within a transaction
are completed for all resources affected.

» Ensure that all changes within a transaction
are removed if processing is interrupted.

¢ Remove changes made during a transaction
when the workstation user application deter-
mines that a transaction is in error.

Throughout this topic, the term transaction is

used. A transaction is defined as a group of indi-
vidual changes to objects on the system that

should appear as a single atomic change to the

user. Commitment control ensures that either the |
entire group of individual changes occur on the
system, or none of the individual changes occur

on the system. An example of changes that can

be grouped together is the transfer of funds from a
savings to a checking account. To the user, this |
is a single transaction. However, more than one |
change occurs to the database because both

savings and checking accounts are updated.

© Copyright IBM Corp. 1991, 1993
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User transactions can be:

Inquiries in which no database file changes
occur.

Simple transactions in which one database file
is changed each time the Enter Key is
pressed.

Complex transactions in which one or more
database files are changed each time the
Enter key is pressed.

Complex transactions in which each time the
Enter key is pressed one or more database
files are changed, but these changes repre-
sent only a part of a logical group of trans-
actions.

Simple or complex transactions that involve
database files on a remote system. A trans-
action must be defined entirely to a single
system, either to the local system or to a
single remote system.

Simple or complex transactions on the local
system that involve objects other than data-
base files.

Commit and Rollback Operations

Two operations affect changes made under com-
mitment control:

Commit

All changes made under commitment control
since the previous commit or rollback opera-
tion are made permanent and all locks related
to the commitment transaction are released.

Rollback

All changes made since the previous commit
or rollback operation are removed and all
locks related to the commitment transaction
are released.

The commit and rollback operations outlined are
available in several AS/400 programming lan-
guages including RPG/400*, COBOL/400*, C/400%,
PL/I, control language (CL), and Structured Query
Language/400 (SQL/400%).
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Terms Used with Commitment
Control

Throughout the commitment control topics, the
terms committable resource, committable change,
commitment boundary, source system, and target
system are used. The following information pro-
vides descriptions of these terms.

A committable resource is a local or remote
AS/400 object that can be placed under commit-
ment control. The following are different types of
committable resources:

¢ |ocal and Remote AS/400 Database Files.

See “Local and Remote AS/400 Database
Files” on page 4-9 for more information about
these committable resources.

* Local and Remote Objects Accessed by SQL.

See “Local and Remote Objects Accessed by
SQL” on page 4-10 for more information
about these committable resources.

¢ |Local APl Commitment Resources.

Applications may place other local objects
under commitment control using the Add
Commitment Resource (QTNADDCR) API.
These are known as APl commitment
resources. See “Local APl Commitment
Resources” on page 4-10 for more informa-
tion about these committable resources.

A committable change is a change to a
committable resource that can be committed or
rolled back. A committable change is referred to
as pending or uncommitted until the change is
committed or rolled back.

The following are committable changes that can
be made into committable resources:

» Record-level changes made to local database
files.

* Record-level changes made to remote data-
base files using DDM or SQL.

* Object-level changes made to local or remote
objects accessed using SQL. This includes
Data Definition Language (DDL) changes such
as Create SQL Package, Create SQL Table,
and Drop SQL Table.
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Object-level changes to local database files
and DDM files not accessed using SQL can
not be committed.

» Changes made to local objects using the Add
Commitment Resource (QTNADDCR) API.

A commitment boundary is established by per-
forming a commit or rollback operation. For a par-
ticular commitment definition, a commitment
boundary is defined to be any time there are no
outstanding uncommitted changes for the objects
being changed under commitment control. When
a committable change is made to a committable
resource, the current transaction is no longer at a
commitment boundary.

A commit operation establishes a new commit-
ment boundary. A rollback operation brings the
objects being changed for the current transaction
back to the previous commitment boundary.

The source system is the AS/400 system that
asks for a change to an object or a record on a
different system. The other system can be
another AS/400 system or a different system. The
source system is also referred to as the applica-
tion requester.

The target system is the system that acts as the
server when a source system requests a change
to a remote object. The target system is the
system on which the object actually resides. The
target system is also referred to as the application
server.

Commitment Definitions and
Activation Groups

When commitment control is started, the system
creates a commitment definition. Each commit-
ment definition is known only to the job that
started commitment control and is not known by
any other job. The commitment definition contains
information pertaining to the resources being
changed under commitment control within that job.
The commitment control information in the com-
mitment definition is maintained by the system as
the commitment resources change, until the com-
mitment definition is ended.

A commitment definition generally includes:

* The parameters on the Start Commitment
Control (STRCMTCTL) command.



¢ The current status of the commitment defi-
nition.

¢ Information about database files and other
committable resources that contain changes
made during the current transaction.

Multiple commitment definitions can be started
and used by programs running within a job. Each
commitment definition for a job identifies a sepa-
rate transaction that has committable resources
associated with it. These transactions can be
committed or rolled back independently from
transactions associated with other commitment
definitions started for the job.

Scope for a Commitment Definition:

The scope for a commitment definition is used to
indicate which programs that run within the job will
use that commitment definition. The default scope
for a commitment definition is to the activation
group of the program that starts commitment
control. Only programs that run within that acti-
vation group will use that commitment definition.
Commitment definitions that are scoped to an acti-
vation group are referred to as activation-group-
ievel commitment definitions. Many
activation-group-level commitment definitions can
be active for a job at one time. However, each
activation-group-level commitment definition can
be associated only with a single activation group.
The programs that run within that activation group
can associate their committable changes only with
that activation-group-level commitment definition.

The alternative scope for a commitment definition
is to the job. A commitment definition with this
scope value is referred to as the job-level (*JOB)
commitment definition. Any program running in an
activation group that does not have an activation-
group-level commitment definition started uses the
job-level commitment definition, if it has already
been started by another program for the job. Only
a single job-level commitment definition can be
started for a job.

In addition to the job-level commitment definition
and commitment definitions that are scoped to a
particular activation group, a job can have other
commitment definitions active that are started by
some system functions. These types of commit-
ment definitions do the following:

* Function independently from any other com-
mitment definition active for a job.

Commitment Control

¢ Do not have any particular scope.
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* Are used only by the system function that
started the commitment definition.

An example of a function that starts these types of
commitment definitions is OfficeVision/400.

For a given activation group, only a single commit-
ment definition can be used by the programs that
run within that activation group. Therefore, pro-
grams that run within an activation group can
either use the job-level or the activation-group-
level commitment definition, but not both at the
same time.

Even when the job-level commitment definition is
active for the job, a program can still start the
activation-group-level commitment definition if no
commitment control requests or operations have
been performed for the job-level commitment defi-
nition by any program running within that acti-
vation group. Otherwise, the job-level
commitment definition would first have to be
ended before the activation-group-level commit-
ment definition could be started. Commitment
control requests or operations for the job-level
commitment definition that would prevent the
activation-group-level commitment definition from
being started include:

¢ An open, full or shared, of a database file
under commitment control.

* Adding an APl commitment resource using the
QTNADDCR API.

e A commit operation.

¢ A rollback operation.

Likewise, if the programs within an activation
group are currently using the activation-group-level
commitment definition, it must first be ended
before the job-level commitment definition could
be used by the programs running within that same
activation group.

When opening a database file, the open scope for
the opened file may be either to the activation
group or to the job with one restriction. If the file
is being opened under commitment control and is
being scoped to the job, then the program making
the open request must be using the job-level com-
mitment definition.
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Commitment Definition Names: The
system gives names to all commitment definitions
started for a job. Table 4-1 on page 4-4 shows
various commitment definitions and their associ-
ated names for a particular job.

Table 4-1. Commitment Definition Names for a Job

Activation Group Commit Scope

Commitment Definition Name

Only Integrated Language Environment
(ILE)-compiled programs can start commitment
control for activation groups other than the
default activation group. Therefore, a job can
use multiple commitment definitions only if the
job is running one or more ILE-compiled pro-
grams. For more information about the Inte-
grated Language Environment, see the ILE*
C/400 Programmer’s Guide and Reference.

Original Program Model (OPM) programs run
in the default activation group, and by default
use the *DFTACTGRP commitment definition.
In a mixed OPM and ILE environment, the job-
level commitment definition should be used if
all committable changes made by all programs
are to be committed or rolled back together.

An opened database file scoped to an acti-
vation group can be associated with either an
activation-group-level or job-level commitment
definition. An opened database file scoped to
the job can be associated only with the job-
level commitment definition. Therefore, any
program, OPM or ILE, that opens a database
file under commitment control scoped to the
job needs to use the job-level commitment
definition.
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<any> Job *JOB

Default activation group Activation group *DFTACTGRP

User-named activation group Activation group Activation group name (for example,
PAYROLL)

System-named activation group Activation group Activation group number (for example.
0000000145)

<none> <none> QDIR001 (example of a system-defined
commitment definition for system use
only)

— Note Application programs do not use the commitment

definition name to identify a particular commitment
definition when making a commitment control
request. Commitment definition names are prima-
rily used in messages to identify a particular com-
mitment definition for a job. Instead, the system
determines which commitment definition to use
based on which activation group the requesting
program is running in. This is possible because
only a single commitment definition can be used
by the programs that run within an activation
group at any point in time.

Jobs with Multiple Commitment Defi-

nitions Example: Figure 4-1 on page 4-5
shows an example of a job that uses multiple
commitment definitions.
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*JOB Commitment Definition 3
A
*DFTACTGRP .
Commitment Commitment
Definition Definition Y
Default
Activation Group Activation Group X Activation Group Y Activation Group Z
Program MAIN PGM_X » PGM_Y
STRCMTCTL STRCMTCTL STRCMTCTL
LCKLVL(*ALL) LCKLVL(*CHG) LCKLVL(*CS)
CMTSCOPE(*JOB)
Perform updates Perform updates
to files Perform updates to files
F1 and F2 to files F5 and F6
F3 and F4
CALL PGM_X Error detected
CALL PGM_Y
ROLLBACK
Perform
additional
updates
to Files
F5and F6
J COMMIT
CALL PGM_Z PGM_Z
¢ Perform updates
to File F7
i COMMIT
COMMIT
RV2W803-1
Figure 4-1. Using multiple commitment definitions in a job
The example assumes that all of the updates | a. PGM_X is called that runs in activation
made to the database files by all of the programs | group X.

are made under commitment control.

1. The MAIN program starts the *DFTACTGRP
commitment definition and performs updates
to files F1 and F2. The updates to files F1
and F2 are associated with the *DFTACTGRP
commitment definition.

b. PGM_X starts the job-level commitment
definition and makes updates to files F3
and F4.

|

|

I

| c. The updates to files F3 and F4 are associ-
| ated with the *JOB commitment definition.
|

|

|

3. The updates to files F3 and F4 are still
pending when PGM_Y is called, which runs in
activation group Y:

2. After the updates are complete, but still
pending:
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a. PGM_Y starts the activation-group-level
commitment definition named Y.

b. Updates are made to files F5 and F&6.

However, the program then detects an
error condition and performs a rollback
operation. The rollback operation is per-
formed only for commitment definition Y.
Therefore, only the updates that were
made to files F5 and F6 are backed out.

c. PGM_Y then makes the correct updates
to files F5 and F6 and performs a commit
operation.

As with the previous rollback operation,
the commit operation is performed for
commitment definition Y. Therefore, only
the updates to files F5 and F6 are com-
mitted to the database.

d. At this point in time, the updates to files
F1, F2, F3, and F4 are still pending.

4. Control is then returned to PGM_X, which

then:

a. Calls PGM_Z running in activation group
Z. PGM_Z does not start commitment
control.

b. The updates made to file F7 are associ-
ated with the *JOB commitment definition
because it is active.

. Control then returns to PGM_X, which per-

forms a commit operation.

The commit operation is performed for the job-
level commitment definition which commits the
updates made to files F3, F4, and F7 to the
database.

The updates made to files F7 and F2 are still
pending.

. Control then returns to the MAIN program,

which performs a commit operation that
makes the changes to files F7 and F2 in the
database permanent.

Notes:

1. If the commit operation performed by PGM_X

is changed to a rollback operation, then only
the updates to files F3, F4, and F7 are backed
out from the database. The updates to files
F5and F6 remain in the database, and the
updates for files F7 and F2 remain pending.
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2.

3.

4.

5.

If a commit operation is performed by PGM_Z
after the updates to file F7, then that commit
operation commits all of the updates for files
F3, F4, and F7 to the database. When control
returns to PGM_X, the updates to files F3 and
F4 are already committed to the database.

If PGM_X is not making its changes under
commitment control, and thus, does not start
the job-level commitment definition, an error is
signaled to PGM_Z when it attempts to make
its changes under commitment control without
first running a STRCMTCTL command. Pro-
grams running within an activation group can
make changes under commitment control
without first running a STRCMTCTL command
only if one of the following is true:

* Some other program running within the
job has started the job-level commitment
definition.

¢ A program running within the same acti-
vation group has started the activation-
group-level commitment definition.

PGM_Z can run a STRCMTCTL command to
start the activation-group-level commitment
definition for activation group Z instead of
using the job-level commitment definition if it
is desirable to have the updates for file F7
committed independently from the updates
made for files F3 and F4. However, notice
that the activation-group-level commitment
definition must be started before making any
changes under commitment control that
become associated with the job-level commit-
ment definition.

The default level of record locking (LCKLVL
parameter) for database files opened under
commitment control is specified when starting
commitment control with the STRCMTCTL
command. Notice that all of the commitment
definitions are using different levels of default
record locking. Any valid level of default
record locking can be specified for a particular
commitment definition, regardless of the
default record locking value specified for any
other commitment definition being used in the
job.

In the example, the updates performed by
PGM_Z are using a default lock level of

*CHG. This was established when the job-
level commitment definition was started by
PGM_X. For more information about lock



levels, see the topic “Lock-Level Parameter”
on page 4-11.

6. For simplicity, the example shows only a
single program running within each activation
group. However, all programs that run in an
activation group all use the same single com-
mitment definition.

7. This example uses only local database files as
the committable resources. However, different
types of committable resources could be:

a. Used and substituted for the database file
resources.

b. Added in addition to the database file
resources already in the example.

Implicit Commit and Rollback
Operations

Usually, a commit or rollback operation is initiated
from an application program using one of the
available programming languages that supports
commitment control. These types of commit and
rollback operations are known as explicit commit
and rollback requests. However, in some
instances the system initiates a commit or rollback
operation for a commitment definition. Commit
and rollback operations initiated by the system are
known as implicit commit and rollback
requests.

The system performs an implicit commit or
rollback for a commitment definition for the fol-
lowing cases:

e Activation group end

Pending changes are implicitly committed by
the system:

— If pending changes exist for an activation-
group-level commitment definition associ-
ated with an activation group that is
ending normally, and

— If no errors are encountered by the
system when closing any files opened
under commitment control scoped to the
activation group during the activation
group end processing.

Pending changes are implicitly rolled back by
the system:

— If pending changes exist for an activation-
group-level commitment definition associ-
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ated with an activation group that is
ending abnormally, or
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— If errors were encountered by the system
when closing any file opened under com-
mitment control scoped to the activation
group during the activation group end pro-
cessing.

However, an implicit commit or rollback opera-
tion is never performed during activation group
end processing for the *JOB or *DFTACTGRP
commitment definitions. This is because the
*DFTACTGRP and *JOB commitment defi-
nitions are never ended due to an activation
group ending. These commitment definitions
are explicitly ended by the ENDCMTCTL
command or when the job ends.

e Abnormal job end

If pending changes exist for any commitment
definition when a job ends abnormally, those
pending changes are rolled back implicitly by
the system. However, if a job ends abnor-
mally during a user’s explicitly requested
commit operation for a commitment definition,

then the commit operation is completed before
ending the job.

¢ Normal job end

If pending changes exist for any commitment
definition when a job ends normally, those
pending changes are rolled back implicitly by
the system.

¢ Abnormal system end

If pending changes exist for any commitment
definition for any job when the system ends
abnormally, those pending changes are rolled
back implicitly by the system as part of the
IPL recovery processing during the next IPL.
However, if the system ends abnormally
during a user’s explicitly requested commit
operation for a commitment definition, then the
commit operation is completed during the next
IPL.

Note: With respect to performing an implicit
commit or rollback operation, a read performed for
a database file opened under commitment control
constitutes a pending change for that particular
commitment definition. This is because the file
position for each file opened under commitment
control is brought back to the last commitment
boundary when a rollback operation is performed.
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Files Being Journaled Under Commitment Control

Performing a read under commitment control
changes the file position, and, therefore, a
pending change then exists for the commitment
definition. A commitment definition with an API
commitment resource added is always considered
to have pending changes. This is because the
system does not know when a real change is
made for an object or objects associated with an
API commitment resource.

The flag value for the ‘CM’ (changes committed)
and ‘RB’ (changes rolled back) journal entries indi-
cate whether a commit or rollback operation for a
particular commitment transaction was performed
explicitly by an end-user program or implicitly by
the system. See Table 2-5 on page 2-19 for
more information about the content for these
journal entry types.

Files Being Journaled under
Commitment Control

The system requires that a database file be jour-
naled if the record changes to that file are to be
made under commitment control. The following
items apply to files being journaled for commit-

mant Aaantral niirmAacac:
HITTHIL LUTTILTUI PUTPUOTS.

* An error message is sent by the system at
open time if an attempt is made to open a
database file under commitment control, but
the file is not currently journaled. Likewise, an
error message is also sent if no commitment
definition is started that can be used by the
file being opened.

* [f the database file resides on a remote
system, then that file must be journaled to a
journal on the remote system prior to the open
being performed for the remote file.

* All database files that are to be opened under
commitment control at the same time for a
commitment definition for a particular commit-
ment transaction must be journaled to the
same, single journal.

However, a different journal can be used from
transaction to transaction for a particular com-
mitment definition. A file can be opened
under commitment control that is journaled to
a different journal than the previous open if:

— No file opened under commitment control
currently exists for this particular commit-
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ment definition that is journaled to a dif-
ferent journal, and

— No closed files exist for this particular
commitment definition with pending
changes that are journaled to a different
journal.

* [f only the after images are being journaled for
a database file when that file is opened under
commitment control, the system automatically
starts journaling both the before and after
images. The before record images will be
captured on the journal only for those pro-
grams that are making record changes to the
file under commitment control. The record
changes not made under commitment control
for the same file (most likely being made by
other programs) still have only the after
images captured on the journal for those
record changes.

Only record-level committable changes are auto-
matically written to a journal by the system. The
journal is then used by the system, if necessary,
for recovery purposes. Object-level committable
changes and committable changes for APl com-
mitment resources are not written to a journal.
Recovery for object-level commitment resources is
performed by the system using a mechanism
other than a journal. Recovery for APl commit-
ment resources is accomplished by calling the
commit and rollback exit program associated with
each particular APl commitment resource.

Commit Cycle Identifier: The commit
cycle identifier within each journal entry is used
to associate all of the journal entries for a partic-
ular commitment transaction together. The 'SC'
(commit transaction started) journal entry type
denotes the beginning of a commitment trans-
action. The 'CM' (changes committed) and 'RB'
(changes rolled back) journal entries denote the
end of a commitment transaction. The 'SC'
journal entry, the 'CM' or 'RB' journal entry, and all
of the other journal entries deposited in the journal
on behalf of record-level changes for the same
commitment transaction are all identified with the
same unique commit cycle identifier. The commit
cycle identifier for a particular commitment trans-
action is the journal sequence number of the 'SC'
(commit transaction started) journal entry. For a
complete list of journal entry types that can be



Changes Made to Resources Under Commitment Control

associated with a commitment transaction, see
“Entry Types by Journal Code” on page 2-19.

— NOTE

The journal entries that are written to a journal
on behalf of commitment control requests are
written only if at least one local database file
has ever been opened under commitment
control for the commitment definition. If no
local database files have ever been opened
under commitment control for the commitment
definition, then the commitment transactions
are not recorded in any journal on the local
system.

If at least one remote database file is opened
under commitment control for the commitment
definition, then the commitment transactions
are recorded in a journal on the remote
system.

For data recovery purposes, the Apply Journaled
Changes (APYJRNCHG) command can be used
to apply record changes to database files. When
performing an apply operation, CMTBDY(*YES)
can be specified so that commitment boundaries
are enforced when the system applies the record-
level changes to the database files. The same is
also true for the Remove Journaled Changes
(RMVJRNCHG) command when removing record-
level changes from database files. For database
record changes made to remote files, the apply
and remove commands must be issued on the
remote system.

However, because object-level changes made
under commitment control and committable
changes made to objects using the QTNADDCR
API are not written to a journal, those committable
changes cannot be applied or removed using the
APYJRNCHG and RMVJRNCHG commands.
Commitment transactions involving these types of
committable changes must be recovered with
user-written programs.

See Chapter 2, “Journal Management” on
page 2-1 for more information about the journal
management functions.

Changes Made to Resources
under Commitment Control
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Various resources can be placed under commit-
ment control. Depending upon the resource, dif-
ferent kinds of committable changes can be made
for those resources. The following discusses
these different commitment resources and how
changes are made to them under commitment
control.

Local and Remote AS/400 Database Files:
Specification is made at the time a database file is
opened indicating whether the changes are to be
made under commitment control. For details on
how to place a database file under commitment
control, refer to the appropriate language refer-
ence manual.

All database files that are opened under commit-
ment control during a commitment transaction
must be journaled to the same journal. The
journal to be used by an associated commitment
definition is established at the time of the first
database file open made under commitment
control that is to be associated with the commit-
ment definition. If the database file resides on a
remote system, then that file must be journaled to
a journal on the remote system prior to the remote
file being opened.

Note: If all database files that were opened
under commitment control to a particular commit-
ment definition are closed and a commitment
boundary is established, then the next file to be
opened under commitment control may be jour-
naled to a journal other than the one previously
used.

After the database file has been opened under
commitment control, record-level changes made to
the file are recorded in the journal, along with the
commit and rollback operations that denote the
end of each individual commitment transaction.
After the record-level changes are complete, the
database file can be closed. The file may be
closed with or without pending changes remaining
for the file. If pending changes remain for the file
at the time it is closed, those pending changes are
either committed or rolled back during the next
commit or rollback operation performed for the
commitment definition.
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Starting Commitment Control Command

No more than 256 distinct database file members
can be opened under commitment control, or
closed with pending changes, associated with the
same commitment definition. The maximum
number of records that can be locked in a trans-
action is 32768.

Local or remote record-level changes can be
made to database files or tables using DDM or
SQL. However, commitment control for DDM files
is supported only between AS/400 systems. For
information on how to place DDM files under com-
mitment control, see the DDM Guide. For infor-
mation on how to place database files accessed
by local and remote SQL under commitment
control, see the Distributed Database Guide.

Local and Remote Objects Accessed by SQL:
Local and remote object-level changes can be
made using SQL. This includes Data Definition
Language (DDL) changes such as Create SQL
Package, Create SQL Table, and Drop SQL
Table. For a complete list of possible object-level
changes and more information on how to place
object-level changes under commitment control

using local and remote SQL, see the Distributed
Database Guide.

Object-level changes to local database files and
DDM files not accessed using SQL are not
committable changes.

Local API Commitment Resources: Applica-
tions may place other local objects under commit-
ment control using the Add Commitment Resource
(QTNADDCR) API. The application must provide
an exit program (referred to as the commit and
rollback exit program) to perform the commit and
rollback operations for these resources. The exit
program is called during commit and rollback
operations to perform whatever processing is nec-
essary for the object, or objects, that are associ-
ated with the APl commitment resource. More
than one APl commitment resource may be added
to a commitment definition. APl commitment
resources are always considered local resources.

Table 4-2 shows the three application program-
ming interfaces provided by the system for com-
mitment control purposes.

Prned

Table 4-2. Commitment Control Application Programming Interfaces

API
Program API Name Description

Add Commitment Adds an APl commitment resource to a particular commitment defi-
QTNADDCR  Resource nition.

Remove Commitment Removes an APl commitment resource from a particular commit-
QTNRMVCR  Resource ment definition.

Retrieve Commitment
QTNRCMTI Information Retrieves information about commitment control.

For more information about APl commitment
resources and these API interfaces, see the
System Programmer’s Interface Reference.

Start Commitment Control
Command

Commitment control is started either at the
activation-group level or at the job-level using the
Start Commitment Control (STRCMTCTL)
command.

The following can be specified on the Start Com-
mitment Control (STRCMTCTL) command:

e The default level of record locking (LCKLVL
parameter) for the database files opened
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under commitment control. For more informa-
tion about lock levels, see the topic “Lock-
Level Parameter” on page 4-11.

¢ The notify object (NFYOBJ) parameter to
which an entry (the commit identification) is
sent to identify the last transaction that was
successfully committed for the commitment
definition. The system places the commit
identification in the notify object for a commit-
ment definition used for local resources if:

— an abnormal job end or an abnormal
system end occurs.

— pending changes exist during a normal job
end.



— a rollback operation is performed during
an activation group end.

For more information about notify objects, see
the topic “Notify Object Parameter” on
page 4-13.

e The scope (CMTSCOPE parameter) for the
commitment definition.

e The Text (TEXT parameter) to help describe
the intended use of the commitment definition.

Lock-Level Parameter: The value you
specify for the LCKLVL parameter on the Start
Commitment Control (STRCMTCTL) command
becomes the default level of record locking for
database files that are opened and placed under
commitment control for the commitment definition.
The default level of record locking cannot be over-
ridden when opening local database files.
However, database files accessed by SQL can be
opened with a different level of record locking than
what is specified as the default lock level on the
STRCMTCTL command.

The lock level should be specified according to
your needs, the wait periods allowed, and the
release procedures used most often. The fol-
lowing descriptions apply only to files opened
under commitment control.

*CHG: This value is used if you want only
changed records to be protected from changes by
other jobs running at the same time.

When updating records using files not opened
under commitment control, the lock on the record
is held only from the time the record is read until

Lock Level Parameter

the update operation is complete. However, under
commitment control, the lock is held for the dura-
tion of the transaction.

*CS: This value is used if you want both changed
and retrieved records to be protected from
changes by other jobs running at the same time.
Retrieved records that are not changed are pro-
tected only until they are released, or a different
record is retrieved.

This value ensures that other jobs are not able to
read a record for update that has been read under
commitment control by this job. In addition, the
program cannot read records for update that have
been locked with a record lock type of *UPDATE
in another job until that job accesses a different
record.

*ALL: This value is used if you want changed
records and retrieved records that are under com-
mitment control to be protected from changes by
other jobs running under commitment control at
the same time. Records that are retrieved or
changed are protected until the next commit or
rollback operation.

This value ensures that other jobs are not able to
access a record for update that has been read
under commitment control by this job. This is dif-
ferent from normal locking protocol. When the
lock level is specified as *ALL, even a record that
is not read for update cannot be accessed if it is
locked with a record lock type of *UPDATE in
another job.

Table 4-3 shows the duration of record locks for
files under and not under commitment control.

Table 4-3 (Page 1 of 2). Lock Duration by Lock-Level Parameter

Request LCKLVL Parameter Duration of Lock Lock
Type
Read only No commitment control No lock
LCKLVL(*CHG) No lock
LCKLVL(*CS) From read to next read, *READ
commit, or rollback
LCKLVL(*ALL) From read to commit *READ

or rollback
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Lock Level Parameter

Table 4-3 (Page 2 of 2). Lock Duration by Lock-Level Parameter

Request LCKLVL Parameter Duration of Lock Lock
Type
Read for update then update or No commitment control From read to update or delete *UPDATE
delete
LCKLVL(*CHG) From read to update or delete *UPDATE
From update or delete *UPDATE
to next commit or rollback
LCKLVL(*CS) From read to update or delete *UPDATE
From update or delete *UPDATE
to next commit or rollback
LCKLVL(*ALL) From read to update or delete *UPDATE
From update or delete *UPDATE
to next commit or rollback
Read for update then release No commitment control From read to release *UPDATE
LCKLVL(*CHG) From read to release, commit, *UPDATE
or rollback
LCKLVL(*CS) From read to release, commit, *UPDATE
or rollback
LCKLVL(*ALL) From read to release, commit *UPDATE
or rollback
Add No commitment control No lock
LCKLVL(*CHG) From add to commit - *UPDATE
or rollback
LCKLVL(*CS) From add to commit *UPDATE
or rollback
LCKLVL(*ALL) From add to commit *UPDATE
or rollback
Write direct No commitment control For duration of write direct *UPDATE
LCKLVL(*CHG) From write direct to commit *UPDATE
or rollback
LCKLVL(*CS) From write direct to commit *UPDATE
or rollback
LCKLVL(*ALL) From write direct to commit *UPDATE
or rollback
A record lock type of *READ is obtained on A record lock type of *UPDATE is obtained on
records that are not read for update when the lock records that are updated, deleted, added, or read
level is *CS or *ALL. This type of lock prevents for update. This type of lock prevents other jobs
other jobs from reading the records for update but from reading the records for update, and prevents
does not prevent the records from being accessed jobs running under commitment control with a
from a read-only operation. record lock level of *CS or *ALL from accessing

the records for even a read-only operation.
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Programs that are not using commitment control
can read records locked by another job, but
cannot read records for update, regardless of the
value specified for the LCKLVL parameter.

The lock level specified for a commitment defi-
nition when commitment control is started for an
activation group or for the job applies only to
opens associated with that particular commitment
definition.

Note: The *CS and *ALL lock-level values
protect you from retrieving a record that currently
has a pending change from a different job.
However, the *CS and *ALL lock-level values do
not protect you from retrieving a record using a
program running in one activation group that cur-
rently has a pending change from a program
running in a different activation group within the
same job.

Within the same job, a program can change a
record that has already been changed within the
current transaction as long as the record is
accessed again using the same commitment defi-
nition. When using the job-level commitment defi-
nition, the access to the changed record can be
made from a program running within any acti-
vation group that is using the job-level commit-
ment definition.

Notify Object Parameter

A notify object is a message queue, data area,
or database file that contains information identi-
fying the last successful transaction completed for
a particular commitment definition if that commit-
ment definition did not end normally. The informa-
tion used to identify the last successful transaction
for a commitment definition is given by the
commit identification that associates a commit
operation with a specific set of committable
resource changes.

The commit identification of the last successful
transaction for a commitment definition is placed
in the notify object only if the commitment defi-
nition does not end normally. This information can
be used to help determine where processing for
an application ended so that the application can
be started again.

If local database files are under commitment
control and a commit operation is performed with

Notify Object Parameter

a commit identification, the commit identification is
placed in the commit journal entry (journal entry
type of 'CM') that identifies that particular trans-
action as being committed.

You can specify the commit identification on the
following:

e CL - COMMIT command

e RPG/400 - COMIT operation code
o PL/I - PLICOMMIT subroutine

e C/400 - _Rcommit function

The commit identification is not supported on the
COBOL COMMIT verb or the SQL COMMIT state-
ment.

The maximum size of the commit identification
within the notify object for the RPG/400 COMIT
operation code, the C/400 _Rcommit function, and
the PLICOMMIT subroutine is 4000 characters. If
the commit identification is larger than 4000 char-
acters in length, the commit identification is trun-
cated. The maximum size of the commit
identification within the notify object for the CL
COMMIT command is 3000 characters. If the
commit identification is larger than 3000 charac-
ters, the commit identification is truncated.

Note: Data areas are limited to 2000 characters.

When a notify object is updated with the commit
identification, it is updated as follows:

¢ Database filev

If a database file is used as the notify object,
the commit identification is added to the end
of the file. Any existing records are left in the
file. Because several users or jobs can be
changing records at the same time, each
commit identification in the file should contain
unique information to associate the data with
the job and commitment definition that failed.
The file serving as a notify object can be jour-
naled.

¢ Data area

If a data area is used as the notify object, the
entire content of the data area is replaced
when the commit identification is placed in the
data area. If more than one user or job is
using the same program, only the commit
identification from the last commitment defi-
nition that did not end normally will be in the
data area. Consequently, a single data area
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Updating Made to the Notify Object

notify object may not produce the correct
information for starting the application pro-
grams again. To solve this problem, use a
separate data area for each commitment defi-
nition for each workstation user or job.

¢ Message queue

If a message queue is used as a notify object,
message CPI8399 is sent to the message
queue. The commit identification is placed in
the second-level text for message CPI8399.
As with using a database file for the notify
object, the contents of each commit identifica-
tion should uniquely identify a particular com-
mitment definition for a job so that an
application program can be started again.

Updates Made to the Notify Object:
Notify objects are useful only for the recovery of
local resources. Regardless of how a commitment
definition ends, the system does not update the
notify object if remote resources have pending
changes for the transaction for which the inter-
ruption occurred. The notify object is not useful
for recovering remote resources.

With r
performed for a database file opened under com-
mitment control constitutes a pending change for
that particular commitment definition. This is
because file position is brought back to the last
commitment boundary when a rollback operation
is performed. Performing a read under commit-
ment control changes the file position, and there-
fore, a pending change then exists for the
commitment definition.

A commitment definition with an APl commitment
resource added is always considered to have
pending changes. This is because the system
does not know when a real change is made for an
object or objects associated with an APl commit-
ment resource.

Otherwise, updates to the notify object are made
by the system based upon the following ways a
commitment definition can end:

¢ If a job ends normally and no uncommitted
changes exist, the system does not place the
commit identification of the last successful
commit operation in the notify object.

* [f an implicit commit operation is performed for
an activation-group-level commitment defi-
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nition when the activation group is ended, the
system does not place the commit identifica-
tion of the last successful commit operation in
the notify object.

Note: Implicit commit operations are never
performed for the *DFTACTGRP or *JOB
commitment definitions.

If the system, job, or an activation group ends
abnormally before the first successful commit
operation for a commitment definition, the
system does not update the notify object
because there is no last commit identification.
To differentiate between this condition and a
normal program completion, your program
must update the notify object with a specific
entry prior to completing the first successful
commit operation for the commitment defi-
nition.

If an abnormal job end or an abnormal system
end occurs after at least one successful
commit operation, the system places the
commit identification of that commit operation
in the notify object. If the last successful
commit operation did not specify a commit
identification, then the notify object is not
updated. For an abnormal job end, this notify
object processing is performed for each com-
mitment definition that was active for the job.
For an abnormal system end, this notify object
processing is performed for each commitment
definition that was active for all jobs on the
system.

The system updates the notify object with the
commit identification of the last successful
commit operation for that commitment defi-
nition if all of the following occur:

— A non-default activation group ends.

— An implicit rollback operation is performed
for the activation-group-level commitment
definition.

— At least one successful commit operation
has been performed for that commitment
definition.

If the last successful commit operation did not
specify a commit identification, then the notify
object is not updated. An implicit rollback
operation is performed for an activation-group-
level commitment definition if the activation
group is ending abnormally or errors occurred
when closing the files opened under commit-



ment control that were scoped to that acti-
vation group. For more information about
scoping database files to activation groups
and how activation groups can be ended, see
the ILE* C/400 Reference Summary.

If uncommitted changes exist when a job ends
normally and at least one successful commit
operation has been performed, the commit
identification of the last successful commit
operation is placed in the notify object and the
uncommitted changes are rolled back. If the
last successful commit operation did not
specify a commit identification, then the notify
object is not updated. This notify object pro-
cessing is performed for each commitment
definition that was active for the job when the
job ended. For more information on the func-
tions done during the normal ending of a job,
see the topic “Commitment Control during
Normal Routing Step End” on page 4-20.

If uncommitted changes exist when the
ENDCMTCTL command is run where stated,
the notify object is updated only if the last suc-
cessful commit operation specified a commit
identification:

— For a batch job, the uncommitted changes
are rolled back and the commit identifica-
tion of the last successful commit opera-
tion is placed in the notify object.

— For an interactive job, if the response to
inquiry message CPA8350 is to rollback
the changes, the uncommitted changes
are rolled back and the commit identifica-
tion of the last successful commit opera-
tion is placed in the notify object.

— For an interactive job, if the response to
inquiry message CPA8350 is to commit
the changes, the system prompts for a
commit identification to use and the
changes are committed. The commit
identification that is entered on the prompt
display is placed in the notify object.

— For an interactive job, if the response to
inquiry message CPA8350 is to cancel the
ENDCMTCTL request, the pending
changes remain and the notify object is
not updated.

Commit Operations
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Commit Scope Parameter

The commit scope parameter identifies the scope
for the commitment definition. The default is to
scope the commitment definition to the activation
group of the program making the start commit-
ment control request. The alternative scope is to
the job. See “Commitment Definitions and Acti-
vation Groups” on page 4-2 for more information
regarding the scope for a commitment definition.

Commit Text Parameter

The commit text parameter identifies the specific
text to be associated with a commitment definition
when displaying information about the commitment
definitions started for a job. If no text is specified,
the system provides a default text description.

Commit Operations

A commit operation performed for a commitment
definition makes the committable changes that
have been made since the last commit or rollback
operation for the same commitment definition per-

manant
iaticilit.

A single commit operation makes perma-
nent the committable resource changes for a
single commitment definition within the job. The
system determines the commitment definition for
which to perform the commit operation based on
the activation group in which the program making

the commit request is running.

Use the following to perform a commit operation:

¢ CL - COMMIT command

¢ RPG/400 - COMIT operation code
e COBOL/400 - COMMIT verb

e C/400 - _Rcommit function

e ILE C/400 - _Rcommit function

e PL/I - PLICOMMIT subroutine

e SQL/400 - COMMIT statement

When a successful commit operation runs, the
system does the following:

¢ |f local resources are under commitment
control, the system saves the commit identifi-
cation, if one is provided, for use at recovery
time.

+ Records are written to the file prior to the
commit operation being performed, if:
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Rollback Operations

— Records were added to a local or remote
database file under commitment control,
and

— SEQONLY(*YES) was specified when the
file was opened so that blocked 1/0O feed-
back is used by the system and a partial
block of records exists.

Otherwise, the 1/O feedback area and 1/O
buffers are not changed.

* |f a file has been opened since the commit-
ment definition was established, a journal
entry type of 'CM' is added to the journal to
indicate that changes made under commit-
ment control have been committed. The
commit identification, if one is specified, is
used as the entry-specific data for the 'CM'
journal entry. Before the commit operation
was requested, the before-images and the
after-images of changed records were placed
in the journal.

* Pending object-level changes are made per-
manent.

* Record and object locks that were acquired
and kept for commitment control purposes are
unlocked and those resources are made avail-
able to other users.

¢ A call is made to the commit and rollback exit
program for each APl commitment resource
that is present in the commitment definition.
The exit programs are called in the order that
the APl commitment resources were added to
the commitment definition.

e Information is changed in the commitment
definition to show that the current transaction
has been ended.

All of the above must perform correctly for the
commit operation to be successful.

When remote resources are under commitment
control, a commit operation on the source system
causes the system to send a commit request to
the target system. At the target system, the
commit operation works the same as it would on a
local system. Any errors are sent back to the
source system where they are signaled to the
user. If the commit operation fails for remote
resources and pending changes have been made
to remote resources using SQL, the system sends
a rollback request to the target system and the
connection is ended.
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Rollback Operations

A rollback operation performed for a commitment
definition removes the committable changes that
have been made since the last commit or rollback
operation for the same commitment definition. A
single rollback operation removes the committabie
resource changes for a single commitment defi-
nition within the job. The system determines the
commitment definition on which to perform a
rollback operation based on the activation group in
which the program making the rollback request is
running.

Use the following to perform the rollback opera-
tion:

e CL - ROLLBACK command

* RPG/400 - ROLBK operation code
e COBOL/400 - ROLLBACK verb

e (C/400 - _rRollback function

e |LE C/400 - _Rrollback function

e PL/I - PLIROLLBACK subroutine

¢ SQL/400 - ROLLBACK statement

When a successful rollback operation runs, the
system does the following:
e For database files under commitment control:

If a record was deleted from a file, the
record is added back to the file.

— Any changes to records that have been
made during this transaction are removed,
and the original records (the before-
images) are placed back into the file.

— If any records were added to the file
during this transaction, they remain in the
file as deleted records.

— If any record changes were made during
the transaction, a journal entry of 'RB' is
added to the journal indicating that a
rollback operation occurred. The journal
also contains images of the record
changes that were rolled back. Before the
rollback operation was requested, the
before-images and after-images of
changed records were placed in the
journal.

— The system positions the open files under
commitment control at the last record
accessed in the previous transaction or at



the open position if no commit operation
has been performed for the file using this
commitment definition. This is an impor-
tant consideration if you are doing
sequential processing.

— Records are cleared from the 1/O buffer:

- If records were added to a local or
remote database file under commit-
ment control, and

- |f SEQONLY(*YES) was specified
when the file was opened so that
blocked /0O is used by the system and
a partial block of records exists that
has not yet been written to the data-
base.

Otherwise, the I/O feedback area and 1/O
buffers remain unchanged.

— Non-committable changes for database
files are not rolled back. For example,
opened files are not closed, and cleared
files are not restored. Any files that were
closed during this transaction are not reo-
pened or repositioned.

— Baprnrd lnnke th
— Record locks that were ac

Yy "M
[V R g

mitment control purposes are unlocked

and those records are made available to

other users.

The commit identification currently saved by
the system remains the same as the commit
identification provided with the last commit
operation for the same commitment definition.

Object-level committable changes made
during this transaction are reversed, or rolled
back.

Object locks that were acquired for commit-
ment control purposes are unlocked and those
objects are made available to other users.

A call is made to the commit or rollback exit
program for each APl commitment resource
that is present in the commitment definition.
The exit programs are called in the reverse
order of that by which the API commitment
resources were added to the commitment defi-
nition.

The previous commitment boundary is estab-
lished as the current commitment boundary.

Commitment Control Status

¢ Information is changed in the commitment
definition to show that the current transaction
has been ended.
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All of the above must perform correctly for the
rollback operation to be successful.

When remote resources are under commitment
control, a rollback operation on the source system
causes the system to send a rollback request to
the target system. At the target system, the
rollback operation works the same as it would on
a local system. Any errors are sent back to the
source system where they are signaled to the
user. If the rollback operation fails, then the con-
nection to the target system is ended.

Commitment Control Status

You can select an option on the Work with Job
(WRKJOB command) or Display Job (DSPJOB
command) display to show the status of commit-
ment control for a particular job. When you select
the Display Commitment Control Status option, a
list of commitment definitions currently established
for the job are shown. When you select the
Dispiay option for a commitment definition, the
Display Commitment Definition Status display is
shown. It contains the following information that
can help in debugging a program.

 Activation group number associated with the
commitment definition.

This field is blank for the *JOB commitment
definition and any commitment definition
started by the system for system provided
functions, such as OfficeVision/400.

¢ Journal to which the files under commitment
control are being journaled.

» System-generated identifier of the current
commit cycle, if local database files are
opened under commitment control.

* Whether there are any resources under com-
mitment control for the commitment definition,
and if so, whether they are local or remote.

» Default lock-level specified on the
STRCMTCTL command.

* Name of the notify object.

» Total number of commit operations performed
for the commitment definition.
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Ending Commitment Control

» Total number of rollback operations performed
for the commitment definition.

¢ Whether APl commitment resources have
been added to the commitment definition.

If remote resources are not under commitment
control for the commitment definition, you can
select the Display Record Level Status option on
the Display Commitment Control Status display.
This display shows the following:

 Files currently under commitment control for
the commitment definition.

» Total number of committed changes that were
committed since the last time the file was
opened and associated with this commitment
definition.

» Total number of changes to the files that were
rolled back since the last time the file was
opened and associated with this commitment
definition.

* Total number of committable record-level
changes made to the files waiting for a
commit or rollback operation.

* Level of record locking for the file.

 Status of the file (either open or closed).

If remote resources are not under commitment
control for the commitment definition, you can
select the Display Object Level Status option on
the Display Commitment Control Status display.
This display shows the following:

* Name and type of the object that has had an
object-level change made for it during this
commitment transaction.

 Description of the change that was made to
the object.

If remote resources are under commitment control
for the commitment definition, you can select the
Display Remote RDB Status option on the Display
Job Commitment Control Status display to show
information about remote SQL relational data-
bases. This display shows the following:

* Remote location name of the system con-
taining the database.

¢ Name of the remote relational database under
commitment control for this commitment defi-
nition.
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» Whether or not changes have been made to
the remote relational database during the
current transaction.

If remote resources are under commitment control
for the commitment definition, you can select the
Display Remote File Status option on the Display
Commitment Control Status display to show infor-
mation about remote DDM files. This display
shows the following:

» Remote location name of the system con-
taining the DDM files currently opened under
commitment control for this commitment defi-
nition.

* Names of the DDM files currently opened
under commitment control for this commitment
definition.

» Level of record locking for the file.
 Status of the file (open or closed).

¢ Remote file name for the DDM file.

For further description of the commitment control
status displays, use the on-line help information.

On the Work with Active Jobs (WRKACTJOB)
display, the Status column may show a value of
CMTW (commit wait) for one or more jobs. This
value indicates that the job is being prevented
from moving beyond a commitment boundary due
to a save-while-active operation. During a save-
while-active operation, the system delays every
job with committable resources in the save
request at a commitment boundary until those
objects have reached a checkpoint. This allows
the save-while-active operation to save the objects
at commitment boundaries so that no partial trans-
actions are saved to the save media.

End Commitment Control
(ENDCMTCTL) Command

Commitment control may be ended for either the
job-level or activation-group-level commitment
definition using the End Commitment Control
(ENDCMTCTL) command. Issuing the
ENDCMTCTL command indicates to the system
that the commitment definition in use by the
program making the request is to be ended. The
ENDCMTCTL command ends only one commit-
ment definition for the job and all other commit-
ment definitions for the job remain unchanged.




Commitment Control during Activation Group End

If the activation-group-level commitment definition
is ended, then programs running within that acti-
vation group can no longer make changes under
commitment control, unless the job-level commit-
ment definition is already started for the job. If the
job-level commitment definition is active, then it is
immediately made available for use by the pro-
grams running within the activation group that just
ended commitment control.

If the job-level commitment definition is ended,
then any program running within the job that was
using the job-level commitment definition can no
longer make changes under commitment control
without first starting commitment control again with
the STRCMTCTL command.

Before issuing the ENDCMTCTL command, the
following must be satisfied for the commitment
definition to be ended:

¢ All files opened under commitment control for
the commitment definition to be ended must
first be closed. When ending the job-level
commitment definition, this includes all files
opened under commitment control by any
program running in any activation group that is
using the job-level commitment definition.

e All APl commitment resources for the commit-
ment definition to be ended must first be
removed using the QTNRMVCR APIl. When
ending the job-level commitment definition,
this includes all APl commitment resources
added by any program running in any acti-
vation group that is using the job-level com-
mitment definition.

* A remote database associated with the com-
mitment definition to be ended must be dis-
connected.

If commitment control is being ended in an inter-
active job and one or more committable resources
associated with the commitment definition have
pending changes, inquiry message CPA8350 is
sent to the user asking whether to commit the
pending changes, roll back the pending changes,
or cancel the ENDCMTCTL request.

If commitment control is being ended in a batch
job, and one or more closed files associated with
the commitment definition to be ended still have

pending changes, the changes are rolled back and
message CPF8356 (for local resources) or
CPF835C (for remote resources) is sent.

.
|
|
0
o f
3
39

If a notify object is defined for the commitment
definition being ended it may be updated. See
"Updates Made to the Notify Object" on page 4-13
for more information regarding the updating of a
notify object by the system.

After the commitment definition has successfully
ended, all the necessary recovery, if any, has
been performed. No additional recovery is per-
formed for the commitment resources associated
with the commitment definition just ended.

After the commitment definition is ended, the job-
level or activation-group-level commitment defi-
nition can then be started again for the programs
running within the activation group. The job-level
commitment definition may be started only if it is
not already started for the job.

Although commitment definitions can be started
and ended many times by the programs that run
within an activation group, the amount of system
resources required for the repeated start and end
operations can cause a decrease in job perfor-
mance and overall system performance. There-
fore, it is recommended that a commitment
definition be left active if a program to be called
later will use it.

Commitment Control during
Activation Group End

The system automatically ends an activation-
group-level commitment definition when an acti-
vation group ends and the job is not ending at the
same time. If pending changes exist for an
activation-group-level commitment definition and
the activation group is ending normally, the
system performs an implicit commit operation for
the commitment definition before it is ended. Oth-
erwise, an implicit rollback operation is performed
for the activation-group-level commitment defi-
nition before being ended if the activation group is
ending abnormally, or if errors were encountered
by the system when closing any files opened
under commitment control scoped to the activation

group.
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Commitment Control during Abnormal System or Job End

NOTE
’__

An implicit commit or rollback operation is
never performed during activation-group end
processing for the *JOB or *“DFTACTGRP
commitment definitions. This is because the
*JOB and *DFTACTGRP commitment defi-
nitions are never ended due to an activation
group ending. Instead, these commitment
definitions are either explicitly ended with an
ENDCMTCTL command or ended by the
system when the job ends.

The system automatically closes any files scoped
to the activation group when the activation group
ends. This includes any database files scoped to
the activation group opened under commitment
control. The close for any such file occurs before
any implicit commit operation that may be per-
formed for the activation-group-level commitment
definition. Therefore, any records that reside in an
I/0 buffer are first forced to the database before
any implicit commit operation is performed.

As part of the implicit commit or rollback operation
that may be performed, a call is made to the API
commit and rollback exit program for each API
commitment resource associated with the
activation-group-level commitment definition. After
the API commit and rollback exit program is
called, the system automatically removes the API
commitment resource.

If an implicit rollback is performed for a commit-
ment definition that is being ended due to an acti-
vation group being ended, then the notify object, if
one is defined for the commitment definition, may
be updated. See “Updates Made to the Notify
Object” on page 4-14 for more information
regarding the updating of a notify object by the
system.

Commitment Control during
Normal Routing Step End

The system ends all commitment definitions for a
job when a routing step is normally ended. A
routing step ends normally by one of the following:

* A normal end for a batch job.

* A normal sign-off for an interactive job.

4-20 AS/400 Advanced Backup and Recovery Guide

* The Reroute Job (RRTJOB), Transfer Job
(TFRJOB), or Transfer Batch Job
(TFRBCHJOB) command ends the current
routing step and starts a new routing step.

Any other end of a routing step is considered
abnormal and is recognized by a nonzero com-
pletion code in the job completion message
(CPF1164) in the job log.

Prior to ending a commitment definition during
routing step end, the system performs an implicit
rollback operation if the commitment definition has
pending changes. This includes calling the API
commit and rollback exit program for each API
commitment resource associated with the commit-
ment definition. After the APl commit and rollback
exit program is called, the system automatically
removes the APl commitment resource.

If a notify object is defined for the commitment
definition, it may be updated. See “Updates Made
to the Notify Object” on page 4-14 for more infor-
mation about the updating of a notify object by the
system.

Commitment Control during
Abnormal System or Job End

The system ends all commitment definitions for a
job when the job ends abnormally. These commit-
ment definitions are ended during the end job pro-
cessing. [f the system ends abnormally, the
system ends all commitment definitions that were
started and being used by all active jobs at the
time of the abnormal system end. These commit-
ment definitions are ended as part of the database
recovery processing that is performed during the
next IPL after the abnormal system end.

The system performs the following for commitment
definitions being ended during an abnormal job
end or during the next IPL after an abnormal
system end:

* Prior to ending a commitment definition, the
system performs an implicit rollback operation
if the commitment definition has pending
changes, unless processing for the commit-
ment definition was interrupted in the middle
of a commit operation. If ended in the middle
of a commit operation, the commit operation is
completed. The processing to perform the
implicit rollback operation or to complete the




Commitment Control During A Save-While-Active Operation

commit operation includes calling the API
commit and rollback exit program for each API
commitment resource associated with the
commitment definition. After the APl commit
and rollback exit program is called, the system
automatically removes the APl commitment
resource.

« If a notify object is defined for the commitment
definition, it may be updated. See “Updates
Made to the Notify Object” on page 4-14 for
more information about the system updating a
notify object.

— NOTE

The recovery for commitment definitions
described in this section refers to an abnormal
end for the system or a job due to a power
failure, a hardware failure, or a failure in the
operating system or licensed internal code.
However, forcing a job to end abnormally with
the End Job Abnormal (ENDJOBABN)
command may result in pending changes for
any currently active transactions for the job
being ended to be partially committed or rolled
back. The next IPL may attempt recovery for
any partial transactions for the job ended with
the ENDJOBABN command.

However, any commitment control recovery
that may be performed during an IPL for a job
that is ended with the ENDJOBABN command
may or may not be desirable. All locks for
commitment resources are released when the
job is ended abnormally and any pending
changes due to partial transactions are made
available to other jobs. These pending
changes may then cause other application pro-
grams to make additional erroneous changes
to the database. Likewise, any ensuing IPL
recovery that would be performed later may
adversely effect the changes made by any
applications after the job was ended abnor-
mally. For example, an SQL table may be
dropped during IPL recovery as the rollback
action for a pending create table. However,
other applications may have already inserted
several rows into the table after the job was
ended abnormally.

Commitment Control during a
Save-While-Active Operation
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The save-while-active checkpoint processing waits
until all committable resources in the save request
are at a commitment boundary (with respect to all
jobs making committable changes to the objects
being saved) prior to actually saving the objects to
the save media. This is done so that no partial
transactions are saved to the save media by a
save-while-active operation.

When commitment control is active for any job on
the system, the system performs the following
during the save-while-active checkpoint pro-
cessing:

« Identifies all jobs that have one or more com-
mitment definitions with pending committable
changes related to the objects being saved by
the save-while-active operation.

» For identified jobs, allows additional
committable changes to be made for any com-
mitment definitions already started, or to be
started. Additional committable changes are
allowed for the objects so that all pending
changes for the objects saved by the save-
while-active operation can be committed or
rolled back.

* Delays any job that attempts to make a
committable change to an object being saved
by the save-while-active operation and all
commitment definitions for the job do not have
any pending changes for any objects being
saved by the save-while-active operation. The
job is delayed only until the checkpoint pro-
cessing is completed for the save-while active
operation.

Any job not making committable changes to the
objects being saved by the save-while-active oper-
ation is not delayed, except for the following
cases:

» Object-level changes made to local resources
using SQL.

Any job that attempts to make an object-level
committable change within a library that is
having objects saved from it by a save-while-
active operation.

¢ API commitment resources.
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The Size of a Transaction

Any job that attempts to add an APl commit-
ment resource and all other commitment defi-
nitions for the job do not have any pending
changes for any objects being saved by the
save-while-active operation.

In addition, any job with an added API com-
mitment resource is held during a commit or
rollback request for the commitment definition
with the APl commitment resource added.
This is because the system does not know
which objects are being changed for an API
commitment resource.

Therefore, for a save-while-active request, the
system delays all jobs during the checkpoint
processing that have a commitment definition
with an APl commitment resource. Because
the job is held during the commit or rollback
request, and because a commit or rollback
request can be performed only for a single
commitment definition at a time, jobs with
more than one commitment definition with AP/
commitment resources added always prevent
a save-while-active operation from completing.

For all the cases mentioned previously that delay
a job due to a save-while-active operation, the job
is delayed only if all other commitment definitions
for the job do not have any pending changes for
any objects being saved by the save-while-active
operation. The job is delayed only until the check-
point processing is completed for the save-while-
active operation.

The save active wait (SAVACTWAIT) parameter
value on the save commands can be used to
control the amount of time allowed for jobs to
reach, and be delayed at, a commitment
boundary.

Other considerations and restrictions apply when
performing a save operation from a job that has
active commitment definitions. For more informa-
tion, see “Miscellaneous Considerations and
Restrictions for Commitment Control” on

page 4-26.

For more information about commitment control
and save-while-active operations, see Chapter 5,
“Save-While-Active Function” on page 5-1.
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Commitment Control
Considerations and Restrictions

The following sections describe programming con-
siderations and restrictions when using commit-
ment control.

The Size of a Transaction: For this dis-
cussion, a transaction is interactive. (Commitment
control can also be used for batch applications,
which often can be considered a series of trans-
actions. Many of the same considerations apply
to batch applications, which are discussed in
“Commitment Control for Batch Applications” on
page 4-25.)

The maximum number of records that can be
locked in a transaction is 32 768.

When choosing the lock level for your records,
consider the size of your transactions. Size
should determine how long records are locked
before a transaction ends. You have to decide if
a commit or rollback operation for commitment
control is limited to a single use of the Enter key,
or if the transaction consists of many uses of the
Enter key.

Note: The shorter the transaction, the earlier the
job waiting to start save-while-active checkpoint
processing can continue and complete.

For example, for an order entry application, a cus-
tomer might order several items in a single order
requiring an order detail record and an inventory
master record update for every item in the order.

If the transaction is defined as the entire order and
each use of the Enter key orders an item, all
records involved in the order are locked for the
duration of the entire order. Therefore, often-used
records (such as inventory master records) could
be locked for long periods of time, preventing
other work from progressing. If all items are
entered with a single Enter key using a subfile, the
duration of the locks for the entire order is mini-
mized.

In general, the number and duration of locks
should be minimized so several workstation users
can access the same data without long waiting
periods. You can do this by not holding locks
while the user is entering data on the display.
Some applications may not require more than one
workstation user accessing the same data. For




example, in a cash posting application with many
open item records per customer, the typical
approach is to lock all the records and delay them
until a workstation user completes posting the
cash for a given receipt.

If the workstation user presses the Enter key
several times for a transaction, it is possible to
perform the transaction in a number of segments.
For example:

» The first segment is an inquiry in which the
workstation user requests the information.

* The second segment is a confirmation of the
workstation user’s intent to complete the entire
transaction.

» The third segment is retrieval and update of
the affected records.

This approach allows record locking to be
restricted to a single use of Enter.

This inquiry-first approach is normally used in
applications where a decision results from infor-
mation displayed. For example, in an airline res-
ervation application, a customer may want to know
what flight times, connecting flights, and seating
arrangements are available before making a deci-
sion on which flight to take. Once the customer
makes a decision, the transaction is entered. If
the transaction fails (the flight is now full), the
rollback function can be used and a different
request entered. If the records were locked from
the first inquiry until a decision is made, another
reservation clerk would be waiting until the other
transaction is complete.

Record Locking: When a job holds a record
lock and another job attempts to retrieve that
record for update, the requesting job waits and is
removed from active processing until one of the
following occurs:

e The record lock is released.
* The specified wait time ends.

More than one job can request a record to be
locked by another job. When the record lock is
released, the first job to request the record
receives that record. When waiting for a locked
record, specify the wait time in the WAITRCD
parameter on the following create, change, or
override commands:

Create Physical File (CRTPF)

Record Locking

Create Logical File (CRTLF)

Create Source Physical File (CRTSRCPF)
Change Physical File (CHGPF)

Change Logical File (CHGLF)

Change Source Physical File (CHGSRCPF)
Override Database File (OVRDBF)
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When specifying wait time, consider the following:

« If you do not specify a value, the program

waits the default wait time for the process.

If the record cannot be allocated within the
specified time, a notify message is sent to the
high-level language program.

If the wait time for a record is exceeded, the
message sent to the job log gives the name of
the job holding the locked record that caused
the requesting job to wait. If you experience
record lock exceptions, you can use the job
log to help determine which programs to alter
so they will not hold locks for long durations.
Programs keep record locks over long dura-
tions for one of the following reasons:

— The record remains locked while the work-
station user is considering a change.

— The record lock is part of a long commit-
ment transaction. Consider making
smaller transactions so a commit opera-
tion can be performed more frequently.

— An undesired lock has occurred. For
example, assume a file is defined as an
update file with unique keys, and the
program updates and adds additional
records to the file. If the workstation user
wants to add a record to the file, the
program may attempt to access the record
to determine whether the key already
exists. If it does, the program informs the
workstation user that the request made is
not valid. When the record is retrieved
from the file, it is locked until it is implicitly
released by another read operation to the
same file, or until it is explicitly released.

Note: For more information about how to
use each high-level language interface to

release record locks, see the appropriate

high-level language reference manual.

The duration of the lock is much longer if
LCKLVL(*ALL) is specified because the
record that was retrieved from the file is
locked until the next commit or rollback
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Minimizing Locks

operation. It is not implicitly released by
another read operation and cannot be
explicitly released.

Minimizing Locks: A typical way to mini-
mize record locks is to release the record lock.
(This technique does not work if LCKLVL(*ALL)
has been specified.) For example, a single file
maintenance application typically does the fol-

lowing:

» Displays a prompt for a record identification to
be changed.

o Retrieves the requested record.
» Displays the record.

¢ Allows the workstation user to make the
change.

e Updates the record.

In most cases, the record is locked from the
access of the requested record through the
update. The record wait time may be exceeded
for another job that is waiting for the record. To
avoid locking a record while the workstation user
is considering a change, release the record after it
is retrieved from the database (before the record
display appears). You then need to access the
record again before updating. If the record was
changed between the time it was released and the
time it was accessed again, you should inform the
workstation user. The program can determine if
the record was changed by saving one or more
fields of the original record and comparing them to
the fields in the same record after it is retrieved,
as follows:

» Use an update count field in the record and
add 1 to the field just before an update. The
program saves the original value and com-
pares it to the value in the field when the
record is retrieved again. If a change has
occurred, the workstation user is informed and
the record appears again. The update count
field is changed only if an update occurs. The
record is released while the workstation user
is considering a change. If you use this tech-
nique, you must use it in every program that
updates the file.

e Save the contents of the entire data record
and compare it to the record the next time it is
retrieved.
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In both cases above, the sequence of operations
prevents the simple use of externally described
data in RPG where the same field names are
used in the master record and in the display file.
Using the same field names (in RPG) does not
work because the workstation user’s changes are
overlaid when the record is retrieved again.

You can solve this problem by moving the record
data to a data structure or continue to use
externally described data if you use the DDS
keyword RTNDTA. The RTNDTA keyword allows
your program to reread data on the display without
the operating system having to move data from
the display to the program. This allows the
program to do the following:

1. Prompt for the record identification.

2. Retrieve the requested record from the data-
base.

3. Release the record.

4. Save the field or fields used to determine if
the record was changed.

5. Display the record and wait for the workstation
user to respond.

If the workstation user changes the record on the
display, the program uses the following sequence:

1. Retrieves the record from the database again.

2. Compares the saved fields to determine if the
database record has been changed. If it has
been changed, the program releases the
record and sends a message when the record
appears.

3. Retrieves the record from the display by
running a read operation with the RTNDTA
keyword and updates the record in the data-
base record.

4. Proceeds to the next logical prompt because
there are no additional records to be released
if the workstation user cancels the request.

LCKLVL(*CHG) and LCKLVL(*CS) work in this sit-
uation. If LCKLVL(*ALL) is used, you must
release the record lock by using a commit or
rollback operation.



Performance Considerations for Commitment Control

Commitment Control for Batch Appli-

cations: Batch applications may or may not
need commitment control. In some cases, a batch
application can perform a single function of
reading an input file and updating a master file.
However, you can use commitment control for this
type of application if it is important to start it again
after an abnormal end.

The input file is an update file with a code in the
records to indicate that a record was processed.
This file and any files updated are placed under
commitment control. When the code is present in
the input file, it represents a completed trans-
action. The program reads through the input file
and bypasses any records with the completed
code. This allows the same program logic to be
used for normal and starting again conditions.

If the batch application contains input records
dependent on one another and contains switches
or totals, a notify object can be used to provide
information on starting again. The values held in
the notify object are used to start processing again
from the last committed transaction within the
input file. See the topic “Notify Object Parameter”
on page 4-13.

If input records are dependent on one another,
they can be processed as a transaction. A batch
job is not permitted to exceed the 32 768 record
lock limit. Any commit cycle that exceeds 2000
locks will probably slow down system performance
noticeably. Otherwise, the same locking consider-
ations exist as for interactive applications, but the
length of time records are locked in a batch appli-
cation may be less important than in interactive
applications.

Performance Considerations for Com-

mitment Control: Using commitment control
requires resources that can affect system perfor-
mance. Several factors affect system perfor-
mance regarding commitment control:

e Journaling

Journaling a file requires system resources. If
you specify only after-images, commitment
control changes this to both before- and after-
images while commitment control is in effect.
Usually this is a space, not a performance,
consideration.

e Commit operation

If a file has been opened under commitment
control, each commit of a transaction adds
two entries to the journal whether or not the
user has made changes to the database. The
number of entries added can increase signif-
icantly for a large volume of small trans-
actions. You may want to place the journal
receivers in a user auxiliary storage pool
(ASP). For detailed information on user
ASPs, see “General Information about Auxil-
iary Storage Pools” on page 6-8.

Rollback operation

Because commitment control must rollback
the pending changes recorded in the data-
base, additional system resources are
required whenever a rollback occurs. Also, if
record changes are pending, a rollback opera-
tion causes additional entries to be added to
the journal.

Start Commitment Control (STRCMTCTL) and
End Commitment Control (ENDCMTCTL)
commands

Additional overhead is incurred by the system
each time a commitment definition is started
and ended using the STRCMTCTL and
ENDCMTCTL commands respectively. Avoid
using the STRCMTCTL and ENDCMTCTL
commands for each transaction. Use them
only when necessary. You can establish a
commitment definition at the beginning of an
interactive job and use it for the duration of
the job.

Opening a file

If you open a file without specifying the
commit open option, no additional system
resource is used even if a commitment defi-
nition has been started. For more information
about specifying the commit open option, see
the appropriate high-level language reference
manual.

Using the journal for commitment control
transactions

The same journal must be used for all files
under commitment control within the same
transaction for a commitment definition. Files
that are journaled to use a different journal
can be placed under commitment control
without ending the commitment definition:

4-25

Chapter 4. Commitment Control

Hwwo?) pue



— If all the database files that were opened
under commitment control for a particular
commitment definition are now closed with
no pending changes, or

— If all database files are now closed, and a
commit or rollback operation is first per-
formed to complete or back out any
pending database file changes.

If files are open under commitment control, or
a transaction has not been completed, a dif-
ferent journal cannot be used.

Record locking

Record locking can affect other applications.
The number of records locked within a partic-
ular job increases the overall system
resources used for the job. Applications
needing to access the same record must wait
for the transaction to end.

SEQONLY

If you request the SEQONLY(*YES) option (by
using the OVRDBF command or the applica-
tion program implicitly attempts to use
SEQONLY(*YES)) and the file is opened for
input only under commitment control, the
option is changed to SEQONLY(*NO). This
option can affect the performance of input files
because records will not be blocked.

Requesting a record-level change for a data-
base file

A request to make a record-level change
under commitment control for a database file
may be delayed if the commitment definition is
at a commitment boundary and a save-while-
active operation is running in a different job.
This can happen when a file is journaled to
the same journal as some of the objects on
the save request.

Note: The Status column on the Work with
Active Jobs (WRKACTJOB command) display
shows CMTW (commit wait) when a job is
being held due to save-while-active checkpoint
processing.

Committing or rolling back changes.

A commit or rollback operation may be
delayed at a commitment boundary when a
save-while-active operation is running in a dif-
ferent job. This can happen when an API
commitment resource was previously added to
the commitment definition.
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Performance Considerations for Commitment Control

» Requesting an object-level change

A request to make an object-level change
under commitment control may be delayed if
the commitment definition is at a commitment
boundary and a save-while-active operation is
running in a different job. This can happen
when an object-level change is made while
the save-while-active operation is running
against the library the object is in. For
example, the create SQL table operation
under commitment control for table MYTBL in
library MYSQLLIB may be delayed when a
save-while-active operation is running against
library MYSQLLIB.

Note: If the wait time exceeds 60 seconds,
inquiry message CPA8351 is sent to ask the
user whether to continue waiting or cancel the
operation.

Adding an API resource using the
QTNADDCR API

A request to add an APl commitment resource
using the QTNADDCR API may be delayed if
all commitment definitions for the job are at a
commitment boundary and a save-while-active
operation is running in a different job.

Note: If the wait time exceeds 60 seconds,
inquiry message CPA8351 is sent to ask the
user whether to continue waiting or cancel the
operation.

Miscellaneous Considerations and
Restrictions for Commitment Control

» If you specify that a shared file be opened

under commitment control, all subsequent
uses of that file must be opened under com-
mitment control.

If SEQONLY(*YES) is specified for the file
opened for read only (either implicitly or by the
high-level language program, or explicitly by
the OVRDBF command), then
SEQONLY(*YES) is ignored and
SEQONLY(*NO) is used.

Record-level changes made under commit-
ment control are recorded in a journal. These
changes can be applied to or removed from
the database with the Apply Journaled
Changes (APYJRNCHG) command or the
Remove Journaled Changes (RMVJRNCHG)
command.



Images of the files before (before-image) and
after (after-image) they are changed are jour-
naled under commitment control. If you speci-
fied only to journal the after-images of the
files, the system also automatically journals
the before-image of the file changes that
occurred under commitment control.

However, because the before-images are not
captured for all changes made to the files, the
RMVJRNCHG command cannot be used to
remove these before-images from the files in
the database.

Changes that are made under commitment
control that are not record-level changes are
not recorded in any journal. Therefore, these
changes cannot be applied to or removed
from the database using the APYJRNCHG
and RMVJRNCHG commands.

Object-level and record-level changes made
under commitment control using SQL will use
the commitment definition that is currently
active for the activation group that the
requesting program is running in. If neither
the job-level nor the activation-group-level
commitment definition is active, SQL will start
an activation-group-level commitment defi-
nition. See the SQL/400 User’s Guide for
more information regarding changes made
under commitment control using SQL.

All remote resources under commitment
control must have the same remote location
name, local location name, device, mode,
remote network ID, transaction program name
(TPN) and user ID. If a commitment boundary
is established and all resources are removed,
the location can be changed.

Do not use the Submit Remote Command
(SBMRMTCMD) command to start commit-
ment control or perform any other commitment
control operations.

The COMMIT and ROLLBACK CL commands
will fail if SQL is in the call stack and the
remote relational database is not on an
AS/400 system. If SQL is not on the call
stack, the COMMIT and ROLLBACK com-
mands will not fail.

Commitment control must be started on the
source system before making committable

changes to remote resources. The system
automatically starts commitment control for
distributed database SQL on the source

Error Conditions

system at connection time if the SQL program
is running with the commitment control option
other than *NONE. When the first remote
resource is placed under commitment control,
the system starts commitment control on the
target system.

‘
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» A save operation is prevented if the job per-
forming the save has one or more active com-
mitment definitions that are not at a
commitment boundary. This prevents pending
changes due to a partial transaction from
being saved to the save media.

Note: Obiject locks and record locks prevent
pending changes from commitment definitions
in other jobs from being saved to the save
media. This is true only for APl commitment
resources if locks are acquired when changes
are made to the object or objects associated
with the APl commitment resource.

If the job attempting the save operation has
one or more commitment definitions with an
added API resource, then the save operation
is prevented.

Commitment Control Errors

When you use commitment control, it is important
to understand which conditions cause errors and
which do not. In general, errors occur when com-
mitment control functions are used inconsistently,
such as running an End Commitment Control
(ENDCMTCTL) command when files that use the
commitment definition are still open.

Error Conditions: The following are some
typical errors related to commitment control:

If an error occurs, an escape message is sent that
you can monitor for in a CL program.

e Consecutive STRCMTCTL commands are run
without an intervening ENDCMTCTL
command.

» Files are opened under commitment control,
but no STRCMTCTL command was run.

This is not an error condition for programs that
run within an activation group that are to use
the job-level commitment definition. The job-
level commitment definition can be started
only by a single program, but once started by
a program, the job-level commitment definition
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Non-Error Conditions

is used by any program running in any acti-
vation group that is not using an activation-
group-level commitment definition. Programs
that run within an activation group and are to
use the activation-group-level commitment
definition must first start the activation-group-
level commitment definition with the
STRCMTCTL command.

Files opened under commitment control within
the same transaction are not journaled.

Files opened under commitment control are
not journaled, within the same transaction, to
the same journal.

More than 256 distinct database file members
opened under commitment control, or closed
with pending changes, are associated with the
same commitment definition.

The first open operation of a shared file
places the file under commitment control, but
subsequent open operations of the same
shared file do not.

The first open operation of a shared file does
not place the file under commitment control,
but subsequent open operations of the same
shared file do.

More than 32768 records locked in a single
transaction.

The program issues a read operation, a
commit operation, and a change to the same
record. The read operation must be issued

This is not an error condition for programs that
run within an activation group and the job-
level commitment definition is active. The job-
level commitment definition can be started
only by a single program, but once started by
a program, the job-level commitment definition
is used by any program running in any acti-
vation group that is not using an activation-
group-level commitment definition. Programs
that run within an activation group and are to
use the activation-group-level commitment
definition must first start the activation-group-
level commitment definition with the
STRCMTCTL command.

An ENDCMTCTL command is run with files
still open under commitment control for the
commitment definition.

A job performing a save operation has one or
more commitment definitions that are not at a
commitment boundary.

A save-while-active operation ended because
other jobs with committable resources did not
reach a commitment boundary in the time
specified for the SAVACTWAIT parameter.

A save-while-active process was not able to
continue because of APl-committable
resources being added to more than one com-
mitment definition for a single job.

More than 1023 commitment definitions for a
single job.

again after the commit operation because the | Non-Error Conditions:
commit operation has freed the lock on the
record.

The following are
some situations for commitment control in which
Nno errors occur:

» Resources placed under commitment control « A commit or rollback operation is run and no

do not reside at the same location as
resources already under commitment control
for the commitment definition.

Uncommitted changes exist when an
ENDCMTCTL command is issued.

This is not an error condition for the
ENDCMTCTL command if all files are closed,
any remote database is disconnected, and no
API commitment resource is still associated
with the commitment definition to be ended.

A commit, rollback, or ENDCMTCTL
command is run, and a STRCMTCTL
command was not run.
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resources are under commitment control.

This allows you to include commit or rollback
operations in your program without consid-
ering whether there are resources under com-
mitment control. It also allows you to specify
a commit identification before making any
committable changes.

A commit or rollback operation is run and
there are no uncommitted resource changes.
This allows you to include commit and rollback
operations within your program without consid-
ering whether there are uncommitted resource
changes.

A file under commitment control is closed and
uncommitted records exist. This situation



Error Messages to Monitor for Commitment Control

allows another program to be called to
perform the commit or rollback operation.
This occurs regardless of whether or not the
file is shared. This function allows a subpro-
gram to make database changes that are part
of a transaction involving multiple programs.

A job ends, either normally or abnormally, with
uncommitted changes for one or more com-
mitment definitions. The changes for all com-
mitment definitions are rolled back.

An activation group ends with pending
changes for the activation-group-level commit-
ment definition. If the activation group is
ending normally and there are no errors
encountered when closing any files opened
under commitment control scoped to the same
activation group that is ending, an implicit
commit is performed by the system. Other-
wise, an implicit rollback is performed.

A program accesses a changed record again
that has not been committed. This allows a
program to:

— Add a record and update it before speci-
fying the commit operation.

— Update the same record twice before
specifying the commit operation.

— Add a record and delete it before speci-
fying the commit operation.

— Access an uncommitted record again by a
different logical file (under commitment
control).

You specify LCKLVL(*CHG or *CS) on the
STRCMTCTL command and open a file with a
commit operation for read only. In this case,
no locks occur on the request. It is treated as
if commitment control is not in effect, but the
file does appear on the WRKJOB menu option
of files under commitment control.

You issue the STRCMTCTL command and do
not open any files under commitment control.
In this situation, any record-level changes
made to the files are not made under commit-
ment control.

| Monitoring for Errors after a CALL
| Command: When a program that uses com-

mitment control is called, you should monitor for
unexpected errors and perform a rollback opera-
tion if an error occurs. For example, uncommitted
records can exist when a program encounters an
unexpected error such as an RPG divide-by-zero
error. Depending on the status of the inquiry
message reply (INQMSGRPY) parameter for a
job, the program sends an inquiry message or
performs a default action. If the operator
response or the default action ends the program,
uncommitted records still exist waiting for a
commit or rollback operation.

If another program is called and causes a commit
operation, the partially completed transaction from
the previous program is committed.

To prevent partially completed transactions from
being committed, monitor for escape messages
after the CALL command. For example, if it is an
RPG program, use the following coding:

CALL RPGA

MONMSG MSGID(RPG9001)
EXEC (ROLLBACK) /*Rollback if pgm is canceled*/

If it is a COBOL program:

CALL COBOLA
MONMSG MSGID(CBE9001)
EXEC(ROLLBACK) /*Rollback if pgm is canceled*/

Error Messages to Monitor for Commit-

ment Control: Several different error mes-
sages can be returned by the commit or rollback
operations depending on when the error occurred.
Some of the messages related to commitment
control to look for are:

CPD8351 Changes may not have been com-
mitted.

CPD8353 Changes to relational database &1 may
not have been committed.

CPD8354 Changes to DDM file &1 may not have
been committed.

CPD8355 Changes to DDL object &1 may not
have been committed.

CPD8356 Rolled back changes may have been
committed.

CPD8358 Changes to relational database &1 may
not have been rolled back.
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Error Messages to Monitor for Commitment Control

CPD8359 Changes to DDM file &1 may not have
been rolled back.

CPD835A Changes to DDL object &3 may not
have been rolled back.

CPD8361 API exit program &1 failed during

commit.

CPD8362 API exit program &1 failed during roll

back.

API exit program &1 ended after &4
minutes during commit.

CPD8363

CPD8364 API exit program &1 ended after &4

minutes during rollback.
CPF8359
CPF835B

Rollback operation failed.

Errors occurred while ending commit-
ment control.

CPF8363
CPF8367

Commit operation failed.

Cannot perform commitment control
operation.

CPF8369 Cannot place APl commitment

resource under commitment control;
reason code &1.

These messages can occur during:
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¢ Normal commit or rollback processing

e Commit or rollback processing during job
process end

e Commit or rollback processing during acti-
vation group end

Note: None of the above messages can be mon-
itored for during activation group end or job
process end. Any errors encountered when
ending an activation-group-level commitment defi-
nition during activation group end or any commit-
ment definition during job end are left in the job
log as diagnostic messages. The following
sections show you when you can expect which
messages.

Normal Commit or Rollback Pro-

cessing: Errors may occur at any time during
commit or rollback processing. The following table
divides this processing into four situations. The
middle column describes the actions taken by the
system when it encounters errors during each situ-
ation. The third column suggests what you or
your application should do in response to the mes-
sages. These suggestions are consistent with the
way commitment control processing is handled by
the system.



Example of Using Commitment Control

Table 4-4. Commit and Rollback Processing for Failures.

Situation

Commit or Rollback Processing

Suggested Action

Record- level I/O commit
fails

Object-level or commit and
rollback exit program for

Returns CPD8351

Returns CPF8363 at end of processing

Exits commit processing without attempting any
object-level or APl commitment resource (no
implicit rollback occurs)

. Returns one of the following messages depending

on the commitment resource type:

APl commitment resource + CPD8353
fails during commit e CPD8354
* CPD8355
* CPD8361

Record-level /O rollback
fails

Object-level or commit and
rollback exit program for

w N

N —

. Continues processing
. Returns CPF8363 at end of processing

. Returns CPD8356
. Attempt to continue processing to rollback object-

level or APl commitment resources

. Returns CPF8359 at end of processing

. Returns one of the following messages depending

on the commitment resource type:

Either:

¢ Do explicit rollback if
possible or,

¢ Notify application to do
an explicit rollback

Monitor for messages;
handle as desired

Monitor for messages;
handle as desired

Monitor for messages;
handle as desired

APl commitment resources « CPD8358
fails during rollback + CPD8359
« CPD835A
« CPD8362

N

. Continues processing

3. Returns CPF8359 at end of processing

Commit or Rollback Processing During

Job End: All of the situations described in
Table 4-4 also apply when a job is ending except
that message CPF835B is sent instead of
message CPF8359 or CPF8363. In addition, one
of two messages may appear specific to job com-
pletion if a commit and rollback exit program for
an API-committable resource has been called. If
the commit and rollback exit program does not
complete within 5 minutes, the program is can-
celed, a diagnostic message CPD8363 (for
commit) or CPD8364 (for rollback) is sent, and the
remainder of the commit or rollback processing
continues.

Commit or Rollback Processing During

IPL: All of the situations described in Table 4-4
also apply during IPL recovery for commitment
definitions except that message CPF835F is sent
instead of message CPF8359 or CPF8363. Mes-
sages that get sent for a particular commitment
definition may appear in the job log for one of the
QDBSRVxx jobs or the QHST log. In the QHST
log, message CPI8356 indicates the beginning of

IPL recovery for a particular commitment defi-
nition. Message CPC8351 indicates the end of
IPL recovery for a particular commitment definition
and any other messages regarding the recovery of
that commitment definition is found between those
two messages.

One of two messages may appear specific to a
commitment definition if a commit and rollback exit
program for an APl-committable resource has
been called. If the commit and rollback exit
program does not complete within 5 minutes, the
program is canceled, a diagnostic message
CPDB8363 (for commit) or CPD8364 (for rollback)
is sent, and the remainder of the commit or
rollback processing continues.

Example of Using Commitment
Control

Note: The following example does not include
the Integrated Language Environment C/400.

The advantages of using commitment control are
illustrated in the following example. Assume that
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Example of Using Commitment Control

the following application program does not use
commitment control. The records read for
updating are locked by the system. The following
steps describe how the application program trans-
fers funds from a savings account to a checking
account:

¢ Program A locks and retrieves the savings
record. (This action could require a wait if the
record is locked by another program.)

e Program A locks and retrieves the checking
record. (This could also require a wait.)
Program A now has both records locked, and
no other program can change them.

* Program A updates the savings record. This
causes the record to be released so it is now
available to be read for update by any other
program.

* Program A updates the checking record,
which causes the record to be released so it
is now available to be read for update by any
other program.

Without using commitment control, a problem
needs to be solved to make this program work
properly in all circumstances. For example, a
problem occurs if program A does not update both
records because of a job or system failure. In this
case, the two files are not consistent — funds are
removed from the savings account, but they are
not added to the checking account. Using com-
mitment control allows you to ensure that all
changes involved in the transaction are completed
or that the files are returned to their original state
if the processing of the transaction is interrupted.

If commitment control is used, the preceding
example is changed as follows:

1. Commitment control is started.
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2. Program A locks and retrieves the savings
record. (This action could require a wait if the
record is locked by another program.)

3. Program A locks and retrieves the checking
record. (This could also require a wait.)
Program A now has both records locked, and
no other program can change them.

4. Program A updates the savings record, and
commitment control keeps the lock on the
record.

5. Program A updates the checking record, and
commitment control keeps the lock on the
record.

6. Program A commits the transaction. The
changes to the savings record and the
checking record are made permanent in the
files. The changes are recorded in the
journal, which assumes they will appear on
disk. Commitment control releases the locks
on both records. The records are now avail-
able to be read for update by any other
program.

Because the locks on both records are kept by
commitment control until the transaction is com-
mitted, a situation cannot arise in which one
record is updated and the other is not. If a routing
step or system failure occurs before the trans-
action is committed, the system removes (rolls
back) the changes that have been made so that
the files are updated to the point where the last
transaction was committed.

When using commitment control, ensure that all
database files to be placed under commitment
control in a single environment are first journaled
to the same journal.

For each routing step in which files are to be
under commitment control, the steps shown in
Figure 4-2 on page 4-33 occur:



STRCMTCTL - The Start Commitment Control
command establishes a commitment
definition.

CALL PGMA - Call the program whose files
are to be under commitment control.

ENDCMTCTL - The End Commitment Control
command notifies the system to end the
commitment definition.

- Opens the files under commitment control
* Processes a transaction
- Commits the transaction
OR
» If error, rolls back the transaction

+ Close the files under commitment control

+ Returns (or processes another transaction)

RV2W391-2

Figure 4-2. Routing Steps with Files under Commit-
ment Control

The operations that are performed under commit-
ment control are journaled to the journal. Using
the transfer of funds from a savings account to a
checking account as an example, the major
entries shown in Figure 4-3 are placed in the
journal. (For a description of all the journal entries
and their specific content, see the manual System
Operator’s Guide, SC41-8082.)

Start commitment control

Savings record before-image

Savings record after-image Transaction

Checking record before-image

Checking record after-image

COMMIT -- Customer number 772389 Transaction
committed
by the

program

RV2W392-0

Figure 4-3. Journal Entries for Transfer of Funds from
Savings to Checking

Example of Using Commitment Control

The start commitment control journal entry
appears after the first file open entry under com-
mitment control. This is because the first file open
entry determines what journal is used for commit-
ment control. The journal entry from the first open
operation is then used to check subsequent open
operations to ensure all files are using the same
journal.
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When a job failure or system failure occurs, the
resources under commitment control are updated
to a commitment boundary. If a transaction is
started but is not completed before a routing step
ends, that transaction is rolled back by the system
and does not appear in the file after the routing
step ends. If the system abnormally ends before
a transaction is completed, that transaction is
rolled back by the system and does not appear in
the file after a subsequent successful initial
program load (IPL) of licensed internal code.
Anytime a rollback occurs, reversing entries are
placed in the journal.

For example, assume you have a balance of
$100.00 and a customer takes out $20.00, for a
new balance of $80.00. The database update
causes both before-image ($100.00) and after-
image ($80.00) journal entries. The journal entries
appear as in the example in Figure 4-4

<— Last
committed
transaction

» Start of
new
transaction

System
(ends

COMMIT -- Customer number 772389

Savings record before-image ($100.00)

Savings record after-image ($80.00)
abnormally

+ at this
point

RV2W352-2

Figure 4-4. Journal Entries for a System That Ended
Abnormally

Assume the system abnormally ended after jour-
naling the entries, but before reaching the commit-
ment point or rollback point. After the IPL, the
system reads the journal entry and updates the
corresponding database record. This update
produces two journal entries that reverse the
update: the first entry is the before-image ($80.00)
and the second entry is the after-image ($100.00)
as shown in Figure 4-5 on page 4-34.
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Example of Transaction Logging File

<+—Last
committed
COMMIT -- Customer number 772389 transaction
»Start a
. . new
Savings record before-image ($100.00) transaction
System
Savings record after-image ($80.00) (ends
<! abnormally
Savings record before-image updated
for rollback ($80.00)
Savings record after-image updated
for rollback ($100.00) Changes
are rolled
back
ROLLBACK
J

RV2wW353-2

Figure 4-5. Journal Entries for Rollback Changes

When the IPL is successfully completed after the
abnormal end, the system removes (or rolls back)
any database changes that are not committed. In
the preceding example, the system removes the
changes from the savings record because a
commit operation is not in the journal for that
transaction. In this case, the before-image of the
savings record is placed in the file. The journal
contains the rolled back changes, and an indi-
cation that a rollback operation occurred, as in the
example shown in Figure 4-5.

Example of Transaction Logging
File

A transaction logging file is used to start an
application again after a system or job failure
when a notify object is not used. A transaction
logging file is often used in interactive applications
to summarize the effects of a transaction.

For example, in an order entry application, a

record is usually written to a transaction logging
file for each item ordered. The record contains
the item ordered, the quantity, and the price. In
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an accounts payable application, a record is
written to a transaction logging file for each
account number that is to receive a charge. This
record normally contains such information as the
account number, the amount charged, and the
vendor.

In many of the applications where a transaction
logging file already exists, a workstation user can
request information about the last transaction
entered. By adding commit control to the applica-
tions in which a transaction logging file already
exists, you can:

¢ Ensure that the database files are updated to
a commitment boundary.

« Simplify the starting of the transaction again.

You must be able to uniquely identify the work-
station user if you use a transaction logging file for
starting applications again under commit control.

If unique user profile names are used on the
system, that profile name can be placed in a field
in the transaction logging record. This field can
be used as the key to the file.

The following examples (Figure 4-6 through 4-10)
assume that an order inventory file is being used
to issue transactions and that a transaction
logging file already exists. The program does the
following:

1. Prompts the workstation user for a quantity
and item number.

2. Updates the quantity in the production master
file (PRDMSTP).

3. Writes a record to the transaction logging file
(ISSLOGL).

If the inventory quantity on hand is insufficient, the
program rejects the transaction. The workstation
user can ask the program where the data entry
was interrupted, since the item number,
description, quantity, user name, and date are
written to the transaction logging file.



Example of Transaction Logging File
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SEQNBR *... ... 1 ... ... 2 ... ... 3 ... ... 4 ... ... 5 ... ... 6 ... ... 7 g ‘

1.00 A R PRDMSTR TEXT('Master record')

2.00 A PRODCT 3 COLHDG( 'Product"' 'Number')

3.00 A DESCRP 20 COLHDG( 'Description')

4.00 A ONHAND 50 COLHDG('On Hand' 'Amount')

5.00 A EDTCDE(Z)

6.00 A K PRODCT

RV2W358-0

Figure 4-6. DDS for Physical File PRDMSTP

SEQNBR *... ... 1 ... ... 2 . ... 3 .00 ... 4 ... ... 5 .. ... 6 ... ... 7
1.00 A R ISSLOGR TEXT('Product log record')
2.00 A PRODCT 3 COLHDG( 'Product’ 'Number')
3.00 A DESCRP 20 COLHDG( 'Description')

4.00 A QTY 30 COLHDG( "Quantity")
5.00 A EDTCDE(Z)

6.00 A USER 10 COLHDG( 'User" 'Name')
7.00 A DATE 6 0 EDTCDE(Y)

8.00 A COLHDG( 'Date")

RV2W359-0

Figure 4-7. DDS for Phy